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7% [ (Stem): Which of the following will BEST tie information security to business objectives?

He U (Options):
A. Value analysis
B. Security metrics
C. Deliverables list
D. Process improvement model
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%[ (Stem): The PRIMARY goal of a post-incident review is to:

U (Options):
A. identify ways to improve the response process.
B. gather evidence for subsequent legal action.
C. identify individuals who failed to take appropriate action.
D. make a determination as to the identity of the attacker.

F) BB AN DRI LU T DFEAEHNEFEY . XEZTHSE D LISHE. [
ZIFEETHFIXEERATERSE D LD THS,

AR

OFVADERIF. BEDEEHANFIIAVETMNIEREZMABIEITHRYET, Fhlk, KL
TIHESEB DO DBEARBHR (HAHAINEFU) hoBRLET,
OF)ARDOEBRMEEER T AERICIEZLDEENDELLZYET,

OB AIEHRICAEEL T2RANOERIN R ZEELET,

OREM I ENMEEIZLDED T, BERLUVERLTNIILST . RBREICREEXHR
B ALK EBZE (T A ELBBEREETEFLRITNIEVTEE A,

ORI HAERMIFNIEFITTERESNTNERET, RIEMLEITIZHOET,

OB R DR L (XL THERSINTNBRETHY ., VEDRELI=CEAD
RIREDEIZEICEEEZRIZLTIEIVWTFERA FEFLOD(X., OEDDEZRBA DL
RIDEZEZELEIIZHLTIEWITHRNZETT,

OFLULVEHRA B E T BHRED LN IH-TIFNFER A, BEADEZICKHLELGET
DERIESFIVAHLINEEBEAFBROGNHFEETRELDTT,

OV FNADXEIZEHDEEZIBEH LWL RHITIDENONIL. HEEEZIZTS
CET REBICESTHENMNERLEVWRRDAEELS,

RROVFIVAE BERICEDEEHF L TELEROIKENEREN-BDTT . MAT
SFVFEERT AL, CISMBHEREANTRONS. JYEHMGI T EHT DI
MBRMGHETT BIAIE EZRHFORBNEFEECOVWTRSIGS | ERH BB ORERE
EEWLWOEBEDERE. EARRDEE CHRATHENTEET,

HIABOFRBEEINRNINS—MRNGEBRELTIE, FEFRRSN R — AR TE
B1EVBDT, VF VA ZHELGN2ELTERIBETESRIBLDTY , T, F=EZ 5
LIENRETHo-ELTH, DA DERBDLENCEENEEMICIRE TESLIGIS
B, ARV FTIFEOHBREILRANERGYET D FIVA B OHARMET, ZEREIZH
BERBRICEDVWTRIZFEZZEZASEDALIICTARETHY ., BRDHTERER DITHEE
HRETEHYFERA SNFET, RET RN FIAZHEOCRBEICLEL—, #EELT
LEIDIFRVEZTY,



CISMERAERMIRR{ERL A<

AEBREEZ R T SRICRITE TN ISR e

LT &, REBRAEBEER T AR AT LEN AN ERBSNTLSEDTY . Ch
SOBMIL. CISMBBROT—ILIZHDLDTEEL, LAEIRBTLEAShEL A,
B<ETHBREBEEROBE ROV LT ILELTHELNEZLD TY,

ik
&% & (Stem):An intrusion prevention system does which of the following?

BREE (Options):
A. Prevents any attacks that occur from affecting the target system
B. Stops all network traffic that is part of an attack before it can get to the intended victim
C. Constantly modifies operating systems to make them a moving target
D. Launches attacks against attacking systems to bring them down or disable them

IE&(Key):A

) IEfR LT HBEE A ER I prevention J&EFEENTEY. Tprevent INEZ THAH L%
BNTWEY, ERAFEICHAEICHS TLESID T, EELBELUEEEMS LURE
TESIZEITEBITTT S, Ff=, FBIRFEBTOMall |40, FERFECHconstantly 1 &LV o 7=
NG EENEDLONTNDILT,. BHICINOARETHAZENHH>TLENE
T BRI H DI EBRNGEEB(IFERALLZVESICLTTSEL,

o

&% & (Stem):Which of the following is MOST important to writing good information
security policies?

EIREZ (Options):
A. Ensure that they are easy to read and understand
B. Ensure that they allow for flexible interpretation
C. Ensure that they describe technical vulnerability
D. Ensure that they change when ever operating systems are upgraded

EZ&(Key):A
E)RVDIDDEIENELBYRINTLNET, CORBIBETIE., KYRBRRIEEEER

[CEYEZBTEMNTRETY . CNOHDIDDEE(FHRBDFEZIZ. LTIZHELEDEL
TEHFELLS,
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L UVEERSI (New Stem):Which of the following is MOST important to writing good
information security policies? Ensure the policies:

LU VEREL (New Options):
A. are easy to read and understand.
B. allow for flexible interpretation.
C. describe technical vulnerability.
D. change when ever operating systems are upgraded.

BRI, MEEERSET AL NEIRBREZFESIA TR EGYET,
I3:

&% [ (Stem):When building support for an information security program, which of the
following should be performed FIRST?

EIREZ (Options):
A. ldentification of existing vulnerabilities
B. Cost-benefit analysis
C. Business impact analysis
D. Formal risk assessment

IE & (Key):A

CORBREERFZIVTDEBMOBITHY ., ERICEDVTLENFEY ERECE L
UDIE, BRI DIKRICEO>TIFELVWEZELLGYFET TARAD P TR D 1R
ZHABAELGORY, T&RAITITARSTEFEH EWSENWERVERETEHYFEE A
LWL, TR¥DIBREZBARELET nIL, REELTEIHEBECLENET,

A

&% & (Stem): Security awareness programs should be:

E R R (Options):
A. standardized throughout the organization.
B. customized depending on the target audiences.
C. avoided since key security vulnerabilities may be disclosed.
D. limited to IS personnel.

IE 2 (Key):A
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gib:

&% [ (Stem):Record retention policies generally are driven by:

EIREZ (Options):
A. legal and regulatory requirements.
B. risk levels acceptable to the organization.
C. business goals and objectives.
D. audit and assurance requirements.

IE 2 (Key):A
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AppendixC
ITEM CONSTRUCTION FORM

ltem#
Name:
ISACA ID:

Assign one task statement and one knowledge statement (KS) from the CISM Job Practice to
your item.

Task:

KS:

Testing Concept: (One sentence describing what is being tested):
Stem:

Options:
A. (Always make A the correct answer)
B.

C.
D.
Key:A

Justification:
A. (Why is A the correct answer)
B. (Why is B incorrect)
C. (Why is C incorrect)
D. (Why is D incorrect)

Reference(s): Provide references to enable independent review. Include the publication title,
publication year, author and page.

ISACA Representative Review:
Accept:

Return:

Comment:
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