Certified Information

C|SM Securlty Manager

An ISACA® Gertlflcdtlm-

CISM Exam Terminoloqgy List

ENGLISH KOREAN

Acceptable use policy ZolgS M E

Acceptance testing 2l A"

Access control Hz A

Access path Mz Ed=2

Access rights Mz Het

Address T

Administrative controls el S

Adware OHE 0

Alternative routing CHA 2t &
ofgZ1

Analogue, analog

Annual loss expectancy (ALE)

Anonymous File Transfer Protocol (FTP) FE O ME Z2EZE (FTP)
Antivirus software OtE| HIO|2HA AT ES0]
Application control 88 A

Application layer 28 S (application layer)

Application program ofZ2|7old 2 73
Application programmer OHEZE[AH ol =2 22
Application service provider (ASP) O Z 2|70l AMH[A MBS
Application tracing and mapping oiZE/7old Edflold & OHE
Artificial intelligence (Al) els Xls
Asymmetric key (public key) HICHE ZI(S7H 71)
Asynchronous transmission HISZ| ®&
Attenuation ool
Attribute sampling £ MEZ
Audit evidence AL B7H

FAPN RS

Audit objective




CISM Exam Terminology List
(continued)

ENGLISH KOREAN
Audit program PAPNSE =
Audit risk HA 2™
Audit trail AP LS
Authentication 15
Authorization TEHE 04
Backbone =
Backup HH
Badge HH K|
Balanced scorecard WA S A F0{7I = (balanced scorecard)
Bandwidth CHed=
Barcode H 2=
Baseband H[O|AHHE
Baseline 7|1EHM
Bastion host HiAZ & A E (bastion host)
Batch control Hi x| S X
Batch processing Hi x| &2
Baud E E(Baud)
Benchmark Hix|O0r=2
Binary code ol zE
Biometric locks M| & HXtHE £l (biometric locks)
Biometrics M = H(biometics)
Black box testing S= 9A EHAY
Blade server Edlo|= AMH
Bridge =HE[X|
Broadband HEEHHE (ZCHN)
Brownout ShetA|, ML X5t
Browser HElf K
Browser caches HEt 2K FHA|
Brute force attack M= S A(brute force attack)
Buffer EH I
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Buffer capacity

Buffer overflow

Business continuity plan (BCP)

Business impact analysis (BIA)

Business process reengineering (BPR)

Business resumption plan

Business risk

Business unit

Bypass label processing (BLP) 0|2 =X 2|(BLP)
Capability maturity model (CMM) UFSH Y=L ZE(CMV)
Capacity stress testing 8T 2EH A EHAY
Card key 7t 7|
Card swipes FtE AQt0|Z
Central communication processor SY HUE S ZZRAMA
Central processing unit (CPU) S E A
Centralized data processing Y &EH ololE &2
Certificate authority RIE 7|2
Certification authority (CA) el
Certification revocation list (CRL) IEM I =5
Chain of custody SHE X2 UL EH
Challenge/response token Ne/8d EE
Change control log HE SM 2O

A3 CIXIE

Check digit

Check digit verification (self-checking digit)

A3 CIXIE A5 &l (RF7HHAL A}

Checklist

MIAZAE

Checkpoint restart procedures

MIEZE MAIS HRt

Checksum technique

&3 M(checksum) 7|&

Chief information officer (CIO)

Z|nHE 2| AR
o

Ciphertext 1S E
Circuit-switched network M met ST
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Circular routing

Client-server

Closed circuit television (CCTV)

H4{Z|Z TV(CCTV)

Cloud computing

= =t F =

Cluster controller

Zp{AE EXN7|

Clustered architecture

Z2{AEE ot 7= X (clustered
architecture)

Coaxial cable

sE7olg

Cold site

Common gateway interface (CGI) &S 70|ES) o] RIE{m|0|A(CGI)
Communications controller Sl Mo{7]

Compensating control HetEH

Compiler Auded

Completeness check S dA

Compliance tests EHI HAE

Comprehensive audit SE LA

Computer emergency response team I

(CERT)

Computer forensics

& &l Al(computer forensics)

i
3
L LTI VLR
H
r

Computer fraud AFE AL

Computer sequence checking AFE ABA HA

Computer virus HAFE HolzHA

Computer-aided software engineering _ _ 3

(CASE) HAFE| 0| Az EQ|o{ 38 (CASE)

Computer-assisted audit technique (CAAT) | B EI0I& ZALZIH (CAAT)
Concentrator &5 FX

Concurrency control N[O

Concurrent access control S A2 A 04

Confidentiality 7|

Configuration T8

Console log Z2& 21
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CISM Exam Terminology List
(continued)

ENGLISH KOREAN
Contingency plan H| 27| =]
Continuous auditing approach ANEH A HIEH
Control SH
Control risk SH 2=
Control self-assessment X7+ SHE 7t
Cookies 7|
Core dumps Fo{H=
Corporate governance 71 &2l
Corrective control ny SH
Cost-effective controls HI 20t SH|
Critical path method (CPM) 24H Z2H (CPM)
Customer relationship management (CRM) | ZHE A2 E|
Cyclic redundancy checks F7M 54 dM
Data center olO|E MIE
Data custodian oiolE Eel2!
Data dictionary CIO|E] AT
Data diddling ClolE CIEE
Data Encryption Standard (DES) ClolE| & =5t E& (DES)
Data flow HolE &
Data leakage HiolE =
Data mirroring ClolE o242
Data owner El[o]|= IEAT N,
Data repository HolE MEA
Data sanitization O OB 2t AF x|
Data structure HolE &
Database HIO|E{H| 0| A
Database administrator (DBA) CllO|E{H| 0| A 2[R} (DBA)
Database management systems (DBMS) ClIO|E{H| Ol A #E| A|AE (DBMS)
Database replication clo|E{Hol& =X
Database specifications Ci|O|E{H| O & ALQF
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CISM Exam Terminology List

(continued)

ENGLISH KOREAN
Data-oriented systems development CilO[E] XIEX AlAR 71
Deadman door 0|5 £ F(deadman door)
Decentralization =43
Decision support systems (DSS) O[AL 2 x| AlAE (DSS)
Decryption =253
Decryption key 523} 7
Degauss INSSIVS |
Denmilitarized zone (DMZ) H|F & X|CH (DMZ)
Demodulation SEN
Denial of service attack MHIAHEZSH
Detection risk IS b=
Detective control Hah S
Dial-up Ctold
Digital certificate CIX|E Q15 M(digital certificate)
Digital signature MRt ME

CIO|HE QILIE A|AR AM|A(DISA)

Direct inward system access (DISA) LI X822 &
Disaster recovery plan Mk 55 H =
Discovery sampling ME Mz
Diskless workstations Cla3z gis HAH0|M
Distributed data processing network = £h8 H0[H XE| HE
Domain name server e M
Download CteEd
Downtime report DEAIZE E A
Dry-pipe fire extinguisher system CZtol-mo|Z A5t A|AH
Dry-pipe sprinkler system HA AZZIZE AlAH
Due diligence TR IAAF OO R
Duplex routing 0|5 2teE
Dynamic Host Configuration Protocol
(DHCP) DHCP
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Earned value analysis

7|81, ES7HXIBM(EVA)

Eavesdropping S
Echo checks oz A=
E-commerce R 7Hel

Edit controls HE SH

Editing =

Electronic cash Rt

Electronic funds transfer (EFT) A Zh= OfX| (EFT)
E-mail At H

Embedded audit modules WEE A ZE

Encapsulation

o

Encapsulation (objects)

|

il
—
=
2
N

Encryption

Encryption key

r2 | oQ f& ¥ |
Ol
Loﬂ

Enterprise resource planning (ERP) A Rz
Enterprise risk management TA 2l2a3 #E|
Environmental control BE 2, #EHAod
Escrow agent I X|(escrow) E|At

Escrow agreements

& x|(escrow) 7H|<f

Ethernet ojH

Exception reports ofl Q| E A

Executable code A IS

Expected error occurrence 7| 27 &
L&

Exposure

Extensible Markup Language (XML)

XML (Extensible Markup Language)

Failover service

ST M|~

Fallback procedures

Z gl (fallback) X &t

False authorization

False enrollment

| H & /51217 | X (false enroliment)

Fault-tolerant

£ & o (fault-tolerant)

—+SACA

© 2011 ISACA All rights reserved.




CISM Exam Terminology List

(continued)

ENGLISH KOREAN
Feasibility study Bt A
Fiber optic cable ZAolE
Fiber optics R
File T
File allocation table (FAT) ut el SE| 0| = (FAT)
File layout It gi|ojot2
File server I A
File Transfer Protocol (FTP) 0l ME Z2EZ (FTP)
Filter =12
Financial audit 3|H ZA
Firewall Rt 55
Firmware Helod
Forensic HE|(ZEIA])
Format checking o0 HA
Frame relay assembler/disassembler
(FRAD) device Z 9= C|HO|A(FRAD device)
Frame-relay =g 2alof
Fraud risk AZ| 1™
Full duplex Mol
Function point analysis (FPA) 715 He £4
GANTT chart GANTT X E
Gap analysis xto| B4

AO|ESO|

Gateway

Generalized audit software

HE ZAF AT EQ0{(GAS)

Governance KB TE(HHE L)
Hacker 7

Hacking HZ

Half duplex Ht O|&

Handover HE QH

Handprint scanner
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CISM Exam Terminology List

(continued)

ENGLISH KOREAN
Hardening (the operating system) & = Z(hardening)
Hardware stE2l0d
Hash totals SHAl A
Help desk OFLHGIA A (help desk)
Heuristic filter Z B ZE(heuristic filter)
Hexadecimal 16 &Y
Hierarchical database &% HIo|E{H| 0|
Honeypot &1L (honeypot)
Host SAE
Hot site & AHOIE
Hotline Zetel, 2SS st

Hypertext Markup Language (HTML)

HTML (Hypertext Markup Language)

Image processing

olO|X| M2l

Incident At

Incremental testing SE HAE

Independence szd

Indexed sequential access method (ISAM) | 2/HIAE &=xH 2 E- (1ISAM)
Indexed sequential file AUAAE =R ot
Inference engine Z E U E(inference engine)
Information processing facility (IPF) BE XME| Al (IPF)
Information technology (IT) QE7IE(T)

Inherent risk e

Inheritance (objects) g5 (A#)

Initial program load (IPL) Z7|Z2OY 2E (IPL)
Input controls =z SH

Instant messaging QAUARE HAIE
Integrated service digital network (ISDN) S8 85 41T (ISDN)
Integrated test facility (ITF) S EIAE 7[5 (ITF)
Integrity F44d

Interface QIE{molA&
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Interface testing

QIE{H 0]& EHAE

Internal control

L& SH|

Internal storage

LH&E Z[AE ]

Internet

Qe

Internet packet (IP) spoofing

CIE{A Z (1P) AFE

Internet protocol

OIE{Y T2 EZ(IP)

Internet service provider (ISP)

QIE{L MH|A MZ YR (ISP)

Interval sampling T MEE

Intranet RIERI

Intrusion detection system (IDS) HURTEN R AIAE

Intrusion prevention system (IPS) UL XIAA-(IPS)
Irregularities EHAL

Issues management 0|# & 2l(issues management)

IT balanced scorecard

>

IT YHAE A 3047} = (balanced
scorecard)

IT governance

IT X|bH, IT governance

IT infrastructure IT 7|8 X
IT synergy IT ALAX]
LHEF MHE

Judgmental sample

Key stakeholders =

Knowledge management NS =

Leased lines Mg 3|

Lessons-learned exercise I F A&(lessons-learned exercise)
Librarian 2tol=z{z|e

Limit check st A=

Link editor (linkage editor) 3 ollClH (A HEZI)

Literals =&t

Load balancing

Local area network (LAN)

Log
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CISM Exam Terminology List

(continued)
ENGLISH KOREAN
Logic bombs =c| ZE
Logical access =clM ™2
Logical access controls =clH H2 SH
Logical access right =21 HMA HE
Logoff 212X
Logon 22
Magnetic card reader N g ==l |
Malicious code g3
Malware dHEZ= O
Mapping o
Masking ] EA
Master file OtAE ohd
Materiality 24
Maturity models M ZH
Maximum tolerable outages (MTOs) ZICHS 8 Z oAl
Mean time between failures (MTBF) Yo FUE AlZH B2 18 714

Media access control (MAC)

Media oxidation

Memory dump

Message switching

HIAIK| M2

Metadata

HIE}E| O] E{(metadata)

Meta-tags

HIEF Ef1

Metering software

Microwave transmission

Middleware

Mission-critical application

Modem (modulator-demodulator)

Modulation

Monetary unit sampling

Multiplexing
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Multiplexor

HE|E M

Multiprocessing

HE|Z 2 A2

Li| £ 23 A BEHNAT)

Network address translation (NAT) ==
Network administrator HE={ 22Xt
Network hubs HE2 &
Network protocol HES ZZEZ
Network topology HE= &

Node LE

Noise S5
Noncompliance EoldH|IEs
Nondisclosure agreement HIZ 7 Al ef
Nonrepudiation Ol x|/F oIS
Normalization Mrs

Numeric check =Z|# 3

Object code SMIC
Objectivity Z4zke
Object-oriented ELPS PN K

Offsite storage AKX MY L
On-demand computing FE23ERE
Online data processing 22+l Hlo|E ME|
Open source LELA

Open systems THE R AlAH
Operating system 22X (0S)
Operational audit 23 #A
Operational control 23 sH
Operator console 23% 2&
Optical character recognition (OCR) 5 EA Q4
Optical scanner e ATl
Outbound data transmission oS outbound) H|O|E| &

Output analyzer

:4
rfo
N0

M
i
AL
Z
N
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Outsourcing

Packet

Packet assembly/disassembly (PAD) device

Packet switching

Parallel run A

Parallel simulation 3 AlZ 80l
Parallel testing S EHAE

Parity check o 2[E| A
Partitioned file DEME oHY
Passive assault =8 34
Password WA RE

Patch management mx| 22

Payroll system =04 A|AH]
Penetration test HE HAE
Performance measurement A1t & & (performance measurement)
Performance testing ds HAE
Peripherals FH7|7|

Personal identification number (PIN) PIN (FHRI &4/ HHS)
Phishing 1| &(phishing)
Piggybacking I|7|=8Z

Pilot I} =

Plaintext =2

Platform for Internet Content Selection
(PICS)

Point-of-sales (POS) systems

Polymorphism (objects)

Port A E (port)

Post-implementation review MEOIMAE

Posting Z A &l(posting)

Power conditioning 9| Z4C| M ' (power conditioning)
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Preventive control

ol EX

Private branch exchange (PBX)

AL EZ|(PBX)

Private key cryptosystems

MM 7| S AAR

Privileged mode EHEHZE
Production programs A T2
Production software Als Az E Qo]
Program change request (PCR) ZE2OUMHERY
Program evaluation and review technique _

(PERT) T2 IHMHEIIEET|H(PERT)
Program flowcharts ZT2IMSER
Program narratives TE2I7 HdEA
Project management ZZ2™ME zhg|

Project portfolio ZZME XEEDRQ
Protocol ZIZEZ

Protocol converter ZTE2EZ HE7|
Prototyping ZZEE0|E

Proxy server ZEFA| M

Public key cryptosystem SHFIL S AAH
Public key infrastructure (PKI) SM717|8 = (PKI)
Public switched network (PSN) 33 W ST (PSN)
Quiality assurance ZEHES

Quality management system (QMS) & 2| AA-(QMS)
Queue s

Random access memory (RAM) 20| M2 7|H9 Bl (RAM)
Range check Hel M3

Real-time processing AAIZH XME|
Reasonable assurance 22| &l
Reasonableness check EECEE!

Reciprocal agreement 4% 0|8 A%
Reconciliation ZH™/CH
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CISM Exam Terminology List

(continued)

ENGLISH KOREAN
Record B =
Recovery point objective (RPO) E 12 EAIH(RPO)
Recovery testing =T E|AY
Recovery time objective (RTO) E 12 EAIZHRTO)

Redundancy 0i|H|(redundancy)
Redundancy check 54 dAl
Redundant array of inexpensive disks
(RAID) HlO|=(RAID)
Reel backup 2 i

2l x|L|o{

Reengineering

Reference check

Hox 3|/ glHHA A3

Referential integrity

HlHZHA IE| T E2|El(referential integrity)

Registration authority (RA)

SE7|8(RA)

Regression testing 2| EHAE

Remote access service (RAS) #HZA ™2 MHIA(RAS)
Remote job entry (RJE) 4 2 UZ(RIE)
Remote logon HA RO

Replay attack M7T™E S Z(replay attack)
Repository MEa

Request for proposal (RFP) Mot QE M (RFP)
Requirements definition LTAE Mo

Residual risk Tho{@&l/ztoielaa

Return on investment (ROI)

Reverse engineering

Right-to-audit AL

Risk SIENESTE

Risk analysis 2y EAM
Role-based access control (RBAC) Ae 7| EHI SH
Rollout £ Ot=Z(rollout)

Rounding down

=
0
2% C27|4/AIA 2

15
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CISM Exam Terminology List

(continued)

ENGLISH KOREAN
Router 2t E
Router rule 2F*E{ & (router rule)
RSA RSA
Run-to-run totals A7 A
Salami technique A2k0| 7|
Scalability M/
Scanning A1
Scheduling AAEY
Scope creep 2 2|& Cl(scope creep)
Screened subnet A3 ElE MEY(screened subnet)
Screening routers A3 2|'d 2t*H
Secure Sockets Layer (SSL) HoraZE|olo{(ssL)
Security administrator 2ot zte|xt
Security software Hot A X E 9o
Security testing HokEAE
Segregation of duties HFEE
Sensitive iz
Separation of duties SE =
Sequence check =M A3
Sequential file oAt ot
Service bureau MH|A& =&

Service set identifiers (SSIDs)

MH|A ME A|HX} M%(SSIDs)

Service-oriented architecture (SOA)

MH|A K| &0} 7= %{(SOA)

Service level agreement (SLA)

M| A= ZEH| 2k (SLA)

Shield twisted cable

2l EQIAE|E FHo|E

Simple object access protocol (SOAP)

Simultaneous peripheral operations online

(Spool) AE (SA FHER 2Y 2212)
Single sign-on process CH AFRIR T2 MA

Slack time R AlZ

Smart card AOLE 7I=
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CISM Exam Terminology List

(continued)

ENGLISH KOREAN
Sniffing ALIE
Software Az EQ|o]
Social engineering A 2|5t
Source code AAFE
Source code compare programs A4 FE HW Z2T3
Source documents LA EM
Spam A
Spoofing program AFHIEOH
Spooling program AEY TR
Spyware AT}O|9|0(spyware)
Statistical sampling (SP) SHHY HEY
Steering committee 2z
Stop or go sampling Stop-or-Go H#Z%
Storage area network (SAN) MEE X ¥ HELF(SAN)

Strategic alignment

Stratified sampling

Stripped disk array

Structured programming

Structured Query Language (SQL) T2 Eo| 0{ (SQL)
Substantive test AZ HAE
Succession planning SHH =
Surge protector 7|5 242 3 7|(surge protector)
Surge suppression oteh ot st
Symmetric key encryption e 7| =3
Synchronous =%
Synchronous data link S7| dlolH &3
Synchronous transmission S7| M&
AMARISERE

System flowcharts
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CISM Exam Terminology List

(continued)
ENGLISH KOREAN

System initialization log AMAR Z7(5 20

System software A|AER] A X E 9o

System testing AAE EIAR

Systematic sampling/selection MA M E 3=

Systems analyst AR 2 M7t

Systems development life cycle (SDLC) A& JhE =& 7] (SDLC)

El[O|E A4Ql

Table look-ups

Eflo|= 2tol=Rqz

Tape library

Tape management system (TMS) EO[= Zt2[ AAE] (TMS)
Telecommunications ol Sl
Telecommunications network 7| SAY
Teleprocessing gz 2 M A
Televaulting 2EEE (televaulting)
Template HER

Terminal ol

Test data EIAE Cfo|&

Test generators

BlAE g7

Test programs

E|AE T2

Thin client architecture MIZ2tO[AE T Z (thin client architecture)
Third-party reviews Mar Rt HE

Throughput Melg

Throughput index & 2|3 K| (throughput index)

Time bomb Algh ZEF

Token EZ

Transaction EfMM

Transaction log

|m
i
gl
[l
HU
|

Transmission Control Protocol (TCP)

S HE|Z2E
Control Protocol)

I'
O
o

Z(TCP, Transmission

Transport layer security (TLS)

HEHSES

Trap door

E o
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CISM Exam Terminology List

(continued)

ENGLISH KOREAN
Trojan horse EZ0|o| =not
Tunneling E{'=d ) (tunneling)
Trunks EdE3
Twisted pairs ol 1y
Twisted pairs cable Ol m
Uninterruptible power supply (UPS) T8 dE 3= xRl (UPS)
Unit testing Che| HA "
Uploading H=2g
User awareness AZRE IAIK T
User service levels A-EXE MHIA =&
Utility programs REZE Z20H
Utility script RECZEIA3EE
Vaccine A
Validity check Bt A
Value added activity FIIIRE S
Value added chain It R|IALE
Value added network (VAN) FI7tR| S &Y (VAN)
Value delivery JERIHE 7L RIN S
Variable sampling B ME 2
Variables estimation HE R
Verification a5
Version stamping HH T A B4 Z(version stamping)
Virtual memory 7t 7|1A4E R
Virtual private network (VPN) 7te ©8 ST
Virtual storage access method (VSAM) VSAM (7h¢ 71 "2 EH)
Virus HFOl24A
Voicemail =4 HY
Vulnerability scan F|oFH A
Watermark SIS E]
Web server B M
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CISM Exam Terminology List

(continued)

ENGLISH

KOREAN

Wet-pipe sprinkler system

&4 AZEIE ALY

White box testing

Wide area network (WAN)

Wi-Fi Protected Access (WPA)

Wired Equivalency Privacy (WEP) M= Z2HO|HA(WEP)
Wiretapping H
Worm program HIZ2OH

(@]

X.25 interface

X.25 CIE{H|O|A
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