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PURPOSE OF THIS DOCUMENT

CoBIT Case Study: TIBO is a product developed by the IT Governance Institute, in collaboration with a group
of international academics and practitioners, as part of CosIT in Academia. The goal of this document is to
provide an extended case study (including case description, student questions and extensive teaching notes) in
which students can apply their CosIT knowledge to areal-life situation. It can be integrated into curricula for
information systems management, information security management, auditing, information systems auditing
and/or accounting information systems.

This case has been designed primarily to be used in post-graduate level classes. The case could also be used in
undergraduate classes, if the students were thoroughly exposed to concepts of internal control in an IT-
intensive environment, general control frameworks and CogIT, in particular.

The case has been designed to map to the CoeIT Sudent Book, a book explaining and illustrating all the
CosIT elements, which was also developed by the IT Governance Institute as part of CosiT in Academia. The
materials in this case study draw directly on the IT process covered in chapter 2 (DS2) of the CosIT Student
Book and from the additional handouts on other processes supplied in chapter 3 (PO1, PO9, PO10, Al2, DS5,
DS6, M1 and M2).

It is suggested that the case be handled in one or possibly two class sessions (see figure 1) after CoBIT has
been introduced (session 0). We suggest that the first part of the case be held in one class session of
approximately 1.5 hours. The students should be given the reading (case study description and Board Briefing
on I'T Governance, 2™ Edition'), with the questions handed out in class on one or more of the described issues:
security, outsourcing, strategic alignment (as provided in the Additional Material section). Questions can be
handled during a second session in an interactive fashion or as assignments to small groups. Additional reading
materials and suggested solutions to each part of the case are provided in the teaching notes on page 18.

Figure 1—Suggested Map Through Case

Session Activity Reading
Introduction to CoBIT Sudent Book
0 CoBIT
Part One Case Study Description +
1 TIBO Board Briefing on IT Governance,
Case 2" Edition + Questions
l l l Relevant Additional Material
2 Security Outsourcing Strategic (see teaching notes)
alignment

*IT Governance Institute, Board Briefing on IT Governance, 2™ Edition, USA, 2003
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The IT Governance Institute has also devel oped three other products that can accompany this case study:
CosIT Sudent Book (mentioned previously); the CosIT Presentation Package, providing a comprehensive
80-slide PowerPoint deck on CosIT; and CosIT Caselets, which includes minicases for smaller CosiT
exercises, to be used at the graduate and undergraduate levels.
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CASE Stuby DESCRIPTION

ONE DAY IN THE LIFE OF THE OUTSOURCING STORY OF TIBO®

It was clear that the chief executive officer (CEO) of the Trusted Imperial Banking Organisation (TIBO), John
Mitchell, was not in the mood for polite conversation. The director of IT, Steven De Haes, was ushered into
the CEO's office on the 30" floor of the bank’s head office in London’s city financial district by the CEO’s
personal assistant, Pyms Forsythe. De Haes had some inkling of the problem when Forsythe had called him to
the meeting a few minutes ago. Forsythe stated, “Mitchell has had the Financial Ombudsman Survey? on the
phone and he has been on the phone to the senior vice president (SVP) of retail ever since. He is not happy,
and your fancy web-enabled business operations project (We-BOP) is as good as dead. Anyway, he wants to
see you right away.”

De Haes knew that the SV P of retail, Wim Van Grembergen, was not afriend of IT. The IT group had been
working on the We-BOP project over the last year for the retail group, struggling to meet the competition for
the retail customer in the UK. This competition came not only from the Internet offerings of some banks but
also from Internet-only financial institutions. De Haes just wished that his boss, the chief operating officer
(COO), Erik Guldentops, was with him, but he was travelling on an overseas business trip (again). Mitchell
snapped: “What are you boffinsin IT doing with We-BOP? | have had the Banking Ombudsman on the phone
to tell me that he is working on a formal complaint about our e-banking service. He has had more than 40
complaints over the last two months alone. | have been talking to Wim Van Grembergen, and he tells me that
he has had no involvement in We-BOP for the last six months, since you guys outsourced it. | want you to
bring We-BOP in-house and | want you to do it now.”

De Haes was able to calm down the CEO and provide some more information on the project’s history. This
revealed that thereis alot of dissatisfaction with IT relative to the quality of work of the third party, but also
between the business and IT because IT made the outsourcing decision on its own. De Haes claimed IT did
thisin good faith because the business had been “livid” about its inability to compete in the e-banking market.
The discussion also revealed that there have been several warning signals about service quality.

“You know Steven, that isright. In talking to Wim earlier, | learned that the help desk report produced by the
third party went to Joshua Dean, one of your guys, the manager of user support. Joshua assumed that the
outsourcing company had dealt effectively with these complaints. They were not entered into his user support
system. Joshua had noticed that the reports were getting longer each month and had mentioned it to Ed
O’'Donnell. Ed wasn’'t surprised since he had noticed that the bill for the outsourced help desk had been
increasing over the last few months. On top of it, Katherine over in development had heard that the
Singaporean service provider was unable to resolve the erroneous transaction problems,” Mitchell said.

It was clear to TIBO's CEO that he was going to have to call in al the key playersto get to the bottom of this
issue. He asked Forsythe to set up a meeting for the next day. “Pyms, also shift that security meeting of the
audit committee of the board of directors, will you please? | know we have all been getting seriously
concerned about the fire-fighting approach to security after 9/11 and the hacking and virus incidents, but we
have got to solve the We-BOP problem first.”

2 A consumer protection organi sation—see appendix
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“Oh by the way, Steven, before you go. Do you have an idea about who we should call in as our guru on
security for the audit committee meeting?’

“You may recall, John, that we did put in arequisition for a senior CISO® position but the conclusion of the
executive committee was that we could do without. | am still having a debate with internal audit because they
are trying to pin that responsibility on me, because Erik and Roger could not agree on who it should be. We
really have only Ida Doano, our security administrator, and Ida would really be out of her depth in a board
meeting.”

On hisway back to his office, De Haes kept thinking about how it all had started. IT had planned the We-BOP
project but did not have the devel opment capabilities or skills, given that most of the IT people are mainframe-
oriented. During a golf game, De Haes heard from his friend at another financial company about a fabulous
development company in Singapore that produces top-end, reusable, e-banking applications that could be used
for outsourcing.

A contract was made based on the standard vendor’s agreements, negotiated by De Haes and Guldentops and
signed by TIBO's CEO. The bank’s legal department also reviewed the contract and some changes were made
to itslegal aspects. The service level agreement of the outsourcing contract* covered:

* The scope of the work

* Time line definitions for development and rollout

* Performance, tracking and reporting

* Roles and responsibilities

 Payments and functionalities

The intention was for the third-party service provider to provide full e-banking services—including front-
office functionality, interfaces to the back office and customer support functions—in two stages. At the first
stage, customers would have access to their savings and checquing accounts. New functions to be integrated in
the web application in the future were loans and credit cards. The back-office infrastructure had been
developed internally and was operational .

When the application went into operation, al went well. There was a small volume of users (5 percent of
customer base). After six months, when the number of users grew, problems began with the quality of the
service delivery, such as:

* Response time was unsatisfactory

* Customers could access the system only during specific times of the day (availability of the system).

* Occasionally, transactions were not being processed or were processed erroneoudly.

As aresult, the help desk received an increasing number of queries and complaints. The third-party supplier
reported these complaints on a monthly basis and issued extra invoices because of the increase in support desk
workload. Until now, these problems had not been escalated beyond the operational level where they were
solved by IT and business people by putting in overtime.

% Chief information security officer
* See the summary of the service level agreement on p. 15.
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Before calling Guldentops, the COO, in Manilato provide him an update on the We-BOP problem, De Haes
was also reminded of poor Doano in security administer who was actually overwhelmed with developing
security procedures, getting acquainted with security tools, administrater passwords for the business employees

who wanted access to everything, and generating reports that did not provide the information needed and were
read by few.

While the phone was ringing, De Haes also started reshuffling in his mind his agenda for the next day. He
really had to have a word with Dean and his people about their lack of reaction to the firewall alarms and aso
to O’ Donnell, who apparently knew the weakness existed. And, there was the dreaded meeting about project
priorities with Van Grembergen and Lux. He is going to have to find away to talk them out of their
unreasonabl e expectations. Finally, Guldentops picked up.

“Hi, Erik, | know it is near midnight in Manila but we have got a BIG problem....”

Pages 9 through 13 deleted from this sample.
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ADDITIONAL MATERIAL

THE SECURITY ISSUE

QUESTIONS

1. In an anonymous call to the CFO, someone claims to have access to customer information leaked from the
enterprise systems and substantiates it with a fax containing some sensitive information (names, account
managers, €tc.).

a. Analyse the security risks.
b. Recommend some good practices to better mitigate the risks.

2. You are informed that the breach occurred at the third party and are given a copy of the current (short and
inadequate) service level agreement (SLA). The data |eaked because the third party used real, live customer
data during acceptance tests of the second phase on an insecure web server installation.

a. Define what management should have put into the SLA relative to security.
b. What do you think actually happened to allow these data to get into the public domain?

Pages 15 through 22 deleted from this sample.
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