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A Business Model for Information Security
By Kent Anderson, CISM

One of the greatest challenges in information security is
aligning with business objectives. While practitioners
talk about incorporating governance and business

requirements, the reality tells a different story. A recent survey
showed that 50 percent of North American security
professionals’ time is spent on reactive and tactical activities
such as remediation of operational vulnerabilities.1 This
disconnect between information security operations and
strategic business objectives results in pressure to increase
security spending while risks, incidents and losses continue
escalating to unsustainable levels.

A framework enabling information security professionals to
align their activities with their organization’s business
is needed.

The Current State of Information Security
Security awareness is at an all-time high. Organizations are

spending and hiring information security practitioners in record
numbers, and legislation and regulations are proliferating.
Despite all of this effort, nearly every statistical measure of
performance—from the number of incidents and vulnerabilities
to the cost and impact of a breach—demonstrates that the
problems are getting worse. More money and technology will
not reverse this trend. In what other profession would this level
of investment be permitted with such poor return?

The information security profession suffers from several
problems that lead to a disconnect between the business and the
information security program. Arguably, the greatest is the
myopic focus on technology. Many practitioners in the
information security field are information technology (IT)
engineers and technicians who just “fall into security.” Their
training and background is technical, so they overlook the
elements that technology depends on: organization, people and
process. Effective information security requires a balance
among these elements.

This technical focus can isolate the information security
function from the other stakeholders in an organization and can
create a gap between information security and the business units.
Organizational leaders are concerned with other risks, such as
physical security, legal, financial and safety, in addition to
information and technology. Too often, both sides fail to
understand how all of these risks are interrelated.

Effective governance requires organizations to:
• Identify relevant risks
• Determine if security investments are appropriate
• Apply effective and efficient controls
• Align security practices to support and enable the business

Executives and boards of directors are demanding a greater
return on their information security investments, and

unbalanced security programs cannot deliver the required
value.2 Information security projects frequently fail to meet the
business objectives of the organization.

The Solution: A Business Model for Security
Today’s security functions are too often ad hoc, reactive and

tactically focused.3 What is needed is a new information
security model focused on business, not technology—one that
blends technology with the strategic direction and needs of the
organization. This can be accomplished by creating an
“intentional information security culture” focused on the
organization’s governance needs. An intentional security culture
has several important characteristics:
• Aligned information security and business objectives—The

model must enable and support business objectives. The
information security program should align with the
organization from the boardroom to end users, and
information security controls should be practical and provide
real, measurable risk reduction.

• A risk-based approach—Information security controls often
are implemented with little or no assessment of the actual
risks and threats to an organization, which results in failure to
protect valuable assets or wasteful overprotection. Information
security practitioners must understand the business—its
objectives, operating and regulatory environment, potential
threats, risk impacts, operational flexibility, and resilience.
Only then can appropriate controls be selected to mitigate risk
effectively.

• Balance between organization, people, process and
technology—Effective risk management requires
organizational support, competent people, efficient processes
and the selection of appropriate technology. Each element
interacts with, impacts and supports the other elements, often
in complex ways, so it is crucial to achieve a balance among
these elements. If any one element is deficient, information
security is diminished.

• Allowance for the convergence of security strategies—To
maximize return on investment, all security functions
(information security, physical security, etc.) should be
aligned and support each other. Nonaligned security functions
are wasteful and hinder the identification and mitigation of
cross-functional risk.

• Technical and environment neutrality—The model needs to
be independent of any particular technology or technical
changes over time. Likewise, the information security model
should be applicable across industries, geographies, and
regulatory and legal systems.
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The Model’s Origin: MSB’s Systemic
Security Management Framework

The University of Southern California (USC)’s Marshall
School of Business (MSB) formed the Institute for Critical
Information Infrastructure Protection (ICIIP) to investigate
ways to protect information infrastructures. The ICIIP’s
research led to the development of the Systemic Security
Management framework.4 This framework takes the traditional
elements of people, processes and technology, and adds
organizational design and strategy. The Systemic Security
Management model recognizes that these elements (referred to
as nodes) are interrelated and connected in dynamic and
sometimes conflicting or competing ways. The interactions
between nodes are called tensions. The critical security
elements and their tensions are shown in figure 1.

The addition of organization as a key element on the
systemic model addresses a significant issue with many
information security programs: the disconnect from the other
stakeholders in the organization.

As defined by the USC paper, “organization” encompasses
the “structures and strategies that enable the enterprise to
compete effectively, create competitive advantages, understand
its tolerance to risk and adapt governance policies that elevate
security to a first priority, a board level issue, pervasive
throughout the enterprise.”5

From an information security practitioner’s perspective, the
interplay and dependencies among these elements—the
tensions—create the opportunity to align the information
security program with the business by focusing on the issues
that too often are overlooked. The tensions are culture,
governance, architecture, human factors, enabling and support,
and emergence. Emergence “is a dynamic process of patterns
occurring over time that seem not to be created by a single
entity, person, event or rule…”6 and represents the complex
interactions between people and the processes (both formal and
informal) used to perform their job.

These tensions interact with each other and the nodes in
complex, dynamic and sometimes competing ways. The role of
information security is not to eliminate these tensions, but
rather to recognize and understand their effect of risk.
Recognizing these tensions creates a more comprehensive
information security program by addressing the whole
organization. For example, some of the benefits gained when
the tensions are considered include:
• Incorporating the needs of different stakeholders
• Recognizing new and unidentified risks and evaluating them

cross-functionally
• Linking different information security value chains within the

context of the extended enterprise (i.e., manage the loss of
perimeter)

• Facilitating the analysis of risks and control implementations
on the whole organization

A critical component of this new model is that the
technology element is not restricted to a particular vendor,
architecture, protocol or standard and, more important, focus is
not on the technology, but rather the interaction of the
technology with the rest of the organization; therefore, it is
technology neutral.

Next Steps
ISACA’s Security Management Committee (SMC)

recognizes the need to unify information security with the
business mission of the organization. To this end, the SMC is
currently investigating MSB’s Systemic Security Management
framework as the basis for a new business model for
information security. A critical requirement is to turn the
theoretical framework into a working model that can be used
by information security practitioners. This requires the careful
definition of terms, a better understanding of the tensions and
the development of assessment capabilities.

The SMC also recognizes the need for the resulting model to:
• Address the business needs of organizations
• Apply internationally across different cultures and regulatory

environments
• Scale from small to large organizations
• Be suitable to all types of organizations—profits, nonprofits,

governmental bodies, etc.
ISACA believes the Systemic Security Management model

can be developed to meet all of these requirements, allowing
information security professionals to align with their
organization’s business objectives.
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Figure 1—MBS Systemic Security
Management Framework

Source: Kiely, L.; T., Benzel; “Systemic Security Management: A New
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