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accordance with the rules of their field of science, 
technical knowledge, skills or artistic orientation, 
examine objects of testimony and subsequently 
provide their expert findings and opinion.6

An expert is not required if the court can 
understand and evaluate the evidence without 
help from those with specialized knowledge and 
understanding of a subject area.

Experts may also be engaged by defendants 
and their counsel. The task of the experts, engaged 
by one of the parties, is to oversee the expertise 
rendered on behalf of other parties and to safeguard 
the rights and position of their party.7

Expert Testimony Process8 
The expert testimony process generally has  
three phases: 
• Introductory—Provides a preparation for the 

operational phase. The expert is first introduced 
to the legal standards governing expert 
testimony. The criminal case and the expertise 
task are then presented to the expert. The 
material to be the subject of the expert analysis 
and any supporting documentation are provided 
to the expert. The subject of the evaluation 
and the questions that need to be answered are 
introduced to the expert.

• Operational—Expert testimony is directly 
performed in the operational phase. It is 
conducted by the expert by applying methods 
and means in accordance with his/her 
profession and adhering to the requirements of 
the prosecutor or the court.

• Concluding—The expert, based on his/her 
evaluation, gives an opinion. The expert witness 
presents findings and opinion, and worksheets, 
sketches and notes to the authority that ordered 
the expertise.
The opinion of the expert may be given 

before the court in the form of a categorical or a 
hypothetical conclusion. When giving a categorical 
conclusion, the expert is confident in the merits of 
his/her findings, while in a hypothetical conclusion, 
the expert presents just an assumption—a version 

As a result of increasing interconnectivity, 
information systems and networks are now 
exposed to a growing number and a wider variety 
of threats and vulnerabilities.1

Given that threats posed to organizations by 
cybercrimes have increased faster than potential 
victims—or cybersecurity professionals—can 
cope with them,2 an increase in requests for IT 
expert testimony is expected.

The main activity of the court in a criminal 
proceeding and the main goal of the criminal 
procedure is the determination of facts necessary 
to decide the disputed matters.3 Judges cannot 
be expected to be knowledgeable on other 
issues than the law, and in particular, they are 
not expected to have any specialized knowledge 
on any technical subject matter. The judge is 
expected to have the same general knowledge of 
issues as any common citizen.4

Given that judges do not have the necessary 
technical expertise required to establish all 
relevant facts and make a final decision, the 
court invites an expert to provide insight to 
establish the necessary facts. Numerous and 
extensive analysis of case law shows that expertise 
has become almost a regular part of criminal 
procedures, but lack of it is also the most 
common reason for delays and overall inefficiency 
of criminal procedures.5 Expert testimony is 
subject to the rules of criminal procedure, but 
also must be conducted under the rules of the 
expert’s specific professional subject area.

The main objective of this article is to point 
out some of the specifics and problems of expert 
testimony in the field of IT. To do so, the article 
presents a general process of expert testimony 
in criminal proceedings, using the Bosnia and 
Herzegovina perspective as an example, which 
can be applied internationally.

The Concept of Expertise 
Expertise is a process in which—under orders of 
the prosecutor or court and in compliance with 
the conditions prescribed by law—experts, in 
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of the controversial circumstances (subject of expertise). Ideally, 
the expert is always able to present before the court a categorical 
opinion about the existence of disputed facts; however, 
sometimes an expert is not able to offer a categorical conclusion, 
but only a probable (hypothetical) one.

The expert gives the findings and opinions on his/her 
free belief, which is based solely on special knowledge, 
examination results and expert assessment. How and what 
methods should be used for testing must be determined by the 
expert. Other participants in the proceedings should not affect 
the expert.

Evaluation has to be performed solely on the evidence 
presented to the expert by the prosecutor or the court. If 
the expert determines that, for the opinions and findings, it 
is necessary to get new evidence and obtain new items, the 
expert can make the suggestion to the prosecutor or the court 
to obtain the additional material needed.

Expert testimony is subject, just as any other evidence, to 
free judicial evaluation. In assessing the testimony of expert 
witnesses, the court should always look through the prism 
of the procedural provisions and rules of the profession for 
which it engaged the expert.

Scientific Evidence 
Application of scientific knowledge in specific circumstances 
is the essence of expertise. The scientific component of 
the expertise conclusion is crucial for the value of expert 
testimony in criminal proceedings.9

Four criteria, developed in the case of Daubert v. Merrell 
Dow Pharmaceuticals Inc.,10 for the admissibility and validity 
of scientific evidence almost always apply to digital forensics 
in US federal cases and most international cases.11 The test of 
scientific evidence includes four basic issues:
1. Can the theory or technique be tested (has it been)?
2. �Is there a high, known or potential rate of error; are there 

standards controlling the technique’s operation; and are the 
standards being maintained?

3. �Has the theory or technique been subjected to peer review 
and publication?

4. �Does the theory or technique hold “general acceptance” 
within the relevant scientific community?

IT Expert Testimony
Given that the number of criminal offenses related to 
cybercrime is increasing,12 an increase in requests for IT 
expert testimony is also expected.

In many respects, IT evidence is just like any other 
evidence; however, the following characteristics warrant 
special consideration:13

• Design—Computer systems will only create and retain 
electronic records if specifically designed to do so.

• Volume—The large volume of electronic records causes 
difficulties with storage and prolongs the discovery of a 
specific electronic record.

• Commingling—Electronic records that relate to a specific 
wrongdoing are mixed with unrelated electronic records.

• Copying—Electronic copies can be immediately and 
perfectly copied; after which, it is difficult—and, in some 
cases, impossible—to identify the original from the copy. 
In other cases, a purported copy may be deliberately 
or accidentally different from the original, and, hence, 
evidentially questionable.

• Volatility—Electronic records can be immediately and 
deliberately or accidentally altered and expunged.

• Automation—Electronic records may be automatically 
altered or deleted.
Given the ubiquity of digital evidence, it is the rare 

crime that does not have some associated data stored and 
transmitted using computer systems. Despite its prevalence, 
few people are well versed in the evidentiary, technical and 
legal issues related to digital evidence, and as a result, digital 
evidence is often overlooked, collected incorrectly or analyzed 
ineffectively.14

Conclusion
The most effective way to prevent unauthorized access 
to information systems and data is the introduction and 
development of effective security measures; however, 
a comprehensive response must include the threat and 
use of measures of criminal law. Criminal prohibition of 
unauthorized access will give extra protection to information 
systems and data.
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Forms of computer crime are characterized by great 
diversity. Given that judges do not possess the technical 
expertise necessary to establish all relevant facts regarding 
cybercrime, the court invites experts to provide expertise to 
establish the necessary facts.

Application of scientific knowledge in specific circumstances 
is the essence of expertise. The scientific component of the 
expert conclusion is crucial for the value of expert testimony 
in criminal proceedings. To increase the quality and probative 
value of expert testimony, it is necessary to standardize all of the 
important stages of expertise.
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