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ISO 38500—Why Another Standard?

By Delton Sylvester

IT is not getting sufficient coverage in the boardroom or at executive meetings. Discussions on IT are viewed as complex and are
at the wrong level. There is a need to talk about the use of technology, not the technology itself, e.g., improved productivity as
opposed to the latest version of technology. IT governance is also given lip service at higher levels in the organization. Even
though the board and executives outwardly support IT governance initiatives, when it comes to funding, the answer is usually
along the line of “Yes, we know we should do this; we just do not have the budget.”

Additionally, failures in projects and operational disruptions continue even though processes (developed using COBIT) or
management tools are in place. Often, these failures can be directly attributed to poorly informed decisions made at the board or
executive level. Business sees information technology as an IT department responsibility instead of as a corporate asset. ISO
38500 positions IT at a strategic level and looks at it from a demand standpoint (“how can we use IT?” rather than “how do we
deliver IT?”). It also places emphasis on the board’s behavior around the use of IT.

1ISO 38500 Vs. COBIT Vs. ITIL

ISO 38500 looks down from the top, much like a roof on a house. COBIT (the what) is the walls, and process frameworks such as
ITIL and Projects in Controlled Environments 2 (PRINCE2) (the how) are the foundation. Using the house analogy, if the board tried
to implement the roof, ISO 38500, without the foundation or walls, it would collapse. Furthermore, without the roof, enterprises would
be exposed to the elements. ISO 38500 is not one size fits all. It does not replace COBIT, ITIL, or other standards or frameworks,
but, rather, it complements them by providing a demand-side-of-IT-use focus.

Overview of ISO 38500

The objective of ISO 38500 is to provide a structure of principles for directors (including owners, board members, directors,
partners and senior executives) to use when evaluating, directing and monitoring the use of IT in their organizations. This
standard provides a structure for effective governance of IT to assist those at the highest level of organizations to understand
and fulfill their legal, regulatory and ethical obligations regarding their organizations’ use of IT. The scope of the standard is to
provide guiding principles for directors of organizations on the effective, efficient and acceptable use of IT within their
organizations. It is applicable for all organizations, from the smallest to the largest, regardless of purpose, design or ownership
structure.

The Model

Directors should govern IT through three main tasks: 2

1. Evaluate the current and future use of IT.

2. Direct preparation and implementation of plans and policies to ensure that the use of IT meets business objectives.
3. Monitor conformance to policies and performance against the plans.

The standard sets out six principles for good corporate governance of IT. The principles express preferred behavior to guide
decision making. The statement of each principle refers to what should happen, but does not prescribe how, when or by
whom the principles would be implemented; these aspects are dependent on the nature of the organization implementing the
principles. It is similar to a capability maturity model description of an ideal state.

Each of the principles is then tied into the model to provide a best practice for each principle (figure 1).
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Figure 1—ISO/IEC 38500:2008 Model for Corporate Governance of IT
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Source: International Organization for Standardization (1ISO), ISO/IEC 38500:2008, Corporate
governance of information technology, Switzerland, 2008

position. These processes were chosen because they deal mostly with governance and provide a link to ISO 38500. It would
be a good idea to develop a checklist using COBIT to address the six principles of ISO 38500. The IT director should
understand the requirements of ISO 38500 and begin driving the readiness.

T|ps for Implementing ISO 38500

Make ISO 38500 a board and executive management priority, if it is to succeed. IT governance must be directed from the
top.

e Make IT governance part of the IT strategy, which is, in turn, part of the business strategy.
e Look for tangible benefits as opposed to “compliance for compliance’s sake.”

e Acknowledge the people factor, and incorporate it into key performance indicators (KPIs).
e Prioritize IT governance activities with clear milestones.
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