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1. Executive Summary

Every enterprise needs to tailor the use of standards and practices to suit its individual requirements. All three
standards/practices covered in this guide can play a very useful part—CoBIT and ISO/IEC 27002 helping to define
what should be done and ITIL providing the how for service management aspects.

The growing adoption of I'T best practices has been driven by a requirement for the IT industry to better manage the
quality and reliability of I'T in business and respond to a growing number of regulatory and contractual requirements.

There is a danger, however, that implementation of these potentially helpful best practices can be costly and
unfocused if they are treated as purely technical guidance. To be most effective, best practices should be applied
within the business context, focusing on where their use would provide the most benefit to the organisation. Top
management, business management, auditors, compliance officers and I'T managers should work together to make
sure IT best practices lead to cost-effective and well-controlled IT delivery.

IT best practices enable and support:

* Better management of IT, which is critical to the success of enterprise strategy

* Effective governance of I'T activities

* An effective management framework of policies, internal controls and defined practices, which is needed so
everyone knows what to do

* Many other business benefits, including efficiency gains, less reliance on experts, fewer errors, increased trust
from business partners and respect from regulators

The briefing applies generally to all I'T best practices but focuses on three specific practices and standards that are
becoming widely adopted around the world. It has been updated to reflect the latest versions:
e ITIL V3—Published by the UK government to provide a best practice framework for I'T service management
* CoBIT 4.1—Published by ITGI and positioned as a high-level governance and control framework
* ISO/IEC 27002:2005—Published by the International Organization for Standardization (ISO) and International
Electrotechnical Commission (IEC) and derived from the UK government’s BS 7799, renamed
ISO/IEC 17799:2005, to provide a framework of a standard for information security management

Descriptions of each of these can be found in the main body of the briefing.

Implementation of best practices should be consistent with the enterprise’s risk management and control framework,
appropriate for the enterprise, and integrated with other methods and practices that are being used. Standards and
best practices are not a panacea; their effectiveness depends on how they have been implemented and kept up to date.
They are most useful when applied as a set of principles and as a starting point for tailoring specific procedures. To
avoid practices becoming ‘shelfware’, management and staff must understand what to do, how to do it and why it is
important.

Implementation should be tailored, prioritised and planned to achieve effective use. This briefing describes some

pitfalls that should be avoided.
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To achieve alignment of best practice to business requirements, formal processes in support of good I'T governance
should be used. The OGC provides management guidance in its Successful Delivery Toolkit (www.ogc.gov.uk/
sdtoolkit/) and best practice frameworks for project management (PRINCE2), Managing Successful Programmes
(MSP) and Management of Risk (M_o_R ®): Guidance for Practitioners; see www.best-management-practice.com/. ITGI
provides the /7" Governance Implementation Guide Using CosiT and Val IT, 2* Edition.

CoBIT can be used at the highest level of I'T governance, providing an overall control framework based on an

IT process model that is intended by ITGI to generically suit every enterprise. There is also a need for detailed,
standardised practitioner processes. Specific practices and standards, such as ITIL and ISO/IEC 27002, cover specific
areas and can be mapped to the CoBIT framework, thus providing a hierarchy of guidance materials. To better
understand mapping amongst ITIL, ISO/IEC 27002 and CoBIT, refer to appendix I, where each of the CoIT 34
IT processes and control objectives has been mapped to specific sections of ITIL and ISO/IEC 27002; appendix

I1, where a reverse mapping shows how ITIL V3 key topics map to CosIT 4.1; and appendix III, where a reverse
mapping shows how ISO/IEC 27002 classifications map to CosIT.

ITGI and OGC will continue to update their guidance documents, to further align the terminology and content with
other guidance to facilitate easier integration, and to reflect the latest best practice.

© 2008 IT GOVERNANCE INSTITUTE. ALL RIGHTS RESERVED. 7
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2. Background

This management briefing is the result of a joint study initiated by the UK’s Office of Government Commerce and
the I'T Governance Institute in response to the growing significance of best practices to the I'T industry and the need
for senior business and I'T managers to better understand the value of I'T best practices and how to implement them.
It was first published in November 2005, and was updated in August 2008 to reflect changes in CosIT 4.1 and ITIL
V3. The IT Service Management Forum (i£SMF) also supported the original study.

The intention of this briefing is to explain to business users and senior management the value of IT best practices and
how harmonisation, implementation and integration of best practices may be made easier.

Business Drivers for the Use of IT Best Practices

IT best practices have become significant due to a number of factors:

* Business managers and boards demanding better returns from IT investments, i.e., IT delivers what the business
needs to enhance stakeholder value

* Concern over the generally increasing level of I'T expenditure

* The need to meet regulatory requirements for I'T controls in areas such as privacy and financial reporting, e.g., the
US Sarbanes-Oxley Act, and in specific sectors such as finance, pharmaceutical and healthcare

* The selection of service providers and the management of service outsourcing and acquisition

* Increasingly complex I'T-related risks, such as network security

* I'T governance initiatives that include adoption of control frameworks and best practices to help monitor and
improve critical I'T activities to increase business value and reduce business risk

* The need to optimise costs by following, where possible, standardised—rather than specially developed—approaches

* The growing maturity and consequent acceptance of well-regarded frameworks, such as the Information Technology
Infrastructure Library (ITIL), Control Objectives for Information and related Technology (CosIT), ISO/IEC 27002,
ISO 9002, Capability Maturity Model (CMM?®), Projects in Controlled Environments (PRINCE2), Managing
Successful Programmes (MSP), Management of Risk (M_o_R): Guidance for Practitioners and Project Management
Body of Knowledge (PMBOK®)

* The need for organisations to assess how they are performing against generally accepted standards and against their
peers (benchmarking)

* Statements by analysts recommending the adoption of best practices, for example:

Strong framework tools are essential for ensuring IT resources are aligned with an enterprise’s business objectives, and that
services and information meet quality, fiduciary and security needs.... CoBIT and ITIL are not mutually exclusive and can be
combined to provide a powerful IT governance, control and best-practice framework in IT service management. Enterprises
that want to put their ITIL program into the context of a wider control and governance framework should use CosiT!

Today’s Challenges

The growth in the use of standards and best practices creates new challenges and demands for implementation guidance:
* Creating awareness of the business purpose and the business benefits of these practices
* Supporting decision making on which practices to use and how to integrate them with internal policies
and procedures
* Tailoring standards and best practices to suit specific organisations’ requirements

' This Gartner research note was issued in June 2002, and is still very relevant.
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3. Why Senior Management Needs to Know About Best Practices

Due to their technical nature, I'T standards and best practices are known mostly to the experts—IT professionals,
managers and advisors—who may adopt and use them with good intent but potentially without a business focus or
the customer’s involvement and support.

Even in organisations where practices such as CosI'T and ITIL have been implemented, some business managers
understand little about their real purpose and are unable to influence their use.

To realise the full business value of best practices, the customers of I'T services need to be involved, as the effective
use of I'T should be a collaborative experience between the customer and service providers (internal and external),
with the customer setting the requirements. Other interested stakeholders, such as the board, senior executives,
auditors and regulators, also have a vested interest in either receiving or providing assurance that the IT investment is
protected properly and delivering value.

Figure 1 summarises who has an interest in how IT standards and best practices can help address IT management issues.

Figure 1—Stakeholders in IT Management Issues

Who Has a Primary Interest?
Board/ Business IT Audit/
Top Management Issues Based on the CosiT Framework Executive | Management | Management | Compliance
Plan and Organise
Are IT and the business strategy in alignment? v v v
Is the enterprise achieving optimum use of its internal and external resources? v v v v
Does everyone in the enterprise understand the IT objectives? 4 v v v
Is IT’s impact on enterprise risk understood and is the responsibility for IT risk v
management established?
Are IT risks understood and being managed? v v v
Is the quality of IT systems appropriate for business needs? v v
Acquire and Implement
Are new projects likely to deliver solutions that meet business needs? v v
Are new projects likely to deliver on time and within budget? v v v
Will the new systems work properly when implemented? v v v
Will changes be made without upsetting the current business operation? v v
Deliver and Support
Are IT services being delivered in line with business requirements and priorities? v v
Are IT costs optimised? v v v
Is the workforce able to use the IT systems productively and safely? v v
Are adequate confidentiality, integrity and availability in place? v v v
Monitor and Evaluate
Can IT’s performance be measured and can problems be detected before it is too late? v v v
Are internal controls operating effectively? v v
Is the enterprise in compliance with regulatory requirements? 4 v v v
Is IT governance effective? v v v v

© 2008 IT GOVERNANCE INSTITUTE. ALL RIGHTS RESERVED. 9
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4. Why Best Practices Are Important to the Enterprise

The effective use of IT is critical to the success of enterprise strategy, as illustrated by the following quote:

The use of IT has the potential to be the major driver of economic wealth in the 21" century. While IT is already
critical to enterprise success, provides opportunities to obtain a competitive advantage and offers a means for
increasing productivity, it will do all this even more so in the future.

IT also carries risks. It is clear that in these days of doing business on a global scale around the clock, system and
network downtime has become far too costly for any enterprise to afford. In some industries, IT is a necessary
competitive resource to differentiate and provide a competitive advantage, while in many others it determines
survival, not just prosperity.®

Best Practices and Standards Help Enable Effective Governance of IT Activities

Increasingly, the use of standards and best practices, such as ITIL, CosIT and ISO/IEC 27002, is being driven by
business requirements for improved performance, value transparency and increased control over I'T activities.

The UK government recognised very early on the significance of I'T best practices to government and, for many years,
has developed best practices to guide the use of IT in government departments. These practices have now become

de facto standards around the world in private and public sectors. ITIL was developed more than 15 years ago to
document best practice for I'T service management, with that best practice being determined through the involvement
of industry experts, consultants and practitioners. ISO/IEC 20000, which is aligned with ITIL, superseded

BS 15000 in 2005 as a new global service management standard. The I'T Security Code of Practice, developed
initially with support from industry, became BS 7799 and then became ISO/IEC 17799 and now ISO/IEC 27002,
the first international security management standard. PRINCE, and now PRINCE2, was created by the Central
Computer and Telecommunications Agency (CCTA, which is now OGC) to provide a best practice for project
management. PRINCE2 is currently being refreshed, for publication in 2009.

ISACA recognised in the early 1990s that auditors, who had their own checklists for assessing I'T controls and
effectiveness, were speaking a different language to business managers and I'T practitioners. In response to this
communication gap, CoBI'T was created as an IT control framework for business managers, I'T managers and auditors
based on a generic set of I'T processes meaningful to I'T people and, increasingly, business managers. The best
practices in CoBIT are a common approach to good IT control—implemented by business and I'T managers, and
assessed on the same basis by auditors. Over the years, CosIT has been developed as an open standard® and is now
increasingly being adopted globally as the control model for implementing and demonstrating effective

IT governance. In 1998, ISACA created an affiliated body, the IT Governance Institute, to oversee further
development of CoBIT and to better communicate I'T governance-related messages to business managers and, in
particular, the boardroom.

Today, as every organisation tries to deliver value from I'T while managing an increasingly complex range of
IT-related risks, the effective use of best practices can help to avoid reinventing their own policies and procedures,
optimise the use of scarce I'T resources and reduce the occurrence of major IT risks, such as:

* Project failures

2 1TGI, Board Briefing on IT Governance, 2 Edition, USA, 2003

3 CosIT is not an official standard but is often referred to as such, as it has become the de facto framework for IT governance and control.
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* Wasted investments

* Security breaches

* System crashes

* Failures by service providers to understand and meet customer requirements

OGC and ITGI are at the forefront of delivering and disseminating best practice material to address these and other
current challenges.

An IT Management Framework Is Required to Support the Enterprise

Organisations wishing to adopt IT best practices need an effective management framework that provides an overall
consistent approach and is likely to ensure successful business outcomes when using I'T to support the enterprise’s
strategy.

OGC publishes an integrated portfolio of best practice guidance, which is free for end users to use and adapt. It
comprises PRINCE2 (project management), MSP (Managing Successful Programmes), ITIL (IT service management
framework) and Management of Risk (M_o_R): Guidance for Practitioners. Details may be found on OGC product
web sites, www. best-management-practice.com/. Other topics and management guidance are available through the SD
Toolkit pages of the OGC web site, www.oge.gov.uk/resource_toolkit.asp.

ITGI has published second editions of the /7" Governance Implementation Guide Using CosiT and Val IT, a rapid
implementation version titled CosrT® Quickstart; and CoBIT® Security Baseline for implementing IT security,
containing cross-references to ISO/IEC 27002. All are currently aligned to CosrT 4.1. ITGI also provides training in
how to use the CoBIT materials and offers an online version of CoBIT to help users tailor the CosI'T material for use
in their own environments.

However, users need more guidance on how to integrate the leading global frameworks and other practices and
standards. In response to this need, ongoing research has been undertaken into the mapping of CosIT to a wide range of
other practices. In 2004, ITGI initiated a harmonisation initiative as part of its planned update of the Cosr'T materials.

CosIT is based on established frameworks, such as the Software Engineering Institute’s CMM, ISO 9000, ITIL and
ISO/IEC 27002. However, CosI'T does not include process steps and tasks because, although it is oriented towards
IT processes, it is a control and management framework rather than a process framework. CosIT focuses on what an
enterprise needs to do, not how it needs to do it, and the target audience is senior business management, senior I'T
management and auditors.

ITIL is based on defining best practice processes for IT service management and support, rather than on defining a
broad-based control framework. It focuses on the method and defines a more comprehensive set of processes. Additional
material in ITIL V3 provides a business and strategic context for I'T decision making and for the first time describes
continual service improvement as an all-encompassing activity, driving the maintenance of value delivery to customers.

Due to its high level and broad coverage and because it is based on many existing practices, CoBIT is often referred
to as the ‘integrator’, bringing disparate practices under one umbrella and, just as important, helping to link these
various I'T practices to business requirements.

Now that these standards and best practices are increasingly being used in real-world situations, experiences are
maturing and organisations are moving from ad hoc and chaotic approaches to IT, to defined and managed processes.

© 2008 IT GOVERNANCE INSTITUTE. ALL RIGHTS RESERVED. 11



Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

As IT governance—the concept and the actual practice—gains momentum and acceptance, IT best practices will

increasingly be aligned to business and governance requirements, rather than technical requirements. I'T governance

addresses these main areas of I'T activity as follows:

* Strategic alignment, with a focus on aligning I'T with the business and collaborative solutions

* Value delivery, concentrating on optimising costs and proving the value of IT

* Risk management, addressing the safeguarding of IT assets (including project investments), disaster recovery and
continuity of operations

* Resource management, optimising knowledge and I'T infrastructure

* Performance measurement, tracking project delivery and monitoring IT services

A key aspect of any I'T governance initiative is the need to define decision rights and accountability. Achieving this
both in theory (the organisation is clearly defined) and practice (everyone knows what to do and how) requires the
right culture, policy frameworks, internal controls and defined practices. CoBI'T® 4.0 introduced key activities and
RACI charts for all I'T processes to help guide roles and responsibilities for effective IT governance.

The Business Benefits

The effective adoption of best practices will help to realise value from I'T investments and IT services by:
* Improving the quality, responsiveness and reliability of IT solutions and services

* Improving the achievability, predictability and repeatability of successful business outcomes

* Gaining the confidence and increased involvement of business sponsors and users

* Reducing risks, incidents and project failures

* Improving the business’s ability to manage and monitor IT benefit realisation

The enterprise will also benefit from increased efficiencies and reduced costs by:

* Avoiding the reinvention of proven practices

* Reducing dependency on technology experts

* Increasing the potential to utilise less experienced, but properly trained, staff

* Overcoming vertical silos and non-conforming behaviour

* Increasing standardisation leading to cost reduction

* Making it easier to leverage external assistance through the use of industry-standard processes

In a climate of increasing regulation and concern about IT-related risks, best practices will help to minimise
compliance issues and the concerns of auditors by:

* Making compliance and the application of internal controls ‘normal business practice’

* Demonstrating adherence to accepted and proven industry good practices

* Improving trust and confidence from management and partners

* Creating respect from regulators and other external reviewers

Adherence to best practice also helps strengthen supplier/customer relations, make contractual obligations easier to
monitor and enforce, harmonise multi-supplier outsourcing contracts, and improve the market position of those
service providers seen to be compliant with accepted global standards such as ISO/IEC 20000 and ISO/IEC 27002.

4 RACI charts identify who is Responsible, Accountable, Consulted and Informed for an activity.
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5. CosIT, ITIL and ISO/IEC 27002—What These Practices Provide and Address

CosIT

Executives need confidence that they can rely on information systems and the information produced by those systems
and get a positive return from IT investments. CoBIT enables business executives to better understand how to direct
and manage the enterprise’s use of IT and the standard of good practice to be expected from IT providers. CoBIT
provides the tools to direct and oversee all I'T-related activities.

CosIT is a globally accepted framework for I'T governance based on industry standards and best practices. Once
implemented, executives can ensure IT is aligned effectively with business goals and better direct the use of IT for
business advantage. CoBIT provides a common language for business executives to communicate goals, objectives and
results with audit, I'T and other professionals.

CoBIT provides best practices and tools for monitoring and managing IT activities. The use of IT is a significant
investment that needs to be managed. CoBIT helps executives understand and manage I'T investments throughout
their life cycle and provides a method to assess whether I'T services and new initiatives are meeting business
requirements and are likely to deliver the benefits expected.

The difference between enterprises that manage I'T well and those that do not, or cannot, is tremendous. Cosr'T
enables clear policy development and good practice for IT management. The framework helps increase the value
attained from IT. It also helps organisations manage IT-related risk and ensure compliance, continuity, security

and privacy.

Because CoBIT is a set of proven and internationally accepted tools and techniques, implementation of CosIT is a
sign of a well-run organisation. It helps I'T professionals and enterprise users demonstrate professional competence
to senior management. As with many generic business processes, there are specific I'T industry standards and

good practices that enterprises should follow when using I'T. CosIT captures these and provides a framework for
implementing and managing them.

Once the key CoBIT principles relevant to an enterprise are identified and implemented, executives gain confidence
that the use of I'T can be managed effectively.

Executives can expect the following results from the adoption of CosIT:

* IT staff and executives will understand more fully how the business and I'T can work together for successful
delivery of I'T initiatives.

* Full life-cycle costs of I'T will become more transparent and predictable.

* IT will deliver better quality and more timely information.

e IT will deliver better quality services and more successful projects.

* Security and privacy requirements will be clearer and implementation more easily monitored.

* IT-related risks will be managed more effectively.

* Audits will be more efficient and successful.

* IT compliance with regulatory requirements will be a normal management practice.

© 2008 IT GOVERNANCE INSTITUTE. ALL RIGHTS RESERVED. 13



Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

The CosIT framework, in versions 4.0 and higher, includes all of the following:

* Framework—Explains how CoBIT organises IT governance management and control objectives and good practices
by IT domains and processes, and links them to business requirements. The framework contains a set of 34 high-
level control objectives, one for each of the I'T processes, grouped into four domains: Plan and Organise, Acquire
and Implement, Deliver and Support, and Monitor and Evaluate.

* Process descriptions—Included for each of 34 I'T processes, covering the business and I'T responsibility areas from
beginning to end

* Control objectives—Provide generic best practice management objectives for IT processes

* Management guidelines—Offer tools to help assign responsibility and measure performance

* Maturity models—Provide profiles of IT processes describing possible current and future states

Further supporting publications are available to help provide guidance on implementation, obtain assurance and deal
with specific focuses such as security. Val I'T° has been developed to specifically focus on the value delivery aspect of
IT governance.

For the most complete and up-to-date information on CosIT, Val IT and related products, case studies, training
opportunities, newsletters, and other framework-specific information, visit www.itgi.org/cobit and www.itgi.org/valiz.

ITIL

Today, organisations are dependent on IT to satisfy their corporate aims, meet their business needs and deliver value
to customers. For this to happen in a manageable, accountable and repeatable way, the business must ensure that
high-quality I'T services are provided that are:

* Matched to business needs and user requirements

* Compliant with legislation

* Effectively and efficiently sourced and delivered

* Continually reviewed and improved

IT service management is concerned with planning, sourcing, designing, implementing, operating, supporting and
improving IT services that are appropriate to business needs. ITIL provides a comprehensive, consistent and coherent
best practice framework for I'T service management and related processes, promoting a high-quality approach for
achieving business effectiveness and efficiency in IT service management.

ITIL is intended to underpin but not dictate the business processes of an organisation. In this context, OGC does not
approve of the term ‘ITIL-compliant’. The role of the ITIL framework is to describe approaches, functions, roles and
processes, upon which organisations may base their own practices. The role of ITIL is to give guidance at the lowest
level that is applicable generally. Below that level, and to implement ITIL in an organisation, specific knowledge of its
business processes is required to tune ITIL for optimum effectiveness.

It may be useful to think of the service management structure as a pyramid with the international standard
ISO/IEC 20000:2005 (www.iso.org/iso/catalogue_detailicsnumber=41332) at the summit (figure 2). This is a formal
specification and organisations may seek accreditation to demonstrate compliance with the standard. Below the
summit is the layer of ITIL best practice guidance, which helps to ensure and demonstrate that the provisions of
the standard are being met. In a similar way, ITIL processes may be used to achieve and demonstrate compliance
with CoBIT control objectives (the function of the appendices to this document is to show the relationship between
the two structures). So if ITIL is the middle layer, the customisation of ITIL to meet a particular organisation’s
requirements is the lowest level, the broad base of ITIL implementation.

SITGI, Enterprise Value: Governance of IT Investments, The Val IT Framework 2.0, 2008
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Figure 2—IT Service Management Pyramid

Part 1

What to Achieve
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Best Practice
Framework ITiL

Implementation and

In ITIL V3, the most significant development has been the move from a process-based framework to a more
comprehensive structure reflecting the life cycle of I'T services. An illustration frequently used is to view the
operational phases—design, transition and operation—as the spokes of a wheel, with strategy at the hub and
continual service improvement all around the rim. In this new context, the key processes have been updated, but
more significantly, ITIL now describes I'T service management functions, activities and organisational structure;
strategic and sourcing concerns; and integration with the business.

While there are complementary volumes with specific audiences in mind, the core guidance resides in five volumes,

available separately or as a set. Topics in the ITIL core are shown in figure 3. The reference links are:

* Service Strategy (SS)—wwuw.best-management-practice.com/Official-Bookshop/IT-Service-Management-
ITIL/ITIL-Version-3/Service-Strategy/

* Service Design (SD)—wwuw. best-management-practice.com/Official-Bookshop/IT-Service-Management-
ITIL/ITIL-Version-3/Service-Design/

* Service Transition (ST)—www.best-management-practice.com/Official-Bookshop/IT-Service-Management-
ITIL/TTIL-Version-3/Service- Transition|

* Service Operation (SO)—www. best-management-practice.com/Official-Bookshop/I T-Service-Management-
ITIL/ITIL-Version-3/Service-Operation/

* Continual Service Improvement (CSI)—uwww. best-management-practice.com/Offficial-Bookshop/I T-Service-
Management-ITIL/I TIL-Version-3/Continual-Service-Improvement/
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Figure 3—ITIL Core Topics
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There is also an introductory volume® that describes the rationale for the life cycle model and covers the key principles
in each life cycle stage. There are other supporting publications and further titles in preparation.

OGCs official publisher is The Stationery Office (TSO), which makes ITIL publications available as books, e-books
and PDFs, or via online subscription. TSO also manages a library of supporting and complementary publications and
a best practice web site for ITIL and other OGC best practice products (www. best-management-practice.com).

The ITIL qualification scheme (www.itil-officialsite.com/home/home.asp) offers certification for individuals, ranging
from a foundation-level appreciation of ITIL terms and concepts to an advanced professional diploma. OGC'’s official
accreditor is APM Group, which licences a number of examination institutes to provide examinations and manage
and accredit training organisations.

Since 1991, ITIL has been championed and supported by #8SMF (www.itsmfi.org), a vendor and user group that
now has chapters in more than 40 countries worldwide. It is a not-for-profit organisation and a prominent player in

the ongoing development and promotion of IT service management best practice, standards and qualifications. The
itSMF provides an accessible network of industry experts, information sources and events to help members address
IT service management issues and achieve the delivery of high-quality, consistent I'T services internally and externally
through the adoption of best practices. Globally, the 7SMF now boasts more than 6,000 member companies, blue
chip and public sector alike, covering in excess of 70,000 individuals.

¢ OGC, ‘The Introduction to the ITIL Service Lifecycle Book’, The Stationery Office, UK, 2007, www.best-management-practice.com/Portfolio-Library/IT-Service-
Management-ITIL/ITIL-Version-3/The-Introduction-to-the-ITIL-Service-Lifecycle/ ?trackid=002094&DI=582435
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ISO/IEC 27002

The international standard was published by ISO (www.iso.org/iso/home.htm) and the IEC, which established a
joint technical committee, ISO/IEC JTC 1. The historic source for the standard was BS 7799-1, of which essential
parts were taken in the development of ISO/IEC 17799:2005 Information Technology—Code of Practice for
Information Security Management. It was developed and published by the British Standards Institution (BSI),
labeled as BS 7799-1:1999. The original British Standard was issued in two parts:

* BS 7799 Part 1: Information Technology—Code of Practice for Information Security Management

* BS 7799 Part 2: Information Security Management Systems—Specification With Guidance for Use

The standard was published in 2000 in its first edition, which was updated in June 2005. It can be classified as

current best practice in the subject area of information security management systems. The original BS 7799 was

revised and reissued in September 2002. ISO/IEC 27002 is often used as a generic term to describe what are actually

two different documents:

* ISO/IEC 17799 (now renamed ISO 27002, wwuw.iso.orgliso/iso_catalogue/catalogue_tc/catalogue_detail.
htmicsnumber=50297)—A set of security controls (a code of practice)

* ISO/IEC 27001 (wwuw.iso.orgliso/iso_catalogue/catalogue_tc/catalogue_detail. htmicsnumber=42103, formerly
BS7799-2)—A standard ‘specification’ for an information security management system (ISMS)

The goal of ISO/IEC 27002:2005 is to provide information to parties responsible for implementing information
security within an organisation. It can be seen as a best practice for developing and maintaining security standards
and management practices within an organisation to improve reliability on information security in interorganisational
relationships. It defines 133 security controls strategies, under 11 major headings. The standard stresses the
importance of risk management and makes it clear that it is not necessary to implement every stated guideline, only
those that are relevant.

The guiding principles in ISO/IEC 27002:2005 are the initial points for implementing information security. They
rely on either legal requirements or generally accepted best practices.

Measures based on legal requirements include:

* Protection and non-disclosure of personal data
* Protection of internal information

* Protection of intellectual property rights

Best practices mentioned in the standard include:

* Information security policy

* Assignment of responsibility for information security
* Problem escalation

* Business continuity management

When implementing a system for information security management, several critical success factors should be considered:
* The security policy, its objectives and activities should reflect the business objectives.

* The implementation should consider cultural aspects of the organisation.

* Open support from and engagement of senior management should be required.

* Thorough knowledge of security requirements, risk assessment and risk management should be required.

* Effective marketing of security should target all personnel, including members of management.
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* The security policy and security measures should be communicated to contracted third parties.
e Users should be trained in an adequate manner.
* A comprehensive and balanced system for performance measurement, which supports continuous improvement by

giving feedback, should be available.

After presenting introductory information (scope, terms and definitions), a framework for the development of an
organisation-specific ISMS should be presented. Such a system should consist of at least the following parts:

* Security policy

* Organisational security

Asset classification and control

Personnel security

Physical and environmental security

» Communications and operations management
* Access control

* Systems development and maintenance

* Business continuity management

* Compliance
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6. How Best to Implement CoBIT, ITIL and ISO/IEC 27002

There is no doubt that effective management policies and procedures help ensure that I'T is managed as a routine part of
everyday activities. Adoption of standards and best practices enables quick implementation of good procedures and avoids
lengthy delays in creating new approaches when reinventing wheels and agreeing on approaches.

However, the best practices adopted have to be consistent with a risk management and control framework,
appropriate for the organisation, and integrated with other methods and practices that are being used. Standards and
best practices are not a panacea; their effectiveness depends on how they have been implemented and kept up to date.
They are most useful when applied as a set of principles and as a starting point for tailoring specific procedures.

To ensure policies ad procedures are effectively utilised, change enablement is required so management and staff
understand what to do, how to do it and why it is important.

For best practices to be effective, the use of a common language and a standardised approach oriented toward real
business requirements is best, as it ensures that everyone follows the same set of objectives, issues and priorities.

Tailoring
Every enterprise needs to tailor the use of standards and practices, such as those examined in this document, to suit
its individual requirements. All three guidance documents can play a very useful part—CoBIT and ISO/IEC 27002
helping to define what should be done and ITIL providing the how for service management aspects. Typical uses for
these standards and practices are:
* To support governance by:
— Providing a management policy and control framework
— Enabling process ownership, clear responsibility and accountability for IT activities
— Aligning I'T objectives with business objectives, setting priorities and allocating resources
— Ensuring return on investments and optimising costs
— Making sure that significant risks have been identified and are transparent to management, responsibility for
risk management has been assigned and embedded in the organisation, and assurance has been provided to
management that effective controls are in place
— Ensuring that resources have been organised efficiently and sufficient capability (technical infrastructure, process
and skills) exists to execute the I'T strategy
— Making sure that critical I'T activities can be monitored and measured, so problems can be identified and
corrective action can be taken
* To define requirements in service and project definitions, internally and with service providers, for example:
— Setting clear, business-related IT objectives and metrics
— Defining services and projects in end-user terms
— Creating service level agreements and contracts that can be monitored by customers
— Making sure customer requirements have been cascaded down appropriately into technical I'T operational
requirements
— Considering services and project portfolios collectively so that relative priorities can be set and resources can be
allocated on an equitable and achievable basis
* To verify provider capability or demonstrate competence to the market by:
— Independent third-party assessments and audits
— Contractual commitments
— Attestations and certifications
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* To facilitate continuous improvement by:
— Maturity assessments
— Gap analyses
— Benchmarking
— Improvement planning
— Avoidance of re-inventing already proven good approaches
* As a framework for audit/assessment and an external view through:
— Objective and mutually understood criteria
— Benchmarking to justify weaknesses and gaps in control
— Increasing the depth and value of recommendations by following generally accepted preferred approaches

Prioritising

To avoid costly and unfocused implementations of standards and best practices, enterprises need to prioritise where and

how to use standards and practices. The enterprise needs an effective action plan that suits its particular circumstances

and needs. First, it is important for the board to take ownership of IT governance and set the direction that management

should follow. The board should:

* Make sure IT is on the board agenda

* Challenge management’s activities with regard to IT to make sure that IT issues are uncovered

* Guide management by helping align IT initiatives with real business needs and ensure that management appreciates
the potential impact on the business of I'T-related risks

* Insist that I'T performance be measured and reported to the board

* Establish an IT steering group or IT governing council with responsibility for communicating IT issues between the
board and management

* Insist that there be a management framework for IT governance based on a common approach (e.g., CosIT) and a
best practice framework for I'T service management and security based on a global, de facto standard (e.g., ITIL and

ISO/IEC 27002)

Planning

With this mandate and direction in place, management then can initiate and put into action an implementation
approach. To help management decide where to begin and to ensure that the implementation process delivers
positive results where they are needed most, the following steps are suggested, based on ITGI’s /7" Governance
Implementation Guide.

1. Set up an organisational framework (ideally as part of an overall I'T governance initiative) with clear responsibilities
and objectives and participation from all interested parties who will take implementation forward and own it as
an initiative.

2. Align IT strategy with business goals. In which current business objectives does I'T have a significant contribution?
Obtain a good understanding of the business environment, risk appetite and business strategy as they relate to IT.
CoBI'T’s management guidelines (specifically the goals and metrics) help define I'T objectives. Used in conjunction
with ITIL, services and service level agreements (SLAs) can be defined in end-user terms.

3. Understand and define the risks. Given the business objectives, what are the risks relating to IT’s ability to deliver
against these objectives? Consider:

— Previous history and patterns of performance

— Current IT organisational factors

— Complexity and size/scope of the existing or planned I'T environment

— Inherent vulnerability of the current and planned IT environment

— Nature of the IT initiatives being considered, e.g., new systems projects, outsourcing considerations, architectural
changes
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CoBIT’s process for risk management (PO9) and the application of the CosIT control framework and
information criteria help ensure that risks are identified and owned. Instituting ITIL clarifies operational risks and
ISO/IEC 27002 clarifies security risks.

4. Define target areas and identify the process areas in IT that are critical to delivering value and managing these
risk areas. The CoBIT process framework can be used as the basis, underpinned by ITIL’s definition of key service
delivery processes and ISO/IEC 27002’s security objectives. OGC’s publication Management of Risk: Guidance to
Practitioner can also be of assistance in assessing and managing risks at any of the four main levels, i.e., strategic,
programme, project or operational.

5. Analyse current capability, and identify gaps. Perform a maturity capability assessment to find out where
improvements are needed most. The CoBIT maturity models provide a basis supported in more detail by ITIL and
ISO/IEC 27002 best practices.

6. Develop improvement strategies, and decide which are the highest priority projects that will help improve the
management and governance of these significant areas. This decision should be based on the potential benefit and
ease of implementation, with a focus on important I'T processes and core competencies. Specific improvement
projects as part of a continuous improvement initiative should be outlined.

The CosIT control objectives and control practices can be supported by more detailed ITIL and ISO/IEC 27002
guidance.
7. Measure results, establish a scorecard mechanism for measuring current performance and monitor the results of
new improvements considering, as a minimum, the following key questions:
— Will the organisational structures support strategy implementation?
— Are responsibilities for risk management embedded in the organisation?
— Do infrastructures exist that will facilitate and support the creation and sharing of vital business information?
— Have strategies and goals been communicated effectively to everyone who needs to know within the organisation?

CosIT’s goals and metrics and I'TIL’s seven-stage continual improvement approach can form the basis of a scorecard.
8. Repeat steps 2 through 7 on a regular basis.

Avoiding Pitfalls

There are also some obvious, but pragmatic, rules that management ought to follow:

* Treat the implementation initiative as a project activity with a series of phases rather than a ‘one-off’ step.

* Remember that implementation involves cultural change as well as new processes. Therefore, a key success factor is
the enablement and motivation of these changes.

* Make sure there is a clear understanding of the objectives.

* Manage expectations. In most enterprises, achieving successful oversight of IT takes time and is a continuous
improvement process.

* Focus first on where it is easiest to make changes and deliver improvements, and build from there one step at a time.

* Obtain top management buy-in and ownership. This needs to be based on the principles of best managing the
IT investment.”

* Avoid the initiative becoming perceived as a purely bureaucratic exercise.

* Avoid the unfocused checklist approach.

7 Refer to the IT Governance Institute publication Enterprise Value: Governance of IT Investments, The Val IT Framework 2.0, investment management
principles on page 13.
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Aligning Best Practices

IT best practices need to be aligned to business requirements and integrated with one another and with internal
procedures. CoBIT can be used at the highest level, providing an overall control framework based on an

IT process model that should suit every organisation generically. Specific practices and standards such as ITIL
and ISO/IEC 27002 cover discrete areas and can be mapped to the CosIT framework, thus providing a hierarchy
of guidance materials.

To better understand mapping amongst ITIL, ISO/IEC 27002 and CosIT, refer to appendix I, where each of the
CosIT 34 IT processes and control objectives has been mapped to specific sections of ITIL and ISO/IEC 27002;
appendix II, where a reverse mapping shows how I'TIL V3 key topics map to CoBIT 4.1; and appendix III, where a
reverse mapping shows how ISO/IEC 27002 classifications map to CoBIT. These mappings are based on subjective
judgement and are intended only to be a guide.

OGC and ITGI will continue to update ITIL and CosIT including further alignment of their concepts, terminology
and content with those of other practices to facilitate easier integration.
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Appendix I—Mapping ITIL V3 and ISO/IEC 27002 With CosiT 4.1
Control Objectives

For the purposes of this mapping:

* Text shown in bold indicates where it is considered that ITIL V3 or ISO/IEC 27002:2005 provides the best
supporting detail for a CosIT 4.1 control objective

* Text shown in izalics indicates where it is considered that ITIL V3 or ISO/IEC 27002:2005 provides some
supporting detail for a CosIT 4.1 control objective, but is not necessarily the primary reference

This mapping is not intended to be definitive or prescriptive and is only a guide. Links have been shown only at a
high level, pointing to the relevant section in the other documents.

ISACA and the ITGI carry out continuous detailed research into the mapping between CoBIT 4.1 and other
standards and best practices. More information can be found at www.isaca.orglcobit.

CoeiT 4.1 Domain: Plan and Organise (P0O)

PO1 Define a Strategic IT Plan

IT strategic planning is required to manage and direct all IT resources in line with the business strategy and priorities. The IT function and business stakeholders
are responsible for ensuring that optimal value is realised from project and service portfolios. The strategic plan improves key stakeholders’ understanding of IT
opportunities and limitations, assesses current performance, identifies capacity and human resource requirements, and clarifies the level of investment required.
The business strategy and priorities are to be reflected in portfolios and executed by the IT tactical plan(s), which specifies concise objectives, action plans and
tasks that are understood and accepted by both business and IT.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

PO1.1 IT value management

© Business case

e Allocation of funds

e Benefit realisation
 Business case evaluation

¢ SS 2.2 What are services?

¢ SS 3.1 Value creation

¢ SS 3.4 Service structures

¢ SS 4.4 Prepare for execution

 SS 5.1 Financial management

¢ SS 5.2 Return on investment

¢ SS 5.3 Service portfolio
management

¢ SS 5.4 Service portfolio
management method

P01.2 Business-IT alignment

o [T alignment with business strategy

 Bi-directional and reciprocal
involvement in strategic planning

¢ SS 2.1 What is service
management?

¢ SS 2.3 The business process

¢ SS 2.4 Principles of service
management

P01.3 Assessment of current capability
and performance

 Baseline of current performance

e Assessment of business
contribution, functionality, stability,
complexity, costs, strengths and
weaknesses

¢ SS 4.4 Prepare for execution
¢ CSI 5.2 Assessments
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CosiT 4.1 Domain: Plan and Organise (PO) (cont.)

PO1 Define a Strategic IT Plan (cont.)

ISO/IEC 27002:2005
CosiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
P0O1.4 IT strategic plan e Definition of IT goals ¢ SS 3.3 Service provider types
e Contribution to enterprise objectives, |  SS 3.5 Service strategy
budgets, funding, sourcing and fundamentals
acquisition strategy * SS 4.1 Define the market

¢ SS 4.2 Develop the offerings
¢ SS 4.3 Develop strategic assets
* SS 4.4 Prepare for execution
¢ SS 5.5 Demand management

* SS 6.5 Sourcing strategy
P01.5 IT tactical plans o [T initiatives ¢ SS 4.4 Prepare for execution
® Resource requirements ¢ SS 7.1 Implementation through
« Monitoring and managing benefit the lifecycle
achievement ¢ SS 7.2 Strategy and design

¢ S§ 7.3 Strategy and transitions
 SS 7.4 Strategy and operations

P01.6 IT portfolio management e Defining, prioritising, managing  SS 2.5 The service lifecycle
programmes e SS 3.4 Service structures
e Clarifying outcomes and scope * SS 4.2 Develop the offerings
of effort * SS 4.3 Develop strategic assets
 Assigning accountability « §S 5.3 Service portfolio
e Allocating resources and funding management
¢ SS 5.4 Service portfolio
management methods

 SS 5.5 Demand management

¢ SD 3.4 Identifying and documenting
business requirements and drivers

 SD 3.6.1 Designing service
solutions

* SD 3.6.2 Designing supporting
systems, especially the service
portfolio

P02 Define the Information Architecture

The information systems function creates and regularly updates a business information model and defines the appropriate systems to optimise the use of this
information. This encompasses the development of a corporate data dictionary with the organisation’s data syntax rules, data classification scheme and security
levels. This process improves the quality of management decision making by making sure that reliable and secure information is provided, and it enables
rationalising information systems resources to appropriately match business strategies. This IT process is also needed to increase accountability for the integrity
and security of data and to enhance the effectiveness and control of sharing information across applications and entities.

I1SO/IEC 27002:2005
CoaiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information

P02.1 Enterprise information e Decision support analysis e SD 3.6 Design aspects

architecture model o Information architecture model e 5D 3.6.3 Designing technology
maintained architectures

o Corporate data model e SD 3.9 Service-oriented architecture

e SD 3.10 Business service
management

e SD 5.2 Data and information
management

e ST 4.7 Knowledge management
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Plan and Organise (PO) (cont.)

CosiT 4.1 Control Objective

P02 Define the Information Architecture (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P02.2 Enterprise data dictionary and
data syntax rules

o Corporate data dictionary
¢ Common data understanding

e SD 5.2 Data and information
management

o SD 7 Technology considerations

e 7.1.1.1 Inventory of assets
® 11.1.1 Access control policy

P02.3 Data classification scheme

¢ Information classes
o Qwnership

e Retention

e Access rules

e Security levels for each information
class

e SD 5.2 Data and information
management

e 7.2.1 Classification guidelines

® 10.7.1 Management of
removable data

® 10.8.1 Information exchange
policies and procedures

¢ 10.8.2 Exchange agreements
e 11.1.1 Access control policy

P02.4 Integrity management

¢ Integrity and consistency of data

e SD 5.2 Data and information
management

e ST 4.7 Knowledge management

P03 Determine Technological Direction

The information services function determines the technology direction to support the business. This requires the creation of a technological infrastructure plan and
an architecture board that sets and manages clear and realistic expectations of what technology can offer in terms of products, services and delivery mechanisms.
The plan is regularly updated and encompasses aspects such as systems architecture, technological direction, acquisition plans, standards, migration strategies
and contingency. This enables timely responses to changes in the competitive environment, economies of scale for information systems staffing and investments,
as well as improved interoperability of platforms and applications.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P03.1 Technological direction planning

e Available technologies

e Enablement of IT strategy
o Systems architecture

e Technological direction

e Migration strategies

© SS 8 Technology and strategy

® 5.1.2 Review of the information
security policy

e 14.1.1 Including information
security in the business continuity
management process

® 14.1.5 Testing, maintaining
and re-assessing business
continuity plans

P03.2 Technology infrastructure plan

e Technological infrastructure plan
e Acquisition direction
 Economies of scale

¢ Interoperability of platforms

e SD 3.6.3 Designing technology
architectures

P03.3 Monitor future trends and
regulations

 Business sector, industry,
technology, infrastructure, legal and
regulatory trends

© 5S 2.4 Principles of service
management

e SD 4.3.5.7 Modelling and trending

® 6.1.1 Management commitment to
information security

P03.4 Technology standards

¢ Technology forum
* Product standards and guidelines

e 10.3.2 System acceptance
¢ 10.8.2 Exchange agreements
e 11.7.2 Teleworking

P03.5 IT architecture board

¢ Technology architecture guidelines
and standards

e 6.1.1 Management commitment to
information security
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)

P04 Define the IT Processes, Organisation and Relationships

An IT organisation is defined by considering requirements for staff, skills, functions, accountability, authority, roles and responsibilities, and supervision. This
organisation is embedded into an IT process framework that ensures transparency and control as well as the involvement of senior executives and business
management. A strategy committee ensures board oversight of IT, and one or more steering committees in which business and IT participate determine the
prioritisation of IT resources in line with business needs. Processes, administrative policies and procedures are in place for all functions, with specific attention to
control, quality assurance, risk management, information security, data and systems ownership, and segregation of duties. To ensure timely support of business
requirements, IT is to be involved in relevant decision processes.

ISO/IEC 27002:2005
CoeiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
PO4.1 IT process framework e [T process structure and ¢ SS 2.6 Functions and processes

relationships across the life cycle
® Process ownership ¢ SS 3.4 Service structures
e |ntegration with business processes, | ® SS 7.1 Implementation through

enterprise portfolio management the life cycle

and business change processes * SS 9.1 Complexity

¢ SS 9.2 Co-ordination and control
¢ SS 9.3 Preserving value

¢ SS 9.4 Effectiveness in
measurement

¢ SD 2.4.2 Scope

¢ SD 3.6.3 Designing technology
architectures

¢ SD 3.6.4 Designing processes

¢ SD 3.6.5 Design of measurement
systems and metrics

 SD 4 Service design processes

¢ SD 6.1 Functional roles analysis

¢ SD 6.2 Activity analysis

¢ SD 6.3 Skills and attributes

¢ SD 6.4 Roles and responsibilities
¢ SD 8 Implementing service design

¢ SD App C Process documentation
templates (example)

e ST 3.2.7 Establish effective
controls and disciplines

¢ ST 4 Service transition processes

¢ ST 6.1 Generic roles

* ST 8 Implementing service
transition

¢ S0 2.3 Functions and processes
across the life cycle

¢ S0 4 Service operation processes

¢ S0 4.6 Operational activities of
processes covered in other life
cycle phases

¢ S0 6 Organising for service
operation

¢ SO 8 Implementing service
operation

¢ CSI 3.11 Frameworks, models,
standards and quality systems

e CSI 4 Continual service
improvement processes
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)

CosiT 4.1 Control Objective

P04 Define the IT Processes, Organisation and Relationships (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

PO4.1 IT process framework (cont.)

e CSI 4.1.1 Integration with the
rest of the life cycle stages and
service management processes

e CSI 5.2 Assessments

e CSI 5.5 The Deming Cycle

e CSI 8 Implementing continual
service improvement

P04.2 IT strategy committee

 Board direction

e [T governance

e Strategic direction

* Review of investments

e SD 2.4.2 Scope

P04.3 IT steering committee

e Prioritisation of investment
programmes and project status
tracking

® Resource resolution
e Monitor services

® 6.1.1 Management commitment to
information security

e 6.1.4 Authorisation process for
information processing facilities

P04.4 Organisational placement of the
IT function

e Business significance of IT
e CIO reporting lines

© SS 6.1 Organisational development

® S0 3.2.4 Reactive vs. proactive
organisations

® 6.1.1 Management commitment to
information security

 6.1.2 Information security
co-ordination

o 6.1.3 Allocation of information
security responsibilities

 6.1.4 Authorisation process for
information processing facilities

P04.5 IT organisational structure

* Organisational alignment with
business needs

¢ SS 2.6 Functions and processes
across the life cycle

¢ SS 6.1 Organisational
development

¢ SS 6.2 Organisational
departmentalisation

¢ SS 6.3 Organisational design

¢ SS 6.5 Sourcing strategy

¢ SS App B2 Product managers
 SD 6.3 Skills and attributes

¢ ST 4.2.6.8 Change advisory board

¢ ST 6.2 Organisational context for
transitioning a service

e ST 6.3 Organisation models to
support service transition

¢ S0 3.1 Functions, groups, teams,
departments and divisions

¢ S0 3.2 Achieving balance in
service operation

¢ S0 3.3 Providing service

¢ S0 6.1 Functions

¢ S0 6.2 Service desk

¢ S0 6.3 Technical management

¢ S0 6.4 IT operations management
¢ S0 6.5 Application management

¢ S0 6.7 Service operation
organisation structures

® 6.1.1 Management commitment to
information security

e 6.1.2 Information security
co-ordination
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)

CoBiT 4.1 Control Objective

P04 Define the IT Processes, Organisation and Relationships (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P04.6 Establishment of roles and
responsibilities

e Explicit roles and responsibilities

e Clear accountabilities and end-user
authorities

¢ SS 2.6 Functions and processes
across the life cycle

¢ SD 6.2 Activity analysis

¢ SD 6.4 Roles and responsibilities

¢ ST 6.3 Organisation models to
support service transition

¢ S0 6.6 Service operation roles
and responsibilities

e CSI 6 Organising for continual
service improvement

® 6.1.2 Information security
co-ordination

 6.1.3 Allocation of information
security responsibilities

e 6.1.5 Confidentiality agreements

© 8.1.1 Roles and responsibilities

® 8.1.2 Screening

© 8.1.3 Terms and conditions of
employment

® 8.2.2 Information security
awareness, education and training

e 15.1.4 Data protection and privacy
of personal information

P04.7 Responsibility for IT quality
assurance (QA)

* Responsibility, expertise and
placement of QA according to
organisational requirements

e (CSI 6 Organising for continual
service improvement

P04.8 Responsibility for risk, security
and compliance

o Ownership of IT risks in the business
* Roles for managing critical risks

e Enterprisewide risk and security
management

o System-specific security
 Direction on risk appetite and
acceptance of residual risks

® SD 6.4 Roles and responsibilities

¢ 6.1.1 Management commitment
to information security

¢ 6.1.2 Information security
co-ordination

¢ 6.1.3 Allocation of information
security responsibilities

¢ 8.1.1 Roles and responsibilities

¢ 8.2.1 Management
responsibilities

¢ 8.2.3 Disciplinary process

¢ 15.1.1 Identification of
applicable legislation

¢ 15.1.2 Intellectual property
rights (IPR)

¢ 15.1.3 Protection of
organisational records

¢ 15.1.4 Data protection and
privacy of personal information

¢ 15.1.6 Regulation of
cryptographic controls

¢ 15.2.1 Compliance with security
policies and standards

P04.9 Data and system ownership

e Enablement of business ownership
of data

¢ Decision making about information
classification

e S0 6.3 Technical management

® 6.1.3 Allocation of information
security responsibilities

® 6.1.4 Authorisation process for
information processing facilities

e 7.1.2 Ownership of assets

® 9.2.5 Security of equipment off
premises
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Plan and Organise (P0O) (cont.)

P04 Define the IT Processes, Organisation and Relationships (cont.)

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P04.10 Supervision

* Roles and responsibilities

 Review of key performance
indicators (KPIs)

 6.1.2 Information security
co-ordination

® 6.1.3 Allocation of information
security responsibilities

e 7.1.3 Acceptable use of assets
® 8.2.1 Management responsibilities

P04.11 Segregation of duties

 Proper execution of roles and
responsibilities

e Avoidance of compromise of
critical processes

e ST 3.2.13 Assure the quality of the
new or changed service

® S0 5.13 Information security
management and service operation

e 8.2.1 Management responsibilities
 10.1.3 Segregation of duties

¢ 10.1.4 Separation of development,
test and operational facilities

e 10.6.1 Network controls

P04.12 IT staffing

e Number and competency;
requirements evaluation

® S0 6.2 Service desk

P04.13 Key IT personnel

e Key roles defined
¢ Minimising staff dependency

P04.14 Contracted staff policies and
procedures

e Knowledge and compliance
of policies
e Information assets protected

e 6.1.5 Confidentiality agreements

® 6.2.1 ldentification of risks related
to external parties

® 6.2.3 Addressing security in third-
party agreements
e 9.1.5 Working in secure areas

e 15.1.5 Prevention of misuse of
information processing facilities

P04.15 Relationships

and the ROI of IT-enabled investments.

e Optimal co-ordination
e Communications and liaison

o SD 4.2.5.9 Develop contracts
and relationships

 6.1.6 Contact with authorities

e 6.1.7 Contact with special
interest groups

P05 Manage the IT Investment

A framework is established and maintained to manage IT-enabled investment programmes and that encompasses cost, benefits, prioritisation within budget, a
formal budgeting process and management against the budget. Stakeholders are consulted to identify and control the total costs and benefits within the context of
the IT strategic and tactical plans, and initiate corrective action where needed. The process fosters partnership between IT and business stakeholders; enables the
effective and efficient use of IT resources; and provides transparency and accountability into the total cost of ownership (TCO), the realisation of business benefits

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P05.1 Financial management
framework

e Portfolio management

e Investment and cost management
of IT assets

® SS 3.1 Value creation
© SS 5.1 Financial management
© SS 5.2 Return on investment

® SS App A Present value of an
annuity

P05.2 Prioritisation within IT budget

e Allocation of IT resources
¢ Optimisation of ROI

© 5§ 5.2 Return on investment

e SS 5.3 Service portfolio
management

® SS 5.4 Service portfolio

management methods
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)

CoBiT 4.1 Control Objective

P05 Manage the IT Investment (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P05.3 IT budgeting

© Budgeting process

e Ensuring that budget is in line with
investment portfolio of programmes
and services

© Budget review and approval

¢ §S 5.2.2 Return on investment

® 5.1.2 Review of the information
security policy

P05.4 Cost management

o Comparison of costs to budgets
e Cost reporting

* Remediation of cost deviations
from plan

¢ SS 5.1 Financial management
(esp. 5.1.2.7)

® 5.1.2 Review of the information
security policy

e 13.2.2 Learning from information
security incidents

P05.5 Benefit management

and regulations.

* Benefits monitoring and analysis
 Improvement of IT’s contribution
¢ Maintenance of business cases

© 5S 2.2 What are services?
o 5SS 5.1 Financial management
© SS 5.2 Return on investment

® ST 4.4.5.10 Review and close
service transition

® ST 4.4.5.8 Early life support

P06 Communicate Management Aims and Direction

Management develops an enterprise IT control framework and defines and communicates policies. An ongoing communication programme is implemented to
articulate the mission, service objectives, policies and procedures, etc., approved and supported by management. The communication supports achievement
of IT objectives and ensures awareness and understanding of business and IT risks, objectives and direction. The process ensures compliance with relevant laws

CoeiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P06.1 IT policy and control environment

¢ Management philosophy and
operating style

® |ntegrity, ethics, competences,
accountability and responsibility

e Culture of value delivery while
managing risks

© SS 6.4 Organisational culture

e 5.1.1 Information security policy
document control framework

¢ 13.2.1 Management of
information security incidents and
improvements

P06.2 Enterprise IT risk and control
framework

¢ Promulgating and controlling policy

¢ Alignment with enterprise risk
and control

¢ 5.1.1 Information security policy
document control framework

¢ 6.2.2 Addressing security when
dealing with customers

¢ 7.1.3 Acceptable use of assets

¢ 8.2.2 Information security
awareness, education and
training

¢ 8.3.2 Return of assets

¢ 9.1.5 Working in secure areas

¢ 9.2.7 Removal of property

¢ 10.7.3 Information handling
procedures

¢ 10.8.1 Information exchange
policies and procedures

¢ 10.9.3 Publicly available
information

¢ 11.1.1 Access control policy
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)

CosiT 4.1 Control Objective

P06 Communicate Management Aims and Direction (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P06.2 Enterprise IT risk and control
framework (cont.)

¢ 11.3.1 Password use

¢ 11.3.2 Unattended user
equipment

¢ 11.3.3 Clear desk and clear
screen policy

¢ 11.7.1 Mobile computing and
communications

¢ 11.7.2 Teleworking

¢ 12.3.1 Policy on the use of
cryptographic controls

¢ 15.1.2 Intellectual property
rights (IPR)

¢ 15.1.5 Prevention of misuse of
information processing facilities

¢ 15.2.1 Compliance with security
policies and standards

P06.3 IT policies management

e Creation of policies

e Policy intent and roles and
responsibilities

o 5.1.1 Information security policy
document

® 5.1.2 Review of the information
security policy

 6.1.1 Management commitment to
information security

© 8.1.1 Roles and responsibilities

P06.4 Policy, standard and procedures
rollout

e Distribution and enforcement of
policy to staff

® 6.1.1 Management commitment to
information security

* 6.1.8 Independent review of
information security

 6.2.3 Addressing security in third-
party agreements

 8.2.2 Information security
awareness, education and training

P06.5 Communication of IT objectives
and direction

o Awareness and understanding of
business and IT objectives

o ST 5.1 Managing communications
and commitment

e S0 3.6 Communication

® 5.1.1 Information security policy
document

e 6.1.1 Management commitment to
information security

® 6.1.2 Information security
co-ordination

P07 Manage Human Resources

A competent workforce is acquired and maintained for the creation and delivery of IT services to the business. This is achieved by following defined and agreed-
upon practices supporting recruiting, training, evaluating performance, promoting and terminating. This process is critical, as people are important assets, and
governance and the internal control environment are heavily dependent on the motivation and competence of personnel.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

PO7.1 Personnel recruitment and
retention

¢ An enterprise policy based
on personnel recruitment and
promotion practices

e Skills mapped to organisational
goals

© 8.1.1 Roles and responsibilities
© 8.1.2 Screening

© 8.1.3 Terms and conditions of
employment

P07.2 Personnel competencies

e Definition and of core competencies
o Verification of competencies

© 8.1.1 Roles and responsibilities

® 8.2.2 Information security
awareness, education and training
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)

CoBiT 4.1 Control Objective

P07 Manage Human Resources (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P07.3 Staffing of roles

¢ Defined roles and responsibilities
e Adequate level of supervision

® 8.1.1 Roles and responsibilities

® 8.1.3 Terms and conditions of
employment

© 8.2.1 Management responsibilities

P0O7.4 Personnel training

¢ QOrganisational induction and
ongoing training to raise technical
and management skill levels

® SD 6.3 Skills and attributes

© 8.2.2 Information security
awareness, education and training

P07.5 Dependence upon individuals

¢ Addressing resource availability of
key functions

¢ Knowledge capture
e Succession planning

P07.6 Personnel clearance procedures

e Security clearance dependent upon
sensitivity of position

© 8.1.2 Screening

P0O7.7 Employee job performance
evaluation

¢ Performance evaluation reinforced
by award system

® 8.2.2 Information security
awareness, education and training

P07.8 Job Change and termination

transparency for stakeholders.

¢ Knowledge transfer and
reassignment so as to minimise
risks

© 8.2.3 Disciplinary procedures

© 8.3.1 Termination responsibilities
© 8.3.2 Return of assets

© 8.3.3 Removal of access rights

A quality management system (QMS) is developed and maintained that includes proven development and acquisition processes and standards. This is enabled
by planning, implementing and maintaining the QMS by providing clear quality requirements, procedures and policies. Quality requirements are stated and
communicated in quantifiable and achievable indicators. Continuous improvement is achieved by ongoing monitoring, analysis and acting upon deviations, and
communicating results to stakeholders. Quality management is essential to ensure that IT is delivering value to the business, continuous improvement and

CoeiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P08.1 Quality management system

e Standard approach aligned to
business requirements covering
quality requirements and criteria

e Policies and methods for detecting
and correcting quality non-
conformance

© SS 7.5 Strategy and improvement
® ST 4.4.5.3 Build and test

P08.2 IT standards and quality practices

e Standards and procedures to guide
meeting QMS

© SS 7.5 Strategy and improvement

o ST 3.2.13 Assure the quality of the
new or changed service

o ST 4.5 Service validation and testing
(ITIL is not just focused on ST, but on
ongoing test of the service)

© (Sl App A Complementary guidance
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Plan and Organise (PO) (cont.)

CosiT 4.1 Control Objective

P08 Manage Quality (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P08.3 Development and acquisition
standards

e Life cycle standards for deliverables

® SS 6.5 Sourcing strategy

e SD 3.5 Design activities

e SD 3.6 Design aspects

e SD 3.9 Service-oriented architecture
e SD 3.11 Service design models

e SD 5.3 Application management

e SD 7 Technology considerations

e ST 3.2.3 Adopt a common
framework and standards

® ST 4.1.4 Policies, principles and
basic concepts

® ST 4.1.5.1 Transition strategy

¢ 6.1.5 Confidentiality agreements

¢ 6.2.3 Addressing security in
third-party agreements

¢ 12.5.5 Outsourced software
development

P08.4 Customer focus

e Customer-oriented QMS

* Roles and responsibilities for conflict
resolution

¢ §S 5.5 Demand management
¢ SD 4.2.5.4 Collate, measure and
improve customer satisfaction

o ST 3.2.6 Establish and maintain
relationships with stakeholders

P08.5 Continuous improvement

e Communication processes
promoting continuous improvement

¢ SD 4.2.5.7 Conduct service
reviews and instigate
improvements within an overall
security information officer (S10)

¢ S0 5.14 Improvement of
operational activities

¢ CSI 1 Introduction

¢ CSI 2 Service management as
a practice

¢ GSI 3 Continual service
improvement principles

¢ CSI 4.1 The seven-step
improvement process

® CSI 4.1.1 Integration with the
rest of the life cycle stages and
service management processes

¢ GSI 4.4 Return on investment
for CSI

¢ GSI 4.5 Business questions
for CSI

¢ GSI 5 Continual service
improvement methods and
techniques

¢ CSI 5.1 Methods and techniques

¢ GSI 5.5 The Deming Cycle

¢ GSI 5.6 GSI and other service
management processes

¢ CSI 5.6.7 Summary

¢ CSI 6 Organising for continual
service improvement

¢ GSI 8 Implementing continual
service improvement

* CSI 9 Challenges, critical success
factors and risks
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)

CoBiT 4.1 Control Objective

P08 Manage Quality (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P08.6 Quality measurement, monitoring
and review

¢ Monitoring compliance to QMS and
value of QMS

¢ CSI 5.2 Assessments
e CSI 5.3 Benchmarking

e CSI 5.4 Measuring and reporting
frameworks

P09 Assess and Manage IT Risks

A risk management framework is created and maintained. The framework documents a common and agreed-upon level of IT risks, mitigation strategies and
residual risks. Any potential impact on the goals of the organisation caused by an unplanned event is identified, analysed and assessed. Risk mitigation strategies
are adopted to minimise residual risk to an accepted level. The result of the assessment is understandable to the stakeholders and expressed in financial terms, to
enable stakeholders to align risk to an acceptable level of tolerance.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P09.1 IT risk management framework

e Alignment to enterprise risk
framework

© 55 9.5 Risks
o SD 4.5.5.1 Stage 1—Initiation

¢ 14.1.1 Including information
security in the business
continuity management process

¢ 14.1.2 Business continuity and
risk assessment

P09.2 Establishment of risk context

e Internal and external context and
goals of each assessment

© S5 9.5 Risks
e SD 4.5.5.1 Stage 1—Initiation

e SD 4.5.5.2 Stage 2—Requirements
and strategy

¢ 14.1.1 Including information
security in the business
continuity management process

¢ 14.1.2 Business continuity and
risk assessment

P09.3 Event identification

e Important threats exploiting
vulnerabilities having negative
business impact

® Risk registry

© 5S 9.5 Risks

o SD 4.5.5.2 Stage 2—Requirements
and strategy

e ST 9 Challenges, critical success
factors and risks

® (CSI 5.6.3 IT service continuity
management

¢ 13.1.1 Reporting information
security events

¢ 13.1.2 Reporting

P09.4 Risk assessment

e Likelihood and impact of all
identified risks

e Qualitative and quantitative
assessment

e Inherent and residual risk

© S5 9.5 Risks

e SD 4.5.5.2 Stage 2—Requirements
and strategy

o SD 8.1 Business impact analysis
(not in detail)

¢ 5.1.2 Review of the information
security policy

¢ 14.1.2 Business continuity and
risk assessment

© ST 4.6 Evaluation
P09.5 Risk response o Cost-effective controls mitigating © 55 9.5 Risks
exposure e SD 4.5.5.3 Stage 3—
e Risk avoidance strategies in terms of |  Implementation
avoidance, mitigation or acceptance | e ST 4.6 Evaluation
P09.6 Maintenance and monitoring of a | e Prioritising and planning risk ® SS 9.5 Risks

risk action plan

responses
e Costs, benefits and responsibilities
¢ Monitoring deviations

o SD 4.5.5.4 Stage 4—O0ngoing
operation
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoiT 4.1 Domain: Plan and Organise (PO) (cont.)
P010 Manage Projects

A programme and project management framework for the management of all IT projects is established. The framework ensures the correct prioritisation and
co-ordination of all projects. The framework includes a master plan, assignment of resources, definition of deliverables, approval by users, a phased approach

to delivery, QA, a formal test plan, and testing and post-implementation review after installation to ensure project risk management and value delivery to the
business. This approach reduces the risk of unexpected costs and project cancellations, improves communications to and involvement of business and end users,
ensures the value and quality of project deliverables, and maximises their contribution to IT-enabled investment programmes.

ISO/IEC 27002:2005
CosiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
P010.1 Programme management e |dentifying, defining, evaluating,
framework prioritising, selecting, initiating,

managing and controlling all
investment programmes of projects

¢ Co-ordination, interdependence,
resource conflicts

P010.2 Project management framework | e Scope and boundaries of managing
projects and method to be adopted

P010.3 Project management approach | e Approach commensurate with size, | e ST 3.2 Policies for service transition
complexity and requirements of
each project

* Project governance structure
® Project sponsors

P010.4 Stakeholder commitment e Commitment and participation of o ST 3.2.6 Establish and maintain

stakeholders relationships with stakeholders

o ST 3.2.12 Ensure early involvement
in the service life cycle

P010.5 Project scope statement e Approval of nature and scope of e SD 3.4 Identifying and documenting
project business requirements and drivers
e SD 3.5 Design activities
P010.6 Project phase initiation ¢ Approval of initiation of each phase
¢ Programme governance decisions
P010.7 Integrated project plan e Integrated plan covering business © SD App D Design and planning
and IT resources documents and their contents

e Activities and interdependencies
between projects

P010.8 Project resources  Responsibilities, relationships, o ST 3.2.11 Proactively manage
authorities, and performance criteria resources across service transitions
of project team

e Planning procurement of resources

P010.9 Project risk management o Systematic process for planning,
identifying, analysing, responding to,
monitoring and controlling risks

P010.10 Project quality plan e Defined and agreed-upon quality
management plan and QMS

P010.11 Project change control ¢ Change control system for each e ST 3.2.10 Anticipate and manage
project (cost, schedule, scope, course corrections
quality)

P010.12 Project planning of assurance | e Assurance tasks required to support

methods accreditation

© 2008 IT GOVERNANCE INSTITUTE. ALL RIGHTS RESERVED. 35



Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Plan and Organise (PO) (cont.)

CoeiT 4.1 Control Objective

P010 Manage Projects (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

P010.13 Project performance
measurement, reporting and monitoring

e Measuring project performance
against key criteria

® Assessing deviations,
recommending and implementing
remedial actions

P010.14 Project closure

* Project stakeholders’ review of
achievement of results and benefits

e Communicating outstanding actions
and documenting lessons learned

CosiT 4.1 Domain: Acquire and Implement (Al)

A1 Identify Automated Solutions

The need for a new application or function requires analysis before acquisition or creation to ensure that business requirements are satisfied in an effective and
efficient approach. This process covers the definition of the needs, consideration of alternative sources, review of technological and economic feasibility, execution
of a risk analysis and cost-benefit analysis, and conclusion of a final decision to ‘make’ or ‘buy’. All these steps enable organisations to minimise the cost to
acquire and implement solutions whilst ensuring that they enable the business to achieve its objectives.

CoBiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al1.1 Definition and maintenance of
business functional and technical
requirements

e |dentifying, prioritising and
specifying requirements for all
initiatives related to investment
programmes

¢ §S 7.5 Strategy and improvement
¢ SS 8.1 Service automation
¢ SD 3.2 Balanced design

¢ SD 3.3 Identifying service
requirements

¢ SD 3.4 Identifying and
documenting business
requirements and drivers

¢ SD 3.5 Design activities

¢ SD 3.6.1 Designing service
solutions

¢ SD 3.6.2 Designing supporting
systems, especially the service
portfolio

¢ SD 3.6.3 Designing technology
architectures

* SD 3.6.4 Designing processes

* SD 3.6.5 Design of measurement
systems and metrics

¢ SD 3.8 Design constraints

¢ SD 3.9 Service-oriented
architecture

¢ SD 4.3.5.8 Application sizing

¢ SD App D Design and planning
documents and their contents

¢ ST 3.2.5 Align service transition
plans with the business needs

® 8.2.2. Information security
awareness, education and training

® 10.1.1 Security requirements
analysis and specification

e 10.3.2 System acceptance

Al1.2 Risk analysis report

o Analysis of all significant threats and
potential vulnerabilities affecting the
requirements

e SD 2.4.2 Scope
e SD 3.6 Design aspects

e SD 4.5.5.2 Stage 2—Requirements
and strategy

e 11.6.2 Sensitive system isolation

e 12.1.1 Security requirements
analysis and specification
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoeiT 4.1 Domain: Acquire and Implement (Al) (cont.)

CosiT 4.1 Control Objective

A1 Identify Automated Solutions (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al1.3 Feasibility study and formulation
of alternative courses of action

e Alternative solutions to satisfying
business requirements assessed by
the business and IT

e SD 3.6.1 Designing service solutions

e SD 3.7.1 Evaluation of alternative
solutions

o ST 3.2.4 Maximise reuse of
established processes and systems

Al1.4 Requirements and feasibility
decision and approval

the correct automated applications.

 Business sponsor’s approval of
requirements, feasible options,
solutions and the acquisition
approach

e SD 3.6.1 Designing service solutions

® 6.1.4 Authorisation process for
information processing facilities

 10.3.2 System acceptance

AI2 Acquire and Maintain Application Software

Applications are made available in line with business requirements. This process covers the design of the applications, the proper inclusion of application controls
and security requirements, and the development and configuration in line with standards. This allows organisations to properly support business operations with

CoaiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al2.1 High-level design

¢ Translation of business requirements
to high-level design for acquisition

e Alignment with technological
direction and information
architecture

e SD 3.6.1 Designing service solutions

e SD 3.6.3 Designing technology
architectures

Al2.2 Detailed design

e Technical design and application
requirements

o Criteria for acceptance

® 5SS 8.2 Service interfaces

e SD 4.2.5.2 Determine, document
and agree requirements for new
services and produce service level
requirements (SLR)

e SD 5.3 Application management

Al2.3 Application control and
auditability

 Business controls with automated
application controls for accurate,
complete, authorised and auditable
processing

¢ 10.10.1 Audit logging

¢ 10.10.5 Fault logging

¢ 12.2.1 Input data validation

¢ 12.2.2 Gontrol of internal
processing

¢ 12.2.3 Message integrity

¢ 12.2.4 Qutput data validation

¢ 13.2.3 Collection of evidence

¢ 15.3.1 Information systems
audit controls

¢ 15.3.2 Protection of information
systems audit tools
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoeiT 4.1 Domain: Acquire and Implement (Al) (cont.)

CoBiT 4.1 Control Objective

AlI2 Acquire and Maintain Application Software (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al2.4 Application security and
availability

o Security and availability
requirements addressed

e SD 3.6.1 Designing service solutions

® S0 4.4.5.11 Errors detected in the
development environment

¢ 6.1.4 Authorisation process for
information processing facilities

¢ 7.2.1 Classification guidelines
¢ 10.3.2 System acceptance
¢ 11.6.2 Sensitive system isolation

¢ 12.1.1 Security requirements
analysis and specification

¢ 12.2.3 Message integrity

¢ 12.3.1 Policy on the use of
cryptographic controls

¢ 12.4.3 Access control to program
source code

¢ 12.5.2 Technical review of
applications after operating
system changes

¢ 12.5.4 Information leakage

¢ 15.3.2 Protection of information
systems audit tools

AI2.5 Configuration and
implementation of acquired
application software

e Configuration of acquired software
packages

e 12.5.3 Restrictions on changes to
software packages

Al2.6 Major upgrades to existing
systems

e Applying similar development
process when making major
changes

e 12.5.1 Change control procedures

AI2.7 Development of application
software

e Developing functionality in
accordance with design, standards
and QA requirements

e Legal and contractual requirements
followed by third-party developers

e SD 3.7.3 Develop the service
solution

e 12.5.5 Outsourced software
development

AI2.8 Software quality assurance

¢ QA plan to obtain quality per the
requirement and quality policy

¢ 10.3.2 System acceptance

AI2.9 Applications requirements
management

 Tracking status of all requirements
through change management
process

o ST 3.2.6 Establish and maintain
relationships with stakeholders

o ST 3.2.10 Anticipate and manage
course corrections

AI2.10 Application software
maintenance

e Strategy and plan for software
maintenance

AI3 Acquire and Maintain Technology Infrastructure

Organisations have processes for the acquisition, implementation and upgrade of the technology infrastructure. This requires a planned approach to acquisition,
maintenance and protection of infrastructure in line with agreed-upon technology strategies and the provision of development and test environments. This ensures
that there is ongoing technological support for business applications.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

A13.1 Technological infrastructure
acquisition plan

e Acquisition, implementation and
maintenance plan for infrastructure,
aligned with business need and
technological direction

e SD 3.6.3 Designing technology
architectures

AI3.2 Infrastructure resource
protection and availability

e Protection of resources using
security and auditability measures

e Use of sensitive infrastructure

e SD 4.6.5.1 Security controls

® S0 5.4 Server management and
support

e 12.1.1 Security requirements
analysis and specification
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoeiT 4.1 Domain: Acquire and Implement (Al) (cont.)

CosiT 4.1 Control Objective

AI3 Acquire and Maintain Technology Infrastructure (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

AI3.3 Infrastructure maintenance

e Change control, patch management,
upgrade strategies and security
requirements

¢ S0 5.4 Server management
and support

¢ S0 5.5 Network management
¢ S0 5.7 Database administration
¢ S0 5.8 Directory services

® 9.1.5 Working in secure areas
 9.2.4 Equipment maintenance

e 12.4.2 Protection of system
test data

e 12.5.2 Technical review of

® ST 4.5.5.7 Test clean up and closure
e ST 4.5.7 Information management

management applications after operating system
* S0 5.9 Desktop support changes
¢ S0 5.10 Middleware management e 12.6.1 Control of technical
« S0 5.1 Internet/web vulnerabilities
management
Al3.4 Feasibility test environment ¢ Development and test environments; | e ST 4.4.5.1 Planning e 10.1.4 Separation of development,
feasibility and integration tests o ST 4.4.5.2 Preparation for build, test and operational facilities
test and deployment
® ST 4.4.5.3 Build and test

Al4 Enable Operation and Use

Knowledge about new systems is made available. This process requires the production of documentation and manuals for users and IT, and provides training to
ensure the proper use and operation of applications and infrastructure.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al4.1 Planning for operational
solutions

e |dentification and planning of all
technical, operational and usage
aspects of solutions

¢ SD 3.6.1 Designing service
solutions

¢ ST 3.2.5 Align service transition
plans with the business needs

¢ ST 3.2.9 Plan release and
deployment packages

¢ ST 4.4.5.1 Planning

ST 4.4.5.2 Preparation for build,
test and deployment

© ST 4.4.5.5 Plan and prepare for
deployment

Al4.2 Knowledge transfer to business
management

e Enable ownership, delivery, quality
and internal control of solution

e ST 3.2.5 Align service transition
plans with the business needs

o ST 4.7 Knowledge management

Al4.3 Knowledge transfer to end users

¢ End-user knowledge and skills for
use as part of business processes

o ST 3.2.8 Provide systems for
knowledge transfer and decision
support

¢ ST 4.4.5.8 Early life support

¢ ST 4.7 Knowledge management

Al4.4 Knowledge transfer to operations
and support staff

e Knowledge and skills to enable
operation and support of systems
and infrastructure

o ST 3.2.8 Provide systems for
knowledge transfer and decision
support

¢ ST 4.4.5.5 Plan and prepare for
deployment

¢ ST 4.7 Knowledge management

¢ SO 3.7 Documentation

¢ S0 4.4.5.11 Errors detected in the
development environment

¢ S0 4.6.6 Knowledge management
(as operational activities)

¢ 10.1.1 Documented operating
procedures

 10.3.2 System acceptance

 10.7.4 Security of system
documentation

e 13.2.2 Learning from information
security incidents

© 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.

39




Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoeiT 4.1 Domain: Acquire and Implement (Al) (cont.)

AI5 Procure IT Resources

timely and cost-effective manner.

IT resources, including people, hardware, software and services, need to be procured. This requires the definition and enforcement of procurement procedures,
the selection of vendors, the setup of contractual arrangements, and the acquisition itself. Doing so ensures that the organisation has all required IT resources in a

CoaiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al5.1 Procurement control

e Standards and procedures aligned to
enterprise procurement process

e SD 3.7.2 Procurement of the
preferred solution

® 6.1.5 Confidentiality agreements

Al5.2 Supplier contract management

¢ Contract initiation and life cycle
management

e SD 4.2.5.9 Develop contracts and
relationships

e SD 4.7.5.3 Establishing new
suppliers and contracts

* 6.1.5 Confidentiality agreements

 6.2.3 Addressing security in third-
party agreements

e 10.8.2 Exchange agreements

e 12.5.5 Qutsourced software
development

Al5.3 Supplier selection

e Fair and formal selection process
o Viable best fit to requirements

¢ SD 3.7.1 Evaluation of alternative
solutions

¢ SD 4.7.5.3 Establishing new
suppliers and contracts

¢ SD App | Example contents of a
statement of requirement (SoR)
and/or invitation to tender (ITT)

Al5.4 IT resources acquisition

integrity of the production environment.

e Protection of enterprise interests in
contractual agreements

¢ Rights and obligations of all parties

¢ SD 3.7.2 Procurement of the
preferred solution

Al6 Manage Changes

All changes, including emergency maintenance and patches, relating to infrastructure and applications within the production environment are formally managed
in a controlled manner. Changes (including those to procedures, processes, system and service parameters) are logged, assessed and authorised prior to
implementation and reviewed against planned outcomes following implementation. This assures mitigation of the risks of negatively impacting the stability or

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al6.1 Change standards and
procedures

¢ Formal change management
procedures

e Standardised approach

¢ SD 3.2 Balanced design

¢ SD 3.7 The subsequent design
activities

¢ ST 3.2 Policies for service
transition

o ST 3.2.1 Define and implement
a formal policy for service
transition

¢ ST 3.2.2 Implement all changes
to services through service
transition

e ST 3.2.7 Establish effective
controls and disciplines

¢ ST 4.1 Transition planning
and support

¢ ST 4.1.4 Policies, principles and
basic concepts

¢ ST 4.2 Change management

e 10.1.2 Change management

e 12.5.3 Restrictions on changes to
software packages
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Acquire and Implement (Al) (cont.)
Al6 Manage Changes (cont.)

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al6.1 Change standards and
procedures (cont.)

¢ ST 4.2.6.1 Normal change
procedure

¢ ST 5 Service transition common
operation activities

¢ ST 6 Organising for service
transition

¢ ST 6.3 Organisation models to
support service transition

¢ ST 6.4 Service transition
relationship with other life cycle
stages

¢ S0 4.6.1 Change management
(as operational activities)

AI6.2 Impact assessment, prioritisation
and authorisation

e Assessing impact, categorising,
prioritising and authorising

¢ ST 4.2.6.2 Create and record
requests for change

¢ ST 4.2.6.3 Review the request
for change

¢ ST 4.2.6.4 Assess and evaluate
the change

¢ ST 4.2.6.5 Authorising the change

¢ ST 4.2.6.6 Co-ordinating change
implementation

¢ ST 4.2.6.8 Change advisory board
ST 4.6 Evaluation

¢ S0 4.3.5.1 Menu selection

¢ S0 4.3.5.2 Financial approval

¢ S0 4.3.5.3 Other approval

e 10.1.2 Change management

e 12.5.1 Change control procedures

o 12.5.3 Restrictions on changes to
software packages

® 12.6.1 Control of technical
vulnerabilities

Al6.3 Emergency changes

e Process for defining, raising, testing,
documenting, assessing and
authorising emergency changes

¢ ST 4.2.6.9 Emergency changes

e 10.1.2 Change management

e 11.5.4 Use of system utilities

e 12.5.1 Change control procedures

o 12.5.3 Restrictions on changes to
software packages

® 12.6.1 Control of technical
vulnerabilities

Al6.4 Change status tracking and
reporting

e Tracking and reporting of all
changes—rejected, approved,
in-process and completed

o ST 3.2.13 Assure the quality of
the new or changed service

o ST 3.2.14 Proactively improve
quality during service transition

¢ ST 4.1.5.3 Planning and
co-ordinating service transition

* ST 4.1.6 Provide transition

e 10.1.2 Change management

¢ ST 4.2.6.7 Review and close
change record

* ST 4.4.5.10 Review and close
service transition

* ST 4.4.5.9 Review and close
a deployment

¢ S0 4.3.5.5 Closure

process support
Al6.5 Change closure and e Change implementation and ¢ ST 4.2.6.4 Assess and evaluate e 10.1.2 Change management
documentation documentation updates the change
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoeiT 4.1 Domain: Acquire and Implement (Al) (cont.)

Al7 Install and Accredit Solutions and Changes

New systems need to be made operational once development is complete. This requires proper testing in a dedicated environment with relevant test data,
definition of rollout and migration instructions, release planning and actual promotion to production, and a post-implementation review. This assures that
operational systems are in line with the agreed-upon expectations and outcomes.

CoaiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

AI7.1 Training

e Training of users and operations in
accordance with implementation
plan

¢ ST 4.4.5.2 Preparation for build,
test and deployment

e 8.2.2 Information security
awareness, education and training

Al7.2 Test plan

e Test plan defining roles and
responsibilities

¢ ST 4.5.5.1 Validation and test
management

¢ ST 4.5.5.2 Plan and design test

o ST 4.5.5.3 Verify test plan and
test design

o ST 4.5.5.4 Prepare test
environment

e 12.5.1 Change control procedures

e 12.5.2 Technical review of
applications after operating
system changes

Al7.3 Implementation plan

¢ [mplementation plan including
fallback and backout strategies

¢ ST 3.2.9 Plan release and
deployment packages

¢ ST 4.1.5.2 Preparation for service
transition

e ST 4.4.5.2 Preparation for build,
test and deployment

¢ ST 4.4.5.3 Build and test

¢ ST 4.4.5.4 Service testing and
pilots

¢ ST 4.4.5.5 Plan and prepare for
deployment

Al7.4 Test environment

e Secure test environment based on
operational conditions

o ST 3.2.14 Proactively improve
quality during service transition

® ST 4.4.5.2 Preparation for build, test
and deployment

® ST 4.4.5.3 Build and test

® ST 4.4.5.4 Service testing and pilots

* 10.1.4 Separation of development,
test and operational facilities

e 12.4.3 Access control to program
source code

e 12.5.2 Technical review of
applications after operating
system changes

Al7.5 System and data conversion

e Data conversion and infrastructure
migration

Al7.6 Testing of changes

¢ Independently testing changes prior
to migration

® ST 3.2.14 Proactively improve
quality during service transition

o ST 4.4.5.4 Service testing and pilots
® ST 4.5.5.5 Perform tests

o ST 4.5.5.6 Evaluate exit criteria and
report

® 6.1.4 Authorisation process for
information processing facilities

e 12.4.3 Access control to program
source code

e 12.5.2 Technical review of
applications after operating
system changes

Al7.7 Final acceptance test

 Business process owners and
stakeholders evaluating outcome of
testing

o ST 4.4.5.4 Service testing and pilots
® ST 4.5.5.5 Perform tests

o ST 4.5.5.6 Evaluate exit criteria
and report

¢ 10.3.2 System acceptance

e 12.5.2 Technical review of
applications after operating
system changes

e 12.5.4 Information leakage

Al7.8 Promotion to production

e Controlled handover to operations,
software distribution, parallel
processing

¢ ST 4.4.5.5 Plan and prepare for
deployment

ST 4.4.5.6 Perform transfer,
deployment and retirement

¢ S0 4.3.5.4 Fulfilment
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CoeiT 4.1 Domain: Acquire and Implement (Al) (cont.)

CoBiT 4.1 Control Objective

Al7 Install and Accredit Solutions and Changes (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

Al7.9 Post-implementation review

e Evaluating whether objectives have
been met and benefits realised

e Action plan to address issues

e ST 3.2.13 Assure the quality of the
new or changed service

¢ ST 4.1.5.3 Planning and
co-ordinating service transition

¢ ST 4.4.5.10 Review and close
service transition

o ST 4.4.5.7 Verify deployment

¢ ST 4.4.5.9 Review and close a
deployment

¢ ST 4.6 Evaluation

¢ S0 4.3.5.5 Closure

CosiT 4.1 Domain: Deliver and Support (DS)

DS1 Define and Manage Service Levels

Effective communication between IT management and business customers regarding services required is enabled by a documented definition of and agreement
on IT services and service levels. This process also includes monitoring and timely reporting to stakeholders on the accomplishment of service levels. This process
enables alignment between IT services and the related business requirements.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS1 Service level management
framework

e Formal service level management
process and continuous alignment
to business requirements

e Facilitating common understanding
between customer and provider

¢ SS 2.6 Functions and processes
across the life cycle

¢ SS 4.3 Develop strategic assets

¢ SS 4.4 Prepare for execution

¢ SS 7.2 Strategy and design

¢ SS 7.3 Strategy and transitions

¢ SS 7.5 Strategy and improvement

¢ SD 4.2.5.1 Designing SLA
frameworks

¢ SD 4.2.5.9 Develop contracts
and relationships

e 10.2.1 Service delivery

DS1.2 Definition of services

o Services defined based on service
characteristics and business
requirements in a service catalogue

 SS 4.2 Develop the offerings
 SS 4.3 Develop strategic assets

¢ SS 5.4 Service portfolio
management methods

 SS 5.5 Demand management

 SS 7.2 Strategy and design

¢ SS 7.3 Strategy and transitions

 SS 7.4 Strategy and operations

e §S 7.5 Strategy and improvement

 SS 8.2 Service interfaces

 SD 3 Service design principles

¢ SD 3.1 Goals

¢ SD 3.2 Balanced design

¢ SD 3.4 Identifying and
documenting business
requirements and drivers

¢ SD 3.5 Design activities

¢ SD 3.6 Design aspects

¢ SD 4.1 Service catalogue
management

e 10.2.1 Service delivery
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CoBiT 4.1 Control Objective

DS1 Define and Manage Service Levels (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS1.3 Service level agreements

e Defining SLAs based on customer
requirements and IT capabilities

e Service metrics, roles and
responsibilities

¢ SD 4.2.5.2 Determine, document
and agree upon requirements for
new services and produce SLR

* SD App F Sample SLA and
operating level agreement (OLA)

e 10.2.1 Service delivery

DS1.4 Qperating level agreements

¢ Definition of technical delivery to

¢ SD 4.2.5.5 Review and revise

¢ SD 4.2.5.6 Produce service reports

¢ SD 4.2.5.7 Conduct service reviews
and instigate improvements within
an overall SI0

¢ SD 4.2.5.10 Complaints and
compliments

* SD 4.3.8 Information management

¢ GSI 4.2 Service reporting

¢ CSI 4.3 Service measurement

support the SLA(s) underpinning agreements and
service scope
* SD App F Sample SLA and OLA
DS1.5 Monitoring and reporting of e Continuous monitoring of service ¢ SS 5.3 Service portfolio © 10.2.2 Monitoring and review of
service level achievements performance management third-party services
¢ SD 4.2.5.3 Monitor service ® 10.2.3 Managing changes to third-
performance against SLA party services

DS1.6 Review of service level
agreements and contracts

non-performing suppliers.

® Regular review of SLAs and
underpinning contracts for
effectiveness and being up to date

¢ SD 4.2.5.4 Collate, measure and
improve customer satisfaction

¢ SD 4.2.5.5 Review and revise
underpinning agreements and
service scope

¢ SD 4.2.5.8 Review and revise SLAs,
service scope and underpinning
agreements

DS2 Manage Third-party Services

The need to assure that services provided by third parties (suppliers, vendors and partners) meet business requirements requires an effective third-party
management process. This process is accomplished by clearly defining the roles, responsibilities and expectations in third-party agreements as well as reviewing
and monitoring such agreements for effectiveness and compliance. Effective management of third-party services minimises the business risk associated with

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS2.1 Identification of all supplier
relationships

e Categorising services according
to supplier type, significance and
criticality

¢ SS 7.3 Strategy and transitions

¢ SD 4.7.5.1 Evaluation of new
suppliers and contracts

¢ SD 4.7.5.2 Supplier categorisation
and maintenance of the supplier
and contracts database (SCD)

e 6.2.1 Identification of risks related to
external parties
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CoBiT 4.1 Control Objective

DS2 Manage Third-party Services (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS2.2 Supplier relationship
management

e Ljaising with regard to customer and
supplier issues

e Trust and transparency

¢ SD 4.2.5.9 Develop contracts and
relationships

¢ SD 4.7.5.2 Supplier categorisation
and maintenance of the supplier
and contracts database (SCD)

¢ SD 4.7.5.4 Supplier and contract
management and performance

¢ SD 4.7.5.5 Contract renewal and/
or termination

® 6.2.3 Addressing security in third-
party agreements

© 10.2.3 Managing changes to third-
party services

e 15.1.4 Data protection and privacy
of personal information

DS2.3 Supplier risk management

* Risk identification, contract
conformance and supplier viability

¢ SD 4.7.5.3 Establishing new
suppliers and contracts

¢ SD 4.7.5.5 Gontract renewal and/
or termination

e 6.2.1 Identification of risks related to
external parties

® 6.2.3 Addressing security in third-
party agreements

© 8.1.2 Screening

® 8.1.3 Terms and conditions of
employment

® 10.2.3 Manage changes to third-
party services

® 10.8.2 Exchange agreements

DS2.4 Supplier performance
monitoring

e Meeting business requirements,
adherence to contract and
competitive performance

¢ SD 4.7.5.4 Supplier and contract
management and performance

® 6.2.3 Addressing security in third-
party agreements

e 10.2.1 Service delivery

e 10.2.2 Monitoring and review of
third-party services

e 12.4.2 Protection of system
test data

e 12.5.5 Outsourced software
development

DS3 Manage Performance and Capacity

The need to manage performance and capacity of IT resources requires a process to periodically review current performance and capacity of IT resources. This
process includes forecasting future needs based on workload, storage and contingency requirements. This process provides assurance that information resources
supporting business requirements are continually available.

CoBiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS3.1 Performance and capacity
planning

e Ensuring capacity and performance
are available to meet SLAs

¢ SD 4.3.5.1 Business capacity
management

¢ SD App J The typical contents of
a capacity plan
¢ CSI 5.6.2 Capacity management

® 10.3.1 Capacity management

DS3.2 Current performance and
capacity

o Assessment of current performance
and capacity

¢ SD 4.3.5.2 Service capacity
management

¢ SD 4.3.5.3 Component capacity
management

¢ S0 4.1.5.2 Event notification
¢ S0 4.1.5.3 Event detection

¢ S0 5.4 Server management and
support

¢ GSI 4.3 Service measurement

® 10.3.1 Capacity management
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CoBiT 4.1 Control Objective

DS3 Manage Performance and Capacity (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS3.3 Future performance and
capacity

e Forecasting of resource
requirements

o Workload trends

¢ SD 4.3.5.1 Business capacity
management

¢ SD 4.3.5.2 Service capacity
management

¢ SD 4.3.5.3 Gomponent capacity
management

¢ SD 4.3.5.7 Modelling and trending
¢ SD 4.3.8 Information management

© 10.3.1 Capacity management

DS3.4 IT resources availability

e Provision of resources,
contingencies, fault tolerance and
resource prioritisation

¢ SD 4.3.5.3 Gomponent capacity
management

¢ SD 4.3.5.4 The underpinning
activities of capacity
management

¢ SD 4.4 Availability management

¢ SD 4.4.5.1 The reactive activities
of availability management

¢ SD 4.4.5.2 The proactive activities
of availability management

¢ S0 4.6.5 Availability management
(as operational activities)

¢ GSI 5.6.1 Availability management

DS3.5 Monitoring and reporting

functions and processes.

¢ Maintaining and tuning performance
and capacity, and reporting service
availability to the business

¢ SD 4.3.5.4 The underpinning
activities of capacity
management

¢ SD 4.3.5.5 Threshold management
and control

¢ SD 4.3.5.6 Demand management

¢ SD 4.4.5.1 The reactive activities
of availability management

DS4 Ensure Continuous Service

The need for providing continuous IT services requires developing, maintaining and testing IT continuity plans, utilising offsite backup storage and providing
periodic continuity plan training. An effective continuous service process minimises the probability and impact of a major IT service interruption on key business

CoeiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS4.1 IT continuity framework

e Enterprisewide consistent approach
to continuity management

e SD 4.5 IT service continuity
management
® SD 4.5.5.1 Stage 1—Initiation

e (Sl 5.6.3 IT Service continuity
management

¢ 6.1.6 Contact with authorities

¢ 6.1.7 Contact with special
interest groups

¢ 14.1.1 Including information
security in the business
continuity management process

¢ 14.1.2 Business continuity and
risk assessment

¢ 14.1.4 Business continuity
planning framework

DS4.2 IT continuity plans

e Individual continuity plans based on
framework

¢ Business impact analysis

* Resilience, alternative processing
and recovery

¢ SD 4.5.5.2 Stage 2—
Requirements and strategy

¢ SD 4.5.5.3 Stage 3—
Implementation

* SD App K The typical contents of
a recovery plan

® 6.1.6 Contact with authorities

e 6.1.7 Contact with special
interest groups

© 14.1.3 Developing and implementing
continuity plans including
information security
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

DS4 Ensure Continuous Service (cont.)

ISO/IEC 27002:2005
CoBiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
DS4.3 Critical IT resources e Focus on critical infrastructure, e SD 4.4.5.2 The proactive activities ® 14.1.1 Including information
resilience and prioritisation of availability management security in the business continuity
¢ Response for different time periods | e SD 4.5.5.4 Stage 4—O0ngoing management process
operation ® 14.1.2 Business continuity and risk
assessment
e Changing control to reflect ¢ SD 4.5.5.4 Stage 4—0ngoing ¢ 14.1.5 Testing, maintaining and
DS4.4 Maintenance of the IT continuity changing business requirements operation reassessing business continuity
plan plans
DS4.5 Testing of the IT continuity plan | e Regular testing ¢ SD 4.5.5.3 Stage 3— ¢ 14.1.5 Testing, maintaining and
« Implementing action plan Implementation reassessing business continuity
« SD 4.5.5.4 Stage 4—0ngoing plans
operation
DS4.6 IT continuity plan training * Regular training for all concerned ¢ SD 4.5.5.3 Stage 3— ¢ 14.1.5 Testing, maintaining and
parties Implementation reassessing business continuity
* SD 4.5.5.4 Stage 4—0ngoing plans
operation
DS4.7 Distribution of the IT continuity | e Proper and secure distribution to all | e SD 4.5.5.3 Stage 3— ¢ 14.1.5 Testing, maintaining and
plan authorised parties Implementation reassessing business continuity
* SD 4.5,5.4 Stage 4—0ngoing plans
operation
DS4.8 IT services recovery and e Planning for period when IT is ¢ SD 4.4.5.2 The proactive activities | e 74.1.1 Including information
resumption recovering and resuming services of availability management security in the business continuity
e Business understanding and ¢ SD 4.5.5.4 Stage 4—0ngoing management process
investment support operation ® 14.1.3 Maintain or restore
operations and ensure availability
of information
DS4.9 Offsite backup storage e (Qffsite storage of all critical media, | ® SD 4.5.5.2 Stage 2— e 10.5.1 Information backup
documentation and resources Requirements and strategy
needed in collaboration with ¢S05.2.3 Backup and restore
business process owners
DS4.10 Post-resumption review ¢ Regular management assessment e SD 4.5.5.3 Stage 3— ® 14.1.5 Testing, maintaining and
of plans Implementation reassessing business continuity
e SD 4.5.5.4 Stage 4—0ngoing plans
operation
The need to maintain the integrity of information and protect IT assets requires a security management process. This process includes establishing and
maintaining IT security roles and responsibilties, policies, standards, and procedures. Security management also includes performing security monitoring and
periodic testing and implementing corrective actions for identified security weaknesses or incidents. Effective security management protects all IT assets to
minimise the business impact of security vulnerabilities and incidents.
ISO/IEC 27002:2005
CosiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
DS5.1 Management of IT security e High-level placement of security ® SD 4.6 Information security ¢ 6.1.1 Management commitment
management to meet business management to information security
needs S0 5.13 Information security ¢ 6.1.2 Information security
management and service operation co-ordination
¢ 6.2.3 Addressing security in third-
party agreements
¢ 8.2.2 Information security
awareness, education and
training
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CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CoBiT 4.1 Control Objective

DS5 Ensure Systems Security (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS5.2 IT security plan

¢ Translation of business, risk and
compliance requirements into a
security plan

e SD 4.6.4 Policies/principles/basic
concepts

e SD 4.6.5.1 Security controls (high-
level coverage, not in detail)

¢ 5.1.1 Information security policy
document

¢ 5.1.2 Review of the information
security policy

¢ 6.1.2 Information security
co-ordination

¢ 6.1.5 Confidentiality agreements

¢ 8.2.2 Information security
awareness, education and
training

¢ 11.1.1 Access control policy

¢ 11.7.1 Mobile computing and
communications

¢ 11.7.2 Teleworking

DS5.3 Identity management

e |dentification of all users (internal,
external and temporary) and their
activity

® S0 4.5 Access management

¢ 11.2.3 User password management
¢ 11.3.1 Password use

¢ 11.4.1 Policy on use of network
services

¢ 11.5.1 Secure logon procedures

¢ 11.5.2 User identification and
authentication

¢ 11.5.3 Password management
system

¢ 11.5.5 Session time-out

¢ 11.5.6 Limitation of connection
time

¢ 11.6.1 Information access
restriction

DS5.4 User account management

e Life cycle management of user
accounts and access privileges

® S0 4.5 Access management

© S0 4.5.5.1 Requesting access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

© S0 4.5.5.4 Monitoring identity status

© S0 4.5.5.5 Logging and tracking
access

© S0 4.5.5.6 Removing or restricting
rights

¢ 6.1.5 Confidentiality agreements

¢ 6.2.1 Identification of risks
related to external parties

¢ 6.2.2 Addressing security when
dealing with customers

¢ 8.1.1 Roles and responsibilities

¢ 8.3.1 Termination responsibilities

* 8.3.3 Removal of access rights

¢ 10.1.3 Segregation of duties

¢ 11.1.1 Access control policy

¢ 11.2.1 User registration

¢ 11.2.2 Privilege management

¢ 11.2.4 Review of user access
rights

¢ 11.3.1 Password use

¢ 11.5.1 Secure logon procedures

¢ 11.5.3 Password management
system

¢ 11.6.1 Information access
restriction
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CoBiT 4.1 Control Objective

DS5 Ensure Systems Security (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS5.5 Security testing, surveillance
and monitoring

® Proactive testing of security
implementation

* Timely accreditation
e Timely reporting of unusual events

© S0 4.5.5.6 Removing or restricting
rights

© S0 5.13 Information security
management and service operation

¢ 6.1.8 Independent review of
information security

¢ 10.10.2 Monitoring system use

* 10.10.3 Protection of log
information

¢ 10.10.4 Administrator and
operator logs

¢ 12.6.1 Control of technical
vulnerabilities

¢ 13.1.2 Reporting security
weaknesses

¢ 15.2.2 Technical compliance
checking

¢ 15.3.1 Information systems
audit controls

DS5.6 Security incident definition

e Definition and classification of
security incident characteristics

¢ SD 4.6.5.1 Security controls (high-
level coverage, not in detail)

¢ SD 4.6.5.2 Management of
security breaches and incidents

¢ 8.2.3 Disciplinary process

¢ 13.1.1 Reporting information
security events

¢ 13.1.2 Reporting security
weaknesses

¢ 13.2.1 Responsibilities and
procedures

¢ 13.2.3 Collection of evidence

DS5.7 Protection of security
technology

e Resistance to tampering

® S0 5.4 Server management and
support

¢ 6.1.4 Authorisation process for
information processing facilities

¢ 9.1.6 Public access, delivery and
loading areas

¢ 9.2.1 Equipment siting and
protection

¢ 9.2.3 Cabling security
¢ 10.6.2 Security of network services

¢ 10.7.4 Security of system
documentation

¢ 10.10.1 Audit logging

¢ 10.10.3 Protection of log
information

¢ 10.10.4 Administrator and
operator logs

¢ 10.10.5 Fault logging

¢ 10.10.6 Clock synchronisation

¢ 11.3.2 Unattended user equipment

¢ 11.3.3 Clear desk and clear screen
policy

¢ 11.4.3 Equipment identification
in networks

¢ 11.4.4 Remote diagnostic and
configuration port protection
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

DS5 Ensure Systems Security (cont.)

ISO/IEC 27002:2005
CosiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
DS5.7 Protection of security ¢ 11.5.1 Secure logon procedures
technology (cont.) * 11.5.4 Use of system utilities

¢ 11.5.5 Session time-out

¢ 11.5.6 Limitation of connection
time

¢ 11.6.2 Sensitive system isolation

¢ 11.7.1 Mobile computing and
communications

¢ 11.7.2 Teleworking

¢ 12.4.1 Control of operational
software

¢ 12.6.1 Control of technical
vulnerabilities

¢ 13.1.2 Reporting security
weaknesses

¢ 13.2.3 Collection of evidence

¢ 15.2.2 Technical compliance
checking

¢ 15.3.2 Protection of information
systems audit tools

DS5.8 Cryptographic key management | e Life-cycle management of ¢ 10.8.4 Electronic messaging
cryptographic keys * 12.2.3 Message integrity

¢ 12.3.1 Policy on the use of
cryptographic controls

¢ 12.3.2 Key management

¢ 15.1.6 Regulation of
cryptographic controls

DS5.9 Malicious software prevention, | e Up-to-date patches, virus controls ¢ 10.4.1 Controls against malicious
detection and correction and protection from malware code
¢ 10.4.2 Controls against mobile
code
DS5.10 Network security e Controls to authorise access and ® S0 5.5 Network management ¢ 6.2.1 Identification of risks
information flows from and to related to external parties
networks ¢ 10.6.1 Network controls
¢ 10.6.2 Security of network
services
¢ 11.4.1 Policy on use of network
services

¢ 11.4.2 User authentication for
external connections

¢ 11.4.3 Equipment identification in
networks

¢ 11.4.4 Remote diagnostic and
configuration port protection

¢ 11.4.5 Segregation in networks

¢ 11.4.6 Network connection
control

¢ 11.4.7 Network routing control
¢ 11.6.2 Sensitive system isolation
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CoBiT 4.1 Control Objective

DS5 Ensure Systems Security (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS5.11 Exchange of sensitive data

¢ Trusted path and authentication
controls, proof of receipt and
non-repudiation

DS6 Identify and Attribute Costs

¢ 6.1.5 Confidentiality agreements

¢ 6.2.1 Identification of risks
related to external parties

¢ 10.8.1 Information exchange
policies and procedures

¢ 10.8.2 Exchange agreements

¢ 10.8.3 Physical media in transit
¢ 10.8.4 Electronic messaging

¢ 10.9.1 Electronic commerce

¢ 11.4.2 User authentication for
external connections

The need for a fair and equitable system of allocating IT costs to the business requires accurate measurement of IT costs and agreement with business users on
fair allocation. This process includes building and operating a system to capture, allocate and report IT costs to the users of services. A fair system of allocation
enables the business to make more informed decisions regarding the use of IT services.

CoeiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS6.1 Definition of services

o |dentification of all costs linked to
IT services and associated business
processes

¢ SS 5.1 Financial management

¢ SD 4.1 Service catalogue
management

DS6.2 IT accounting

e Allocation of costs according to
enterprise cost model

¢ SS 5.1 Financial management

DS6.3 Cost modelling and charging

e |T costing models based on service
definitions, and charge-back process

¢ SS 5.1 Financial management
¢ §S 7.2 Strategy and design

DS6.4 Cost model maintenance

© Regular review and benchmark of
cost/recharge model

¢ SS 5.1 Financial management

DS7 Educate and Train Users

Effective education of all users of IT systems, including those within IT, requires identifying the training needs of each user group. In addition to identifying needs,
this process includes defining and executing a strategy for effective training and measuring the results. An effective training programme increases effective use of
technology by reducing user errors, increasing productivity and increasing compliance with key controls, such as user security measures.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS7.1 Identification of education and
training needs

e Training curriculum for each group
of employees

© S0 5.13 Information security
management and service operation

© S0 5.14 Improvement of operational
activities

¢ 8.2.2 Information security
awareness, education and
training

DS7.2 Delivery of training and
education

e |dentifying and appointing trainers
* Training schedule

e 8.2.2 Information security
awareness, education and training

DS7.3 Evaluation of training received

e Evaluating training delivery and
future improvement
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

effective reporting.

DS8 Manage Service Desk and Incidents

Timely and effective response to IT user queries and problems requires a well-designed and well-executed service desk and incident management process. This
process includes setting up a service desk function with registration, incident escalation, trend and root cause analysis, and resolution. The business benefits
include increased productivity through quick resolution of user queries. In addition, the business can address root causes (such as poor user training) through

CoBiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS8.1 Service desk

e User interface
e Call handling

¢ Incident classification and
prioritisation based on services and
SLAs

¢ SO 4.1 Event management
¢ S0 4.2 Incident management
¢ S0 6.2 Service desk

® 14.1.4 Business continuity planning
framework

DS8.2 Registration of customer
queries

e [ ogging and tracking of all calls,
incidents, service requests and
information needs

¢ S0 4.1.5.3 Event detection

¢ S0 4.1.5.4 Event filtering

¢ S0 4.1.5.5 Significance of events
¢ S0 4.1.5.6 Event correlation

¢ S0 4.1.5.7 Trigger

¢ S0 4.2.5.1 Incident identification
¢ S0 4.2.5.2 Incident logging

¢ S0 4.2.5.3 Incident categorisation
¢ S0 4.2.5.4 Incident prioritisation
¢ S0 4.2.5.5 Initial diagnosis

¢ S0 4.3.5.1 Menu selection

® 13.1.1 Reporting information
security events

© 13.1.2 Reporting security
weaknesses can be added as they
pertain to event identification

e 13.2.1 Responsibilities and
procedures

® 13.2.3 Collection of evidence

DS8.3 Incident escalation

e |ncident escalation according to
limits in SLAs

¢ S0 4.1.5.8 Response selection

¢ S0 4.2.5.6 Incident escalation

¢ S0 4.2.5.7 Investigation and
diagnosis

¢ S0 4.2.5.8 Resolution and
recovery

¢ S0 5.9 Desktop support

® 13.1.2 Reporting security
weaknesses can be added as they
pertain to event identification

® 13.2.3 Collection of evidence

® 14.1.1 Including information
security in the business continuity
management process

® 14.1.4 Business continuity planning
framework

DS8.4 Incident closure

 Recording of resolved and
unresolved incidents

¢ S0 4.1.5.10 Close event
¢ S0 4.2.5.9 Incident closure

® 13.2.2 Learning from information
security incidents

e 13.2.3 Collection of evidence

DS8.5 Reporting and trend analysis

more quickly.

¢ Reports of service performance and
trends of recurring problems

¢ S0 4.1.5.9 Review and actions

¢ CSI 4.3 Service measurement
(vague)

® 13.2.2 Learning from information
security incidents

DS9 Manage the Configuration

Ensuring the integrity of hardware and software configurations requires the establishment and maintenance of an accurate and complete configuration repository.
This process includes collecting initial configuration information, establishing baselines, verifying and auditing configuration information, and updating the
configuration repository as needed. Effective configuration management facilitates greater system availability, minimises production issues and resolves issues

CoaiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS9.1 Configuration repository and
baseline

 Recording configuration items,
monitoring and recording all assets,
and implementing a baseline for
every system and service as a
change recovery checkpoint

¢ SS 8.2 Service interfaces
¢ ST 4.1.5.2 Prepare for service
transition

¢ ST 4.3.5.2 Management and
planning

e 7.2.2 Information labelling and
handling

e 12.4.1 Control of operational
software

o 12.4.2 Protection of system test
data
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Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CoBiT 4.1 Control Objective

DS9 Manage the Configuration (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS9.2 Identification and maintenance
of configuration items

e Configuration procedures to
support logging of all changes in
configuration database

¢ ST 4.1.5.2 Prepare for service
transition

¢ ST 4.3.5.3 Configuration
identification

¢ ST 4.3.5.4 Configuration control

¢ ST 4.3.5.5 Status accounting and
reporting

e 7.1.1 Inventory of assets

e 7.1.2 Ownership of assets

o 7.2.2 Information labelling
and handling

® 10.7.4 Security of system
documentation

¢ 11.4.3 Equipment identification
in networks

e 12.4.2 Protection of system
test data

e 12.5.3 Restrictions on changes to
software packages

e 12.6.1 Control of technical
vulnerabilities

e 15.1.5 Prevention of misuse of
information processing facilities

DS9.3 Configuration integrity review

e Periodic review of configuration data
integrity

e Control of licensed software and
unauthorised software

¢ ST 4.3.5.6 Verification and audit

¢ S0 5.4 Server management and
support

¢ S0 7 Technology considerations
(especially for licensing,
mentioned in SO 7.1.4)

e 7.1.1 Inventory of assets

® 10.7.4 Security of system
documentation

e 12.5.2 Technical review of
applications after operating system
changes

® 15.1.5 Prevention of misuse of
information processing facilities

DS10 Manage Problems

Effective problem management requires the identification and classification of problems, root cause analysis and resolution of problems. The problem
management process also includes the formulation of recommendations for improvement, maintenance of problem records and review of the status of corrective
actions. An effective problem management process maximises system availability, improves service levels, reduces costs, and improves customer convenience

and satisfaction.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS10.1 Identification and classification
of problems

¢ Problem classification, allocation to
support staff

¢ S0 4.4.5.1 Problem detection

¢ S0 4.4.5.3 Problem categorisation
¢ S0 4.4.5.4 Problem prioritisation
¢ SO App C Kepner and Tregoe

¢ SO App D Ishikawa diagrams

e 13.2.2 Learning from information
security incidents

DS10.2 Problem tracking and
resolution

e Audit trails, tracking and analysis of
root causes of all problems

e |nitiating solutions to address root
causes

¢ S0 4.4.5.2 Problem logging

¢ S0 4.4.5.5 Problem investigation
and diagnosis

¢ S0 4.4.5.6 Work-arounds

¢ S0 4.4.5.7 Raising a known error
record

¢ S0 4.4.5.8 Problem resolution

® 13.2.2 Learning from information
security incidents

DS10.3 Problem closure

e Closure procedures after elimination
of error or alternative approach

¢ S0 4.4.5.9 Problem closure
¢ S0 4.4.5.10 Major problem review

DS10.4 Integration of configuration,
incident and problem management

¢ |ntegration to enable effective
management of problems
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CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

DS11 Manage Data

Effective data management requires identifying data requirements. The data management process also includes the establishment of effective procedures to
manage the media library, backup and recovery of data, and proper disposal of media. Effective data management helps ensure the quality, timeliness and
availability of business data.

ISO/IEC 27002:2005
CosiT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
DS11.1 Business requirements for data | ¢ Input form design e SD 5.2 Data and information  10.8.1 Information exchange policies
management ¢ Minimising errors and omissions management and procedures
e Error-handling procedures

DS11.2 Storage and retention ¢ Document preparation ¢ SD 5.2 Data and information e 10.5.1 Information backup
arrangements * Segregation of duties management e 10.7.1 Management of removable

* S0 5.6 Storage and archive media

 15.1.3 Protection of organisational
records

DS11.3 Media library management e Completeness and accuracy ¢ 10.7.1 Management of removable
system media

¢ 10.7.2 Disposal of media

¢ 12.4.3 Access control to program
source code

DS11.4 Disposal e Detection, reporting and correction © 9.2.6 Secure disposal or reuse
of equipment

¢ 10.7.1 Management of removable

media
¢ 10.7.2 Disposal of media
DS11.5 Backup and restoration e | egal requirements ¢ S0 5.2.3 Backup and restore ¢ 10.5.1 Information backup
* Retrieval and reconstruction
mechanisms

DS11.6 Security requirements for data | e Data input by authorised staff e SD 5.2 Data and information ¢ 10.5.1 Information backup
management management ¢ 10.7.3 Information handling

procedures

¢ 10.8.3 Physical media in transit

¢ 10.8.4 Electronic messaging

¢ 10.8.5 Business information
systems

¢ 12.4.2 Protection of system
test data

¢ 12.4.3 Access control to program
source code

DS12 Manage the Physical Environment

Protection for computer equipment and personnel requires well-designed and well-managed physical facilities. The process of managing the physical environment
includes defining the physical site requirements, selecting appropriate facilities, and designing effective processes for monitoring environmental factors and managing
physical access. Effective management of the physical environment reduces business interruptions from damage to computer equipment and personnel.

ISO/IEC 27002:2005
CoriT 4.1 Control Objective Key Areas ITIL V3 Supporting Information Supporting Information
DS12.1 Site selection and layout * Site selection based on technology ¢ 9.1.1 Physical security perimeter
strategy, risk, legal and regulatory * 9.1.3 Securing offices, rooms and
requirements facilities

¢ 9.1.6 Public access, delivery and
loading areas

DS12.2 Physical security measures ¢ Securing the location, including © S0 App E Detailed description of ¢ 9.1.1 Physical security perimeter
protection from unauthorised facilities management * 9.1.2 Physical entry controls
access, natural risks and power « 9.1.3 Securing offices, rooms and
outages facilities

¢ 9.2.5 Security of equipment off
premises

¢ 9.2.7 Removal of property
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CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

CosiT 4.1 Control Objective

DS12 Manage the Physical Environment (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS12.3 Physical access

e Controlled access to premises by all
parties

® S0 App E Detailed description of
facilities management

® SO App F Physical access control

¢ 6.2.1 Identification of risks related
to external parties

¢ 9.1.2 Physical entry controls

¢ 9.1.5 Working in secure areas

¢ 9.1.6 Public access, delivery and
loading areas

¢ 9.2.5 Security of equipment
off premises

DS12.4 Protection against
environmental factors

¢ Monitoring and control of
environmental factors

* SO App E Detailed description of
facilities management

* 9.1.4 Protecting against external
and environmental threats

¢ 9.2.1 Equipment siting and
protection

¢ 9.2.2 Supporting utilities
¢ 9.2.3 Cabling security

DS12.5 Physical facilities management

IT operating costs.

¢ Management of facilities according
to business, legal and regulatory
requirements

¢ S0 5.12 Facilities and data centre
management

© 9.2.2 Supporting utilities
® 9.2.4 Equipment maintenance

DS13 Manage Operations

Complete and accurate processing of data requires effective management of data processing procedures and diligent maintenance of hardware. This process
includes defining operating policies and procedures for effective management of scheduled processing, protecting sensitive output, monitoring infrastructure
performance and ensuring preventive maintenance of hardware. Effective operations management helps maintain data integrity and reduces business delays and

CoaiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

DS13.1 Operations procedures and
instructions

¢ Procedures and familiarity with
operational tasks

¢ SO 3.7 Documentation

¢ S0 5 Common service operation
activities

¢ SO App B Communication in
service operation

¢ 10.1.1 Documented operating
procedures

e 10.7.4 Security of system
documentation

DS13.2 Job scheduling

e Organisation of job schedules
maximising throughput and
utilisation to meet SLAs

¢ SD 4.3.5.5 Threshold management
and control

¢ SD 4.3.5.6 Demand management
¢ S0 5.2.2 Job scheduling
¢ S0 5.3 Mainframe management

DS13.3 IT infrastructure monitoring

e Monitoring infrastructure for
critical events

e Logging of information to
enable review

¢ SD 4.3.5.4 The underpinning
activities of capacity management

¢ SD 4.3.5.5 Threshold management
and control

¢ S0 4.1 Event management
¢ S0 4.1.5.1 Event occurs
¢ S0 4.1.5.9 Review and actions

¢ S0 5.2.1 Console management/
operations bridge

DS13.4 Sensitive documents and
output devices

e Physical safeguards for sensitive
assets, and negotiable instruments

® S0 5.2.4 Print and output

DS13.5 Preventive maintenance for
hardware

¢ Maintenance to reduce impact of
failures

® S0 5.3 Mainframe management

e S0 5.4 Server management
and support

© 9.2.4 Equipment maintenance
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CosiT 4.1 Domain: Monitor and Evaluate

directions and policies.

ME1 Monitor and Evaluate IT Performance

Effective IT performance management requires a monitoring process. This process includes defining relevant performance indicators, systematic and timely
reporting of performance, and prompt acting upon deviations. Monitoring is needed to make sure that the right things are done and are in line with the set

CoaiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

ME1.1 Monitoring approach

¢ General monitoring framework
e |ntegration with corporate approach

¢ SD 8.5 Measurement of service
design

¢ ST 4.5.5.1 Validation and test
management

¢ S0 3.5 Operational health

e CSI 4.1 The seven-step
improvement process

¢ GSI 4.1a Step one—Define what
you should measure

e CSI 4.1b Step two—Define what
you can measure

¢ GSI 4.1.1 Integration with the
rest of the life cycle stages and
service management processes

¢ CSI 4.1.2 Metrics and
measurement

¢ GSI 4.3 Service measurement

¢ GSI 4.4 Return on investment
for CSI

¢ CSI 4.5 Business questions
for CSI

¢ CSI 5.1 Methods and techniques

¢ CSI 5.2 Assessments

ME1.2 Definition and collection of
monitoring data

e Balanced set of objectives approved
by stakeholders

e Benchmarks, availability and
collection of measurable data

¢ SD 4.2.5.10 Gomplaints and
compliments

¢ CSI 4.1c Step three—Gathering
data

¢ GSI 4.1d Step four—Processing
the data

© 10.10.2 Monitoring system use

ME1.3 Monitoring method

¢ Method for capturing and reporting
results

¢ ST 4.5.5.2 Plan and design test

* ST 4.5.5.3 Verify test plan and
test design

e ST 4.5.5.4 Prepare test
environment

¢ CSl 4.1b Step two—Define what
you can measure

o GSI 4.1f Step six—Presenting and
using the information

¢ CSI 5.4 Measuring and reporting
frameworks

ME1.4 Performance assessment

* Review of performance against
targets

* Remedial actions
* Root cause analysis

¢ SD 4.2.5.7 Conduct service
reviews and instigate
improvements within an
overall SI0

¢ GSI 3 Continual service
improvement principles

 CSI 4.1e Step five—Analysing
the data

¢ GSI 5.3 Benchmarking

¢ GSI 8 Implementing continual
service improvement

56

© 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.




Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

CosiT 4.1 Domain: Monitor and Evaluate (cont.)

CosiT 4.1 Control Objective

ME1 Monitor and Evaluate IT Performance (cont.)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

ME1.5 Board and executive reporting

® Reports of IT’s contribution to the
business for service and investment
portfolios and programmes

e (Sl 4.1f Step six—Presenting and
using the information

e (Sl 4.2 Service reporting

ME1.6 Remedial actions

e Follow-up on and remediation of all
performance issues

¢ GSI 4.1g Step seven—
Implementing corrective action

ME2 Monitor and Evaluate Internal Control

Establishing an effective internal control programme for IT requires a well-defined monitoring process. This process includes the monitoring and reporting of
control exceptions, results of self-assessments and third-party reviews. A key benefit of internal control monitoring is to provide assurance regarding effective and
efficient operations and compliance with applicable laws and regulations.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

ME2.1 Monitoring of internal control
framework

e Continual review and improvement
of internal controls

® 5.1.1 Information security policy
document

e 15.2.1 Compliance with security
policies and standards

ME2.2 Supervisory review

© Review of managerial review
controls

e 5.1.2 Review of the information
security policy

* 6.1.8 Independent review of
information security

® 10.10.2 Monitoring system use

© 10.10.4 Administrator and
operator logs

e 15.2.1 Compliance with security
policies and standards

ME2.3 Control exceptions

e Analysis of control exceptions and
root causes

e 15.2.1 Compliance with security
policies and standards

ME2.4 Control self-assessment

e Evaluation of controls’ effectiveness
through self-assessment

e 15.2.1 Compliance with security
policies and standards

ME2.5 Assurance of internal control

e Third-party reviews to provide
added assurance

® 5.1.2 Review of the information
security policy

® 6.1.8 Independent review of
information security

® 10.10.2 Monitoring system use

¢ 10.10.4 Administrator and
operator logs

e 15.2.1 Compliance with security
policies and standards

e 15.2.2 Technical compliance
checking

e 15.3.1 Information systems
audit controls

ME2.6 Internal control at third parties

o Status of external providers controls
and compliance

® 6.2.3 Addressing security in third-
party agreements

® 10.2.2 Monitoring and review of
third-party services

e 15.2.1 Compliance with security
policies and standards

ME2.7 Remedial actions

¢ Remediation of control assessment
exceptions

® 5.1.2 Review of the information
security policy

e 15.2.1 Compliance with security
policies and standards
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CosiT 4.1 Domain: Monitor and Evaluate (cont.)

ME3 Ensure Compliance With External Requirements

Effective oversight of compliance requires the establishment of a review process to ensure compliance with laws, regulations and contractual requirements. This
process includes identifying compliance requirements, optimising and evaluating the response, obtaining assurance that the requirements have been complied
with and, finally, integrating IT’s compliance reporting with the rest of the business.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

ME3.1 Identification of external legal,
regulatory and contractual compliance
requirements

e Continuous identification of
compliance requirements for
incorporation into policies and
practices

¢ 6.1.6 Contact with authorities
having potential impact on IT

¢ 15.1.1 Identification of applicable
legislation

¢ 15.1.2 Intellectual property
rights (IPR)

¢ 15.1.4 Data protection and
privacy of personal information

ME3.2 Optimisation of response to
external requirements

¢ Review and adjustment of policies
and practices to ensure compliance

ME3.3 Evaluation of compliance with
external requirements

 Confirmation of compliance

® 6.1.6 Contact with authorities having
potential impact on IT

e 15.1.1 ldentification of applicable
legislation

e 15.1.2 Intellectual property
rights (IPR)

o 15.1.4 Data protection and privacy
of personal information

ME3.4 Positive assurance of
compliance

* Reporting assurance of compliance
and confirming remediation of any
corrective actions

® 6.1.6 Contact with authorities having
potential impact on IT

e 15.1.1 ldentification of applicable
legislation

e 15.1.2 Intellectual property
rights (IPR)

e 15.1.4 Data protection and privacy
of personal information

ME3.5 Integrated reporting

e |Integrated reporting of compliance
with the enterprise

ME4 Provide IT Governance

Establishing an effective governance framework includes defining organisational structures, processes, leadership, roles and responsibilities to ensure that
enterprise IT investments are aligned and delivered in accordance with enterprise strategies and objectives.

CosiT 4.1 Control Objective

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

ME4.1 Establishment of an IT
governance framework

¢ |T governance framework aligned to
enterprise governance

e Based on suitable IT process and
control model

e Confirmation framework ensuring
compliance and confirming delivery
of enterprise strategy for IT

e (Sl 3.10 Governance
e CSI App A Complementary guidance

ME4.2 Strategic alignment

e Board understanding of IT strategy,
strategic direction, confidence
and trust between business and
IT, co-responsibility for strategic
decisions, and benefit realisation

e SD 3.10 Business service
management
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CosiT 4.1 Domain: Monitor and Evaluate (cont.)

CosiT 4.1 Control Objective

ME4 Provide IT Governance (cont.,)

Key Areas

ITIL V3 Supporting Information

ISO/IEC 27002:2005
Supporting Information

ME4.3 Value delivery

e Delivery of optimum value to support
enterprise strategy

e Understanding of expected business
outcomes; effective business cases;
management of economic life
cycle and realisation of benefits;
enforcement of portfolio, programme
and project management; and
business ownership of investments

® SS 3.1 Value creation

ME4.4 Resource management

® Regular assessment to ensure
appropriate resourcing and
alignment with current and future
objectives

ME4.5 Risk management

e Appetite for risk, appropriate risk
management practices, embedding
risk responsibilities, regular
assessment of risk and transparent
risk reporting

® 5SS 9.5 Risks

ME4.6 Performance measurement

e Confirming objectives have been
met, reviewing any remedial actions,
reporting performance to senior
management and enabling review of
progress

© SS 4.4 Prepare for execution
e SS 9.4 Effectiveness in measurement

e SD 3.6.5 Design of measurement
systems and metrics

e (Sl 4.3 Service measurement

ME4.7 Independent assurance

CoeiT 4.1 Control Objective

e QObtaining where appropriate
independent (internal or external)
assurance of conformance with
objectives and external requirements

Application Controls

Key Areas

ITIL V3 Supporting Information

e 5.1.2 Review of the information
security policy

* 6.1.8 Independent review of
information security

¢ 10.10.2 Monitoring system use

ISO/IEC 27002:2005
Supporting Information

AC1 Source data preparation and
authorisation

e Documents prepared, authorised
and controlled. Errors minimised and
detected

® 10.1.1 Documented operating
procedures

¢ 10.1.3 Segregation of duties

AC2 Source data collection and entry

e Timely input, correction and
resubmission

e 12.2.1 Input data validiation
e 12.2.2 Control of internal processing

AC3 Accuracy, completeness and
authenticity checks

¢ Transactions are accurate, complete
and valid

e 12.2.1 Input data validiation

AC4 Processing integrity and validity

e |ntegrity and validity maintained
during processing

 10.1.3 Segregation of duties

® 10.9.1 Electronic commerce

© 10.9.2 Online transacations

e 12.2.2 Control of internal processing

AC5 Output review, reconciliation and
error handling

e Qutput is produced accurately,
handled and delivered correctly and
safely

e 10.7.3 Information handling
procedures

e 12.2.4 Output data validation

AC6 Transaction authentication

e Data only passed to authentic
applications or transmitted externally
to authentic parties. Authenticity and
validity of transactions maintained

e 10.6.1 Network controls

® 10.8.1 Information exchange policies
and procedures

® 10.8.3 Physical media in transit
 10.8.4 Electronic messaging
o 12.2.3 Message integrity
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Appendix II—Mapping CoBIT 4.1 Control Objectives With ITIL V3

This mapping shows the reverse relationship between the sections of ITIL and the CosIT control objectives. It is
hoped that this mapping will make CoBIT more accessible to ITIL practitioners.

This mapping is not intended to be definitive or prescriptive; it is only a guide. Links are shown only at the high level,
pointing to the relevant section in the other documents.

strategy as ... a perspective, a position,
aplan, a pattern

P01.4

ITIL
Core Book CosiT IT Processes
Topic Reference Key Areas and Control Objectives
Core Concepts
The service life cycle SS 2.5 Design, transition and operation as the | P01.6 IT portfolio management
operational phases, and strategy and
continual improvement as governance
activities, throughout the lifecycle
Service management SS 2.1 SM is an organisational capability; PO1 Define a strategic IT plan
SS23 specialisation, co-ordination, agency e IT Al
SS 2.4 principle, encapsulation; systems P01.2 Business-IT alignment
' principles P03.3 Monitoring of future trends and
regulations
Services and value creation SS2.2 Definition of services in ITIL PO1.1 IT value management
P05.5 Benefit management
DSt Define and manage service levels
SS 3.1 Value of services; utility and warranty | PO1.1 IT value management
P05.1 Financial management framework
ME4.3 Value delivery
Functions SS 2.6.1 Definition and understanding of P04.5 IT organisational structure
functions in ITIL P04.6 Establishment of roles and
responsibilities
DS1.1 Service level management framework
Processes SS2.6.2 Definition and understanding of P04.1 IT process framework
processes in ITIL DS1.1 Service level management framework
Single and multiple control loops SS2.4.4 Open and closed loop control; nested
S05.1.2 control loops using negative feedback
Service assets §§3.2 Resources and capabilities; business DS9 Manage the configuration
SS B1 units and service units; asset types
Service provider types SS3.3 Internal, shared services, outsourced PO1.4 IT strategic plan
Service structures SS 3.4 Value networks and service systems P0O1.1 IT value management
PO1.6 IT portfolio management
P04.1 IT process framework
Define and manage service levels
Strategy fundamentals SS 3.5 Fundamentals; 4 Ps of strategy; Define a strategic IT plan

IT strategic plan
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ITIL
Core Book CoBiT IT Processes
Topic Reference Key Areas and Control Objectives
Core Concepts (cont.)
Organisational structures SS 6.1 Stages of organisational development | PO4.4 Organisational placement of the IT
S03.2.4 function
SS 6.2 Departmentalisation; organisational P04.5 IT organisational structure
SS 6.3 design; product managers
SS App B2
SS 6.4 Organisational culture P06.1 IT policy and control environment
Sourcing SS 6.5 Sourcing strategy; how to choose Manage third-party services
what to source; sourcing structures; ;
multi-vendor sourcing; service provider PO1.4 IT strategic plan
interfaces; sourcing governance P04.5 IT organisational structure
Development and acquisition standards
Technology and strategy SS 8 Design of socio-technical systems Define a strategic IT plan
P03.1 Technological direction planning
Service automation SS 8.1 Ability of increased levels of automation | Al1.1 Definition and maintenance of business
in service delivery to enhance the functional and technical requirements
performance of to assets, i.e., improve
cost-effectiveness; preparing for Define and manage service levels
automation; service analytics and
instrumentation
Service interfaces S5 8.2 Characteristics of good service Al2.2 Detailed design
interfaces; types of technology
encounters; self-service; technology- | ps1.2 Definition of services
mediated service recovery - - - -
DS9.1 Configuration repository and baseline
Use of tools SS8.3 Strategy: simulation and analytic PC3 Process repeatability
models PC6 Process performance improvement
Risk management SS9.5 Risk is defined as uncertainty of P09 Access and manage IT risks
outcome; transfer of risk; service
provider risks; contract risks; design P09.1 IT risk management framework
risks; operational risks; market risks
P09.2 Establishment of risk context
P09.3 Event identification
P09.4 Risk assessment
P09.5 Risk response
P09.6 Maintenance and monitoring of a risk
action plan
ME4.5 Risk management
IT Strategy Generation SS 4 PO1 Define a strategic IT plan
Define the market SS 441 Exploiting capabilities; understanding P01.4 IT strategic plan
customers and opportunities;
classifying and visualising
Develop the offerings SS 4.2 Market spaces; service portfolio, PO1.4 IT strategic plan
pipeline and catalogue; retired services; -
DS1.2 Definition of services
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ITIL
Core Book CoBiT IT Processes
Topic Reference Key Areas and Control Objectives
IT Strategy Generation (cont.)
Develop strategic assets SS 4.3 Growing and improving; SM_as a clo_sed P01.4 IT strategic plan
e g [FoL6 | ol maragemar
capacity and cost DS1.1 Service level management framework
DS1.2 Definition of services
Prepare for execution SS4.4 Making strategic assessment (where PO1.1 IT value management
glrin\nAilr? gn;);/vn’}?i)é es Ztsﬁslgtsogeccjzﬁ er PO1.3 Assessment of current capability and
outcomes; critical success factors performance
_and competitive anglysis; p_rioritising P01.4 IT strategic plan
e [P015 | Mot
needs; expansion and growth; DS1.1 Service level management framework
differentiation in market spaces VE4 6 Performance measurement
SS7 Strategy implementation through the PO1 Define a strategic IT plan
service lifecycle PO1.4 IT strategic plan
P01.5 IT tactical plans
P04.1 IT process framework
DS1.2 Definition of services
SS7.1 Implementation through the lifecycle PO1.5 IT tactical plans
P04.1 IT process framework
SS7.2 Strategy and design PO1.5 IT tactical plans
DS1.1 Service level management framework
DS1.2 Definition of services
DS6.3 Cost modelling and charging
S§7.3 Strategy and transitions PO1.5 IT tactical plans
DS1.1 Service level management framework
DS1.2 Definition of services
DS2.1 Identification of all supplier
relationships
SS74 Strategy and operations PO1.5 IT tactical plans
DS1.2 Definition of services
SS75 Strategy and improvement P08.1 Quality management system
P08.2 IT standards and quality practices
A1 Definition and maintenance of business
functional and technical requirements
DS1.1 Service level management framework
DS1.2 Definition of services
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ITIL
Core Book CoBiT IT Processes
Topic Reference Key Areas and Control Objectives
IT Strategy Generation (cont.)
Challenges and critical success SS 9.1 Complexity P04.1 IT process framework
factors §§9.2 Co-ordination and control P04.2 IT strategy committee
S§S9.3 Preserving value P04.3 IT steering committee
SS9.4 Effectiveness in measurement P04.4 Organisational placement of the IT
function
ME4.6 Performance measurement
IT Financial Management SS5.1, Financial management quantifies in PO1 Define a strategic IT plan
S04.6.7 financial terms the value of IT services
and the underlying assets employed PO11 IT value management
to deliver those services and forecasts | DS6.1 Definition of services
those measures for the future DS6.2 IT accounting
DS6.3 Cost modelling and charging
P05 Manage the IT investment
P05.1 Financial management framework
P05.4 Cost management
P05.5 Benefit management
DS6.4 Cost model maintenance
Service valuation and business §S5.1.1 Quantifying funding required for P05 Manage the IT investment
impact analysis SS51.3.4 services delivered, based on the agreed .
value of the services P05.1 Financial management framework
DS6 Identify and allocate costs
Demand modelling §§5.1.2.2 Use of financial information with DS6.3 Cost modelling and charging
supply and demand factors to model
anticipated demand, contributing to DS6.4 Cost model maintenance
sound financial and capacity provision
Service provisioning models, S§§5.1.24 Exploring provisioning alternatives P05 Manage the IT investment
analysis and optimisation SS5.1.3.2 or delivery models to optimise e o
competitiveness P05.2 Prioritisation within IT budget
DS6.3 Cost modelling and charging
DS6.4 Cost model maintenance
Planning and budgeting §§5.1.25 Operating and capital, demand, P0O1.1 IT value management
regulatory and environmental planning
(compliance)
Service investment analysis S$5.1.2.6 Profile services for cost and value DS6.3 Cost modelling and charging
§§5.1.3.1
Accounting §§5.1.27 Service-related accounting: service P05.4 Cost management
SS 5.1.4.1 recording, cost types and cost
SS 5.1.4.2 classifications; cost recovery; DS6.2 IT accounting
o chargeback
Compliance S§$5.1.2.8 Ability to demonstrate that proper and | DS6.2 IT accounting

consistent accounting practices are
being used.
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ITIL
Core Book CoBiT IT Processes
Topic Reference Key Areas and Control Objectives
IT Financial Management (cont.)
Variable cost dynamics analysis S§§5.1.29 Deep study to understand the many DS6.3 Cost modelling and charging
service variables and attributes that
contribute to total service costs (fixed
and variable), and the ways unit costs | psg.4 Cost model maintenance
are affected by variations in these
parameters
IT financial management S§55.1.4.3 Planning, analysing, designing, P05.1 Financial management framework
implementation implementing, measuring
ROI S§S5.2 Business case; business objectives; PO1.1 IT value management
business impact; pre- and post- —
programme ROl P05.1 Financial management framework
P05.2 Prioritisation within IT budget
P05.3 IT budgeting
P05.5 Benefit management
Demand Management SS 5.5, SD, Demand management influences the P01.6 IT portfolio management
ST, SO arrival of demand through techniques
such as off-peak pricing and packaged
offerings, easing the task of capacity
management
Challenges of demand management | SS 5.5.1 Poorly managed demand: a source of | PO1.4 IT strategic plan
SD 4.3.5.6 risk because excess capacity generates
cost but no value and insufficient
capacity impacts service quality
Activity-based demand S§§5.5.2 Understanding the customer’s business | P08.4 Customer focus
management SS$5.5.3 to identify and analyse patterns of
business activity that affect demand
levels; aggregating expected demand
through role-based user profiles
Service packages S§S§5.5.4 Developing core service package P08.4 Customer focus
offerings to meet basic outcomes
desired by customers; creating
supporting service packages to enable — -
core services or as value-added DS1.2 Definition of services
differentiators. Considering service level
packages to support market segments.
Service Portfolio Management S§S5.3 The service portfolio describes a
SS 5.4 provider’s services in terms of business
value
Importance of the service portfolio | SS 5.3 The service portfolio: a dynamic PO1.1 IT value management
method for deciding on investments -
and managing them for best value PO1.6 IT portfolio management
P05.2 Prioritisation within IT budget
DSt Define and manage service levels
DS6.1 Definition of services (costs)
Business service and IT services SS5.3.1 IT and business perspectives on service | P01.6 IT portfolio management

management
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ITIL
Core Book CoBiT IT Processes
Topic Reference Key Areas and Control Objectives
Service Portfolio Management (cont.)
Service portfolio management SS5.4 Defining, analysing, approving and P01.6 IT portfolio management
methods chartering P05.2 Prioritisation within IT budget
DS1.2 Definition of services
Product manager role SS B2 Product manager: a key role in service | P04.5 IT organisational structure
portfolio management; responsibilities,
critical knowledge, skills and
experience
Define SS5.4.1 Creating a portfolio of existing services; | PO1.6 IT portfolio management
understanding the business cases and
the opportunity costs
Analyse SS5.4.2 Considering how well existing services | P01.6 IT portfolio management
align with business goals; their use of
resources and capabilities, and options
for change
Approve S§§5.4.3 Seeking authorisation for concrete P01.6 IT portfolio management
proposals for improvement
Charter SS5.4.4 Taking decisions and actions about PO1.6 IT portfolio management

SERVICE DESIGN

Design Principles

retiring services or chartering new
ones; communicating findings and
plans; reviewing the portfolio as an
ongoing activity

Define the IT processes, organisation

and relationships

DS1.2 Definition of services
Goals SD 2.4.1 Optimal design of processes that P04.1 IT process framework
SD 3.1 meet business needs, and can be - "
transitioned, operated and improved, in BofielanAmAn0siseRIeslosls
secure and resilient environments, with | DS1.2 Definition of services
all supporting facilities and activities -
including measurement tools PC1 Process goals and objectives
Scope SD2.4.2 Five aspects of service design P04.1 IT process framework
Al.2 Risk analysis report
DS1 Define and manage service levels
Balanced design SD 3.2 Functionality, resources and schedule | Al1.1 Definition and maintenance of business
functional and technical requirements
DS1.2 Definition of services
Service requirements SD 3.3 Holistic approach to identifying all Al Definition and maintenance of business
elements of a new service functional and technical requirements
DS1.2 Definition of services
Business requirements SD 3.4 Identifying and documenting business | P01.6 IT portfolio management
requirements and drivers for optimal -
senvice catalogue P010.5 Project scope statement
AllA Definition and maintenance of business
functional and technical requirements
DS1.2 Definition of services
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ITIL

Core Book CosiT IT Processes
Reference Key Areas and Control Objectives

SERVICE DESIGN (cont,)
Design Principles (cont.)

Design activities and aspects SD 3.5 Design activities: a structured and P08.3 Development and acquisition standards
holistic approach to ensure consistency
and integration throughout the IT
service provider organisation

Al Definition and maintenance of business
functional and technical requirements

DS1.2 Definition of services
SD 3.6 Design aspects: clear, concise, P01.6 IT portfolio management
simple and relevant design of service . . -
solutions, service portfolio, architecture, PO2.1 ;n;zglmse information architecture
management systems and processes,
measurement systems and metrics P03.2 Technological infrastructure plan
P04.1 IT process framework
P08.3 Development and acquisition standards
Al1.2 Risk analysis report
Al1.3 Feasibility study and formulation of
alternative courses of action
All.4 Requirements and feasibility decision
and approval
Al2.1 High-level design
Al2.4 Application security and availability
Al3.1 Technological infrastructure acquisition
plan
Al4.1 Planning for operational solutions
DS1.2 Definition of services
ME4.6 Performance measurement
PC3 Process repeatability
Evaluation, procurement and SD 3.7 After service solution design, evaluating | Al1.3 Feasibility study and formulation of
development alternative provisioning solutions, alternative courses of action
procure and/or developing the service -
design and an implementation plan for A2.7 Development of application software
the developed service Al5.1 Procurement control
Al5.3 Supplier selection
Al5.4 Resources acquisition
Al6.1 Change standards and procedures
Constraints SD 3.8 External and internal factors influencing | Al1.1 Definition and maintenance of business
service design functional and technical requirements
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SERVICE DESIGN (cont,)
Design Principles (cont.)

Core Book
Reference

Key Areas

CoiT IT Processes

and Control Objectives

delivery model options; design and
development options and approaches
(RAD, COTS, etc.)

activities and considerations

Service design technology-related | SD 5

Service design technology-related
activities

Service-oriented architecture (SOA) | SD 3.9 Need for business processes and P02.1 Enterprise information architecture
solutions to be developed using model
an SOA approach; maintaining the -
service catalogue as part of an overall P08.3 Development and acquisition standards
service portfolio and configuration A1 Definition and maintenance of business
management system functional and technical requirements
Business service management SD 3.10 Linking IT components to business P02.1 Enterprise information architecture
(BSM) goals model
ME4.2 Strategic alignment
Service design models SD 3.1 Capabilities and readiness review; P08.3 Development and acquisition standards

Define and manage service levels

SD 5.1 Requirements engineering Define and manage service levels
SD 5.2 Data and information management P02.2 Enterprise data dictionary and data
syntax rules
P02.3 Data classification scheme
P02.4 Integrity management
DSt Define and manage service levels
DS11.1 Business requirements for data
management
DS11.2 Storage and retention arrangements
DS11.6 Security requirements for data
management
SD 5.3 Application management P05.3 Application management
Al2.2 Detailed design
SD7 Technology considerations P02.2 Enterprise data dictionary and data
syntax rules
P08.3 Development and acquisition standards
PC3 Process repeatability
PC5 Policy, plans and procedures
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SERVICE DESIGN (cont.)

Core Book
Reference

Key Areas

CoBiT IT Processes
and Control Objectives

Design Principles (cont.)
Organising for service design SD 6.1 Functional roles analysis P04.1 IT process framework
PC4 Roles and responsibilities
SD 6.2 Activity analysis P04.1 IT process framework
P04.6 Establishment of roles and
responsibilities
PC4 Roles and responsibilities
SD 6.3 Skills and attributes PO4.1 IT process framework
P04.5 IT organisational structure
P07.4 Personnel training
SD 6.4 Roles and responsibilities PO4.1 IT process framework
P04.6 Establishment of roles and
responsibilities
P04.8 Responsibility for risk, security and
compliance
Implementing service design SD 8.1 Business impact analysis P09.4 Risk assessment
SD 8.2 Service level requirements DSt Define and manage service levels
SD 8.3 Risks to services and processes DS1 Define and manage service levels
SD 8.4 Implementing service design
DS1 Define and manage service levels
SD 8.5 Measurements of service design
Service design appendices App A Service design package DS Define and manage service levels
App B Service acceptance criteria example Al Identify automated solutions
DSt Define and manage service levels
App C Process documentation templates P04.1 IT process framework
sample
App D Design and planning documents and P010.7 Integrated project plan
their contents AllA Definition and maintenance of business
functional and technical requirements
App E Environmental architectures
and standards
App F SLA and OLA samples DS1.3 Service level agreements
DS1.4 Operating level agreements
App G Service catalogue example Define and manage service levels
App H Service management process maturity [R5 Monitor and evaluate IT performance
framework
App | ITT and SOR example contents AI5.3 Supplier selection
App J Capacity plan typical contents DS3.1 Performance and capacity planning
App K Recovery plan typical contents DS4.2 IT continuity plans
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Reference Key Areas and Control Objectives

SERVICE DESIGN (cont.)
Service Catalogue Management

The service catalogue management
process creates and maintains the
service catalogue, ensuring that it
contains accurate information on all DS6.1 Definition of services
operational or near-operational services

IT process framework

DS1.2 Definition of services

Purpose, value and concepts SD 4.1 Single source of consistent information | DS1.2 Definition of services
on all services; definitions of services,
dependencies and interfaces

SD 4.1.1 Purpose/goal/objective PC1 Process goals and objectives
Business service catalogue SD4.14 Customer view of the service catalogue | DS1.2 Definition of services
Technical service catalogue SD4.1.4 Complete technical reference for DS1.2 Definition of services

services in the catalogue; all the
information related to provision of those
services; underpinning the business
service catalogue but not intended for
customer viewing

Service Level Management (SLM) | SD 4.2 SLM negotiates, agrees and documents Define and manage service levels
appropriate IT service targets with
the business, and then monitors and
reports on delivery performance

Purpose SD 4.2.1 Purpose/goal/objective PC1 Process goals and objectives
Service level agreements (SLAs) SD4.25 Service-based SLAs, customer-based DS1.1 Service level management framework
SLAs, multi-level SLAS DS1.3 Service level agreements
Service level requirements (SLRs) SD 4.2.5.2 Determining and agreeing requirements | Al2.2 Detailed design
g)l_arseW services and documenting as DS1.3 Service level agreements
Monitoring service level SD 4.25.3 Monitoring service performance DS1.5 Monitoring and reporting of service
performance level achievements
SD4.25.4 Collating, measuring and improving P08.4 Customer focus
customer satisfaction DS1.6 Review of service level agreements and
contracts
SD 4.25.5 Reviewing and revising underpinning DS1.4 Operating level agreements
agreements and service scope DS1.6 Review of service level agreements and
contracts
SD 4.2.5.6 Producing service reports DS1.5 Monitoring and reporting of service

level achievements

SD 4.25.7 Conducting service reviews and P08.5 Continuous improvement
instigating improvements within a
service improvement plan

DS1.5 Monitoring and reporting of service
level achievements

ME1.4 Performance assessment
SD 4.25.8 Reviewing and revising SLAs and DS1.6 Review of service level agreements and
underpinning agreements contracts
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SERVICE DESIGN (cont.)

Service Level Management (SLM) (cont.)

Core Book
Reference

Key Areas

CosiT IT Processes
and Control Objectives

Relationship management SD4.25.9 Developing contacts and relationships | P04.15 Relationships
with the business Al5.2 Supplier contract management
DS2.2 Supplier relationship management
SD 4.2.5.10 Handling complaints (and compliments) | DS1.5 Monitoring and reporting of service
level achievements
ME1.2 Definition and collection of monitoring
data
Key performance indicators SD 4.2.7 Metrics to judge the overall efficiency DS1.5 Monitoring and reporting of service
and effectiveness of SLM activities level achievements
including the SIP
Capacity Management SD 4.3, ST, SO | Capacity management ensures that Manage performance and capacity
cost-justified IT capacity exists in all
areas of IT and matches current and
future agreed business needs, in a
timely manner
Purpose, value and concepts SD 4.3 Extension of capacity management Manage performance and capacity
process across the whole lifecycle, vital
importance in service design. Provision
of the predictive and ongoing capacity
indicators to align capacity to demand,
and to balance costs and resources.
SD 4.3.1 Purpose/goals/objectives PC1 Process goals and objectives
Business capacity management SD 4.3.4.1 Ensuring that future business DS3.1 Performance and capacity planning
SD 4.3.5.1 requirements for IT services are .
quantified, designed, planned and DS3.3 Future performance and capacity
implemented in a timely fashion
Service capacity management SD 4.3.4.2 End-to-end management, control and | DS3.2 Current performance and capacity
SD 4.3.5.2 gﬁidvlgtls%?v?; epserformance and capacity DS3.3 Future performance and capacity
Component capacity management | SD 4.3.4.3 Management, control and prediction of | DS3.2 Current performance and capacity
SD 4353 performance; utilisation and capacity of .
individual IT technology components DS3.3 Future performance and capacity
DS3.4 IT resources availability
Underpinning activities SD 4.35.4 Tuning and optimisation; utilisation DS3.4 IT resources availability
tmuﬂir::’gorlng; response time monitoring; DS3.5 Monitoring and reporting
DS13.2 Job scheduling
DS13.3 IT infrastructure monitoring
SD 4.3.5.5 Threshold management and control DS3.5 Monitoring and reporting
DS13.2 Job scheduling
DS13.3 IT infrastructure monitoring
SD 4.3.5.6 Demand management DS3.5 Monitoring and reporting
DS13.2 Job scheduling
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SERVICE DESIGN (cont,)
Capacity Management (cont.)

Core Book
Reference

Key Areas

CoBiT IT Processes
and Control Objectives

Modelling and trending

SD 4.3.5.7

Estimates, pilots, prototypes,
benchmarks

P03.3

Monitoring of future trends and
regulations

DS3.3

Future performance and capacity

Application sizing

SD4.35.8

Estimation of resource requirements
to implement a proposed change to a
service or a new service

Al

Definition and maintenance of business
functional and technical requirements

Information management and
capacity management deliverables

SD 4.3.6.2
SD 4.3.8

Capacity management information
system: business, service component
and financial data; capacity plan;
component-based reports; service-
based reports; exception reports;
predictions and forecasts

DS1.5

Monitoring and reporting of service
level achievements

DS3.3

Future performance and capacity

Availability Management

SD 4.4

Availability management assures that
the availability levels of all services
meet or exceed agreed levels in a cost-
effective manner

DS3.4

IT resources availability

Purpose, value and concepts

SD 4.4.1
SD4.4.2
SD4.4.3
SD4.4.4

The point of focus and management
for all availability issues, relating to
both services and resources, ensuring
that availability targets in all areas are
measured and achieved

DS3.4

IT resources availability

PC1

Process goals and objectives

Reactive activities in availability
management

SD 4.4.5.1

Measuring, analysing and reporting
on component and service availability;
expanded incident lifecycle; service
failure analysis

DS3.4

IT resources availability

DS3.5

Monitoring and reporting

Proactive activities in availability
management

SD 4.45.2

Identifying vital business functions;
base products and components; role
of other processes; special solutions
with full redundancy; designing for
availability; designing for recovery;
component failure impact analysis;
single points of failure; fault tree
analysis; modelling; risk management;
availability testing; planned and
preventive maintenance; production of
projected service outage document;
continual review and improvement

DS3.4

IT resources availability

DS4.3

Critical IT resources

DS4.8

IT services recovery and resumption

Information management
and availability management
deliverables

SD4.4.8

Availability management information
system; availability plan

Information Security
Management (ISM)

SD 4.6

ISM aligns IT security with business
security and ensures that information
security is effectively managed in

all service and service management
activities

DS5.1

Management of IT security

Purpose, value and concepts

SD 4.6.1
SD 4.6.2
SD 4.6.3
SD 4.6.4.1
SD 4.6.4.2

ISM within the corporate governance
framework; scope; value; security
framework; policies

DS5.1

Management of IT security

DS5.2

IT security plan

Information security management
system (SMIS)

SD 4.6.4.3

Controlling, planning, implementing,
evaluating, maintaining

DS5.1

Management of IT security
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SERVICE DESIGN (cont.)

Information Security Management (ISM) (cont.)

Core Book
Reference

Key Areas

CosiT IT Processes
and Control Objectives

Security controls SD 4.6.5.1 Security: not a lifecycle step but must | Al3.2 Infrastructure resource protection and
be an integral part of all services and availability
systems; managed through security .
controls DS5.2 IT security plan
DS5.6 Security incident definition
Management of security breaches | SD 4.6.5.2 Examining all incidents, evaluating DS5.6 Security incident definition
and incidents effectiveness; learning and improving
Information management SD 4.6.8 All ISM information stored in the DS5.2 IT security plan
security management information
system (SMIS) covering all IT service
and components; it must align with the
service portfolio and the configuration
management system
Supplier Management SD 4.7 Suppliers and supplied services must Manage third-party services
be managed to provide seamless
IT service quality to the business,
ensuring value for money is obtained
Purpose, value and concepts SD 4.7.1 Ensuring that suppliers provide value DS2.2 Supplier relationship management
SD4.7.2 for money whilst meeting targets; -
D473 policies; performance management; PC1 Process goals and objectives
SD 4'7' A relationships; improvement plans;
e standard contracts; dispute resolution;
subcontractors
Supplier management key SD 4.7.5 Supplier categorisation; maintenance DS2.1 Identification of all supplier
processes of the supplier and contracts database relationships
(SCD); new suppliers and contracts; - . -
supplier and contract management DS2.2 Supplier relationship management
and performance; renewals and DS2.3 Supplier risk management
terminations DS2.4 Supplier performance monitoring
AI5.2 Supplier contract management
Al5.3 Supplier selection
Information management and SD 4.7.6 SCD; information, reports and reviews; | DS2.1 Identification of all supplier
supplier management deliverables | sp 4.7.8 supplier service improvement plans; relationships
supplier survey reports
IT Service Continuity SD 4.5 ITSCM supports business continuity DS4.1 IT continuity framework
Management (ITSCM) management (BCM) by assuring that
all required IT technical and service
facilities can be resumed within agreed
business timescales
Purpose, value and concepts SD 4.5.1 ITSCM essential to ensure business DS4.1 IT continuity framework
SD 4.5.2 continuity; objectives, scope and value; -
TSCM lifecycle approach PC1 Process goals and objectives
SD 4.5.3
SD 454
Initiation SD 4.5.5.1 Policies; scope; resource allocation; P09.1 IT risk management framework
organisation and control structures; . -
project and quality plans P09.2 Establishment of risk context
DS4.1 IT continuity framework
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SERVICE DESIGN (cont.)

IT Service Continuity Management (ITSCM) (cont.)

Core Book
Reference

Key Areas

CosiT IT Processes
and Control Objectives

Requirements and strategy SD 4.5.5.2 Requirements: business impact P09.2 Establishment of risk context
analysis (BIA) and risk assessment; o
strategy: documentation of required P09.3 Event identification
risk reduction measures and recovery | P09.4 Risk assessment
options All.2 Risk analysis report
DS4.2 IT continuity plans
DS4.9 Offsite backup storage
Implementation SD 45.5.3 Developing ITSCM plans in concert P09.5 Risk response
with plans for: emergency response, .
damage assessment, salvage, vital DS4.2 IT continuity plans
records, crisis management and public | DS4.5 Testing of the IT continuity plan
relations, accommodation and services, o ..
security, personnel, communications, DS4.7 Distribution of the IT continuity plan
finance and administration;
organisational planning; testing
0Ongoing operation SD 45.5.4 Education, awareness and training; P09.6 Maintenance and monitoring of a risk
review; regular testing; change action plan
management, invocation DS4.3 Critical IT resources
DS4.4 Maintenance of the IT
continuity plan
DS4.5 Testing of the IT continuity plan
DS4.6 IT continuity plan training
DS4.7 Distribution of the IT
continuity plan
DS4.8 IT services recovery and resumption
DS4.10 Post-resumption review
Information management and SD 4.5.8 BIA; risk register; BCM strategy and Al.2 Risk analysis report
ITSCM deliverables business continuity plans; test details —
and schedules; ITSCM plans; related D54.2 IT continuity plans
plans; all recovery-related information; | DS4.4 Maintenance of the IT
all backup and recovery information continuity plan
DS4.9 Offsite backup storage
Post-resumption review
SERVICE TRANSITION
Transition Planning, Principles, The goal of service transition is to Change standards and procedures
Support and Execution ensure that the strategic requirements
encoded in service design are
effectively realised in service operation
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Core Book
Reference

CoBiT IT Processes
Key Areas and Control Objectives

SERVICE TRANSITION (cont)
Transition Planning, Principles, Support and Execution (cont.)

Goals, policies, principles and ST 3.2 Policies for service transition including | P04.1 IT process framework
concepts ?gﬂg‘?gg&gﬁ;\ﬁ( gggaig;deegg S P04.11 Segregation of duties
business alignment, controls, P08.2 IT standards and quality practices
Igﬂgv‘(lil:gl%srggr?ts, fg[jarl)ilte;nned release P08.3 Development and acquisition standards
P08.4 Customer focus
P010.3 Project management approach
P010.4 Stakeholder commitment
P010.8 Project resources
P010.11 Project change control
Al Definition and maintenance of business
functional and technical requirements
Al1.3 Feasibility study and formulation of
alternative courses of action
Al2.9 Applications requirements management
Al41 Planning for operational solutions
Al4.2 Knowledge transfer to business
management
Al4.3 Knowledge transfer to end users
Al4.4 Knowledge transfer to operations and
support staff
Al6.1 Change standards and procedures
Al6.4 Change status tracking and reporting
Al7.3 Implementation plan
Al7.4 Test environment
Al7.6 Testing of changes
Al7.9 Post-implementation review
ST4.1.1 Purpose, gqals, ol_)je_ctives, scope, P08.3 Development and acquisition standards
:1 21 g :erl\i(iac’ epgggzgfl’ gz;:;n;;gﬁsdi?#]i%gﬂcgﬁ(tj& Al6.1 Change standards and procedures
ST444 implementation of a service transition | PC1 Process goals and objectives

policy; common frameworks and
standards; maximising re-use; aligning
transition plans with business needs;
managing stakeholders; instituting
effective controls; providing knowledge
transfer and decision support systems;
planning release and deployment
packages; anticipating and managing
course corrections; managing transition
resources; assuring and improving
transition quality; release policy;
responsibilities; types of releases
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Core Book
Reference

CosiT IT Processes
and Control Objectives

Key Areas

SERVICE TRANSITION (cont.)

Transition Planning, Principles, Support and Execution (cont.)

and risks

risks, and service transition under
difficult conditions

Create transition strategy and ST41.5 Content of strategy; preparation P08.3 Development and acquisition standards
prepare for service transitions activities; planning and coordinating - -
service transition; adopting programme Al6.4 Change status tracking and reporting
and project management best practices | Al7.3 Implementation plan
Al7.9 Post-implementation review
DS9.1 Configuration repository and baseline
DS9.2 Identification and maintenance of
configuration items
Provide transition process support | ST 4.1.6 Advice, administration, progress Al6.4 Change status tracking and reporting
monitoring and reporting, review plans
Common operational activities ST5 Activities that strongly contribute to Al6.1 Change standards and procedures
service transition
ST 5.1 Managing communications and P06.5 Communication of IT objectives and
commitment direction
Manage changes
ST5.2 Managing organisation and stakeholder Manage changes
change
ST5.3 Stakeholder management Manage changes
Organising for service transition ST6.0 Accountability and responsibility within Define the IT processes, organisation
the service organisation and relationships
Al6.1 Change standards and procedures
PC4 Roles and responsibilities
ST 6.1 Generic roles P04.1 IT process framework
PC4 Roles and responsibilities
ST6.2 Organisational context for service P04.5 IT organisational structure
transition
ST6.3 Organisational models to support P04.5 IT organisational structure
service transition P04.6 Establishment of roles and
responsibilities
Al6.1 Change standards and procedures
ST6.4 Relationship with other lifecycle stages | Al6.1 Change standards and procedures
Technology considerations ST7.0 Knowledge management tools; PC3 Process repeatability
collaboration; configuration -
management system PC5 Policy, plans and procedures
Implementing service transition ST 8.0 Stages of introducing service transition | PO4.1 IT process framework
Challenges, critical success factors | ST 9.0 Challenges, critical success factors, P09.3 Event identification
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SERVICE TRANSITION (cont.)

Change Management

Core Book
Reference

Key Areas

Change management maximises
chances of successful change whilst
minimising risk, undesired impacts and
disruption

CoiT IT Processes

and Control Objectives

Manage changes

Purpose, value and concepts ST4.21 The goal of change management: Al6.1 Change standards and procedures
ST 422 to respond to changing business -
ST 423 requirements whilst maximising value PC1 Process goals and objectives
- and minimising disruption, incidents
and rework; proactive and reactive
change management; scope; value
Policies ST4.2441 Change culture; business alignment; Al6.1 Change standards and procedures
prioritisation; accountability and
responsibility; controls; single point
of contact; access; integration
with lifecycle; change windows;
performance measures and evaluation;
risk evaluation and management
Design and planning ST4.24.2 Requirements; approach to controls; Al6.1 Change standards and procedures
ST 4243 identification and classification;
organisation; roles and responsibilities;
stakeholders; grouping changes into
releases; procedures; interfaces to
other service lifecycle processes; types
of change request
Creating change models ST4.24.4 Change process models and workflows; | Al6.1 Change standards and procedures
ST 4245 standard changes (pre-authorised)
Remediation planning ST4.25 Back-out plan
Assessing, evaluating, authorising, | ST 4.2.6.1 Normal change procedures Al6.1 Change standards and procedures
gﬁ;‘rdérslatmg and reviewing ST4.2.6.2 Creating, recording and reviewing Al6.2 Impact assessment, prioritisation and
g ST 4.2.6.3 requests for change; assessing authorisation
ST 4.26.4 and evaluating changes, priorities,
ST 4'2.6.5 planning and scheduling; authorising;
e co-ordinating implementation
ST 4.2.6.6
ST4.26.7 Reviewing and closing change record Al6.5 Change closure and documentation
Change advisory board (CAB) ST4.2.6.8 Helps assess, prioritise and authorise P04.5 IT organisational structure
changes Al6 Manage changes
Al6.2 Impact assessment, prioritisation and
authorisation
PC4 Roles and responsibilities
Emergency changes ST4.2.6.9 Emergency change procedure; P04.5 IT organisational structure
emergency CAB (ECAB); building,
testing, documenting Al6.3 Emergency changes
Change documentation, deliverables | ST 4.2.6.2 RFCs, change records, plans, decisions, | Al6.5 Change closure and documentation
and interfaces ST427 actions, documents and reports;
ST4273 interfaces with programme and project
ST 4'2'7' 4 management; sourcing and partnering;
et internal interfaces with asset and
configuration management, problem
management, ITSCM, ISM, capacity
and demand management
Metrics and KPIs ST4.2.8 KPIs; other management information;
appropriate measures
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SERVICE TRANSITION (cont.)

Core Book
Reference

Key Areas

CosiT IT Processes
and Control Objectives

Service Asset and Configuration SS, SD, ST 4.3, | SACM supports the control and

Management (SACM) SO management of service assets

Purpose, goals and value ST 4.31 Management, control and protection of
ST 432 service assets and configuration items
ST 433 over the entire lifecycle

Policies

ST 4.3.4.1

Setting objectives, scope and CSFs
based on business drivers, contractual
and service management requirements,
and compliance with laws, regulations
and standards; aligning with release
and deployment management policies
that are related; prioritising actions

Basic concepts

ST 4342

Configuration model; configuration
items (Cls)

Configuration management system
(CMS)

ST4.343

Content; multiple configuration
management databases; secure
libraries and stores; definitive media
library; definitive spares; configuration
baseline; snapshot

Management and planning

ST 4.3.5.1
ST435.2

Asset and configuration management
activities; approach; contents of an
activity model; contents of an SACM
plan

Manage the configuration

Manage the configuration

Manage the configuration

Manage the configuration

Manage the configuration

Manage the configuration
Configuration repository and baseline

Process goals and objectives

Configuration identification

ST 4353

Configuration structures, selection

of Cls, naming Cls, labelling Cls,
attributes for Cls, defining configuration
documentation, relationships, types

of Cl, identification of media libraries,
identification of configuration baselines,
identification of release units

DS9.2

Identification and maintenance of
configuration items

Configuration control

ST 4354

Adequate control mechanisms; record
of changes to Cls, versions, location
and ownership

DS9.2

Identification and maintenance of
configuration items

Status accounting and reporting

ST 4355

Definition of possible Cl states;
configuration status accounting;
records; SACM reports

DS9.2

Identification and maintenance of
configuration items

Verification and audit

ST 4.3.5.6

Verifying conformity of records to
actual environment, physical existence
of Cls, release and configuration
documentation present before making
a release; regular configuration audits

DS9.3

Configuration integrity review

Information management and
SACM deliverables

ST4.3.7
ST4.3.8

Onsite and offsite backup of CMS;
retention policy for historical data;
SACM not customer facing but
supports other ITSM activities; cost and
performance measures;

DS9.1

Release and Deployment
Management

SD, ST 4.4, S0

Building, testing and delivering the
capability to provide the services
specified by service design

Purpose

ST4.4.1

Purpose, goal and objective

PC1

Configuration repository and baseline

Install and accredit solutions and

changes

Process goals and objectives

Release units and identification

ST4.4.41

According to policies

Al7.3

Implementation plan
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Core Book CosiT IT Processes
Reference Key Areas and Control Objectives

SERVICE TRANSITION (cont.)

Release and Deployment Management (cont.)
Release design options and ST4.44.2 Approaches and models Al4.1 Planning for operational solutions
considerations ST4.4.43
Release and deployment planning, | ST 4.4.5.1 Planning Al3.4 Feasibility test environment
preparation, build, test Al4.1 Planning for operational solutions
ST4.452 Preparation for build, test and Al3.4 Feasibility test environment
deployment Al4.1 Planning for operational solutions
AI7.1 Training
Al7.3 Implementation plan
Al7.4 Test environment
ST4453 Building and testing P08.1 Quality management system
Al3.4 Feasibility test environment
Al7.3 Implementation plan
Al7.4 Test environment
Service testing, rehearsals and ST4.454 To build confidence in the service Al7.3 Implementation plan
pilots capability Al7.4 Test environment
Al7.6 Testing of changes
AI7.7 Final acceptance test
Transfer, deployment and ST4.455 Planning and preparing for deployment | Al4.1 Planning for operational solutions
retirement Al4.4 Knowledge transfer to operations and
support staff
Al7.3 Implementation plan
Al7.8 Promotion to production
ST 4.45.6 Performing transfer, deployment and Al7.8 Promotion to production
retirement
Verification ST4.457 Service meeting the expectations and | Al7.9 Post-implementation review
needs of stakeholders
Service Validation and Testing ST 45 Service validation and testing ensures | A\ Install and accredit solutions and
that a new or changed service is fit for changes
purpose and fit for use P08.2 IT standards and quality practices
Purpose ST 451 Purpose, goal and objectives PC1 Process goals and objectives
Validating service design ST4.5.4.1 Correctness of the service design
package and the service model
Service quality and assurance ST4.54.2 Validation and verification
Policies ST4.54.3 Policies driving and supporting service
validation and testing
Test strategy ST45.4.4 The approach to testing and resource
allocation
Test models ST 4545 Promoting efficient, effective,
ST4547 consistent and repeatable testing.
Includes service v-model.
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SERVICE TRANSITION (cont.)

Service Validation and Testing (cont.)

Core Book
Reference

Key Areas

CoiT IT Processes

and Control Objectives

Test perspectives ST4.5.4.6 Need for testing to assure the service
meets the needs of all who use,
deliver, deploy, manage and operate it
Testing approaches and techniques, | ST 4.5.4.8 Need for test design to reflect service
and design considerations ST45.4.9 importance and business impact and
risk, i.e., testing the right things at the
appropriate depth
Types of testing ST4.5.410 Need for all aspects of the service to Al7.2 Test plan
be tested
Validation and test management ST4.5.5.1 Planning, control and reporting of test | Al7.2 Test plan
activitles ME1.1 Monitoring approach
Planning and designing tests and ST455.2 Related activities Al7.2 Test plan
verifying plans and designs ST 4553 ME1.3 Monitoring method
Preparing test environment ST4.554 And baseline initial test environment Al7.2 Test plan
Performing tests ST4.555 Testing against scripts and record Al7.6 Testing of changes
findings AI7.7 Final acceptance test
Evaluating exit criteria and report; ST4.5.5.6 Findings compared with expectations Al3.4 Feasibility test environment
cleaning up and closing ST 4557 and recommendations made; reviewing .
approach and recommending Al7.7 Final acceptance test
improvements
Information management ST4.5.7 Keeping of test and dataset libraries to | Al3.4 Feasibility test environment
maximise consistency and re-use
Evaluation ST 4.6 Evaluation is a standardised means Al6.2 Impact assessment, prioritisation and
of determining performance and authorisation
acceptability of a service, and dealing
with any deviations from plan
Purpose ST4.6.1 Purpose, goal and objective PC1 Process goals and objectives
Terms, plans and processes ST4.6.5 Evaluating predicted performance ofa | P09.4 Risk assessment
changed or new service against actual .
performance; understanding intended P09.5 Risk respanse
and unintended effects of change; risk | Al7.9 Post-implementation review
management
Service Knowledge Management | ST 4.7 Service knowledge management Al4.2 Knowledge transfer to business
ensures that all relevant information management
is recorded and available to support
informed decision making Al4.3 Knowledge transfer to end users
Al4.4 Knowledge transfer to operations and
support staff
Purpose ST4.71 Purpose, goal and objective PC1 Process goals and objectives
Data, information, knowledge and ST4.7.441 The journey from data capture P02.4 Integrity management
wisdom to wisdom through context and
understanding
Knowledge management strategy ST4.7.51 Organisationwide approach P02.1 Enterprise information architecture
model
Knowledge transfer ST4.75.2 Appropriate communication, access Al4.2 Knowledge transfer to business
and learning management
Al4.3 Knowledge transfer to end users
Al4 4 Knowledge transfer to operations and

support staff
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Core Book
Reference

CoBiT IT Processes
Key Areas and Control Objectives

SERVICE TRANSITION (cont.)
Service Knowledge Management (cont.)

Data and information management | ST 4.7.5.3 Establishing requirements and P02.4 Integrity management
ST4.7.7.1 procedures; evaluation and
improvement
Service knowledge management ST4.74.2 Establishing and using the SKMS Al4.2 Knowledge transfer to business
system (SKMS) ST4.75.4 management
Indicators and measures ST4.7.7.2 For customers and providers Al4.3 Knowledge transfer to end users
ST4.7.73 Al4.4 Knowledge transfer to operations and
support staff

Early Life Support and Close of ST 4.45.8 This consists of transition of support
Deployment for new service to service operation
against exit criteria pre-agreed with
stakeholders during design phase

Early life support ST 4458 Transition of support for new service to | P05.5 Benefit management
service operation against exit criteria

pre-agreed with stakeholders during Al4.3 Knowledge transfer to end users
design phase
Closing deployment ST4.45.9 Reviewing and closing a deployment AlIB.5 Change closure and documentation
Ending service transition ST4.45.10 Reviewing and closing service P05.5 Benefit management
involvement transition; all activities completed and AI7.9 Post-implementation review

metrics captured

SERVICE OPERATION
Service Operation Principles and Execution

Basics S0 2.3 Functions and processes across the PO4.1 IT process framework
lifecycle
S0 2.4 Service operation fundamentals Framework Framework level
DS13 Manage operations
Principles S0 3.0 Service operation principles Framework Framework level
S0 3.1 Functions, groups, teams, departments | P04.5 IT organisational structure
and divisions
S03.2 Achieving balance in service operation | P04.5 IT organisational structure
S03.24 Reactive vs. proactive organisations P04.4 Organisational placement of the IT
function
S0 3.3 Providing service P04.5 IT organisational structure
S0 3.4 Operation staff involvement in service |25} Define and manage service levels
design and service transition
S0 3.5 Operational health ME1.1 Monitoring approach
S0 3.6 Communication P06.5 Communication of IT objectives and
direction
S0 3.7 Documentation Al4.4 Knowledge transfer to operations and
support staff
DS13.1 Operations procedures and instructions
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SERVICE OPERATION (cont.)

Service Operation Principles and Execution (cont.)

Core Book
Reference

Key Areas

CoiT IT Processes

and Control Objectives

Organising for service operation S0 6.0 Organising for service operation P04.1 IT process framework
PC4 Roles and responsibilities
S0 6.1 Functions P04.5 IT organisational structure
S0 6.2 Service desk P04.5 IT organisational structure
P04.12 IT staffing
DS8.1 Service desk
S06.3 Technical management P04.5 IT organisational structure
P04.9 Data and system ownership
S06.4 IT operations management P04.5 IT organisational structure
DS13 Manage operations
S0 6.5 Application management P04.5 IT organisational structure
All Identify automated solutions
S0 6.6 Service operation roles and P04.6 Establishment of roles and
responsibilities responsibilities
S06.7 Service operation organisation P04.5 IT organisational structure
structures
Technology considerations S07.0 A compendium of technology DS9.3 Configuration integrity review
requirements to support all parts of —
service operation PC3 Process repeatability
PC5 Policy, plans and procedures
Implementing service operation S0 8.0 Generic implementation guidance for P04.1 IT process framework
service operation as a whole
Challenges, critical success factors | SO 9.0 Challenges, critical success factors PC3 Process repeatability
and risks and risks
Service operation appendices App A Complementary industry guidance
App B Communication in service operation DS13.1 Operations procedures and instructions
App C Kepner and Tregoe
App D Ishikawa diagrams
App E Facilities management details DS12.2 Physical security measures
DS12.3 Physical access
DS12.4 Protection against environmental
factors
DS12.5 Physical facilities management
App F Physical Access Control DS12.3 Physical access
Event Management S0 4.1 In order to evaluate the status of the Manage performance and capacity
IT infrastructure and services and y o
apply appropriate controls, event Manage service desk and incidents
management monitors all events that -
occur through the IT infrastructure as Manage operations
part of normal operation but detects
and escalates exception conditions
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SERVICE OPERATION (cont.)
Event Management (cont.)

Core Book
Reference

Key Areas

CoiT IT Processes

and Control Objectives

service as quickly as possible to
minimise business impact

Purpose, scope, value, policies, S04.11 Purpose, goal and objective PC1 Process goals and objectives
principles and concepts S04.1.2 Active and passive monitoring; areas DS13.3 IT infrastructure monitoring
S04.1.3 covered; types of events: regular
S0 4.1.4 operation, unusual or exception
Event life cycle and activities S04.1.5 Event occurrence, notification, DS3.2 Current performance and capacity
detection, filtering; significance of .
events; event correlation; triggers; DS8.1 Service desk
response selection: logged, auto DS8.2 Registration of customer queries
response, alert and human intervention; . )
incident, problem or change?; Open DS8.3 Incident escalation
and RFC; open and incident record; DS8.4 Incident closure
reviewing actions; closing event DS85 Reporting and trend analysis
DS13.3 IT infrastructure monitoring
Triggers and interfaces S04.1.6 Types of trigger; interfaces with other | DS13.3 IT infrastructure monitoring
service management processes
Information management S04.1.7 Types of information; event records DS8.5 Reporting and trend analysis
Metrics and KPIs S04.1.8 Suggested metrics; typical challenges; | DS13.3 IT infrastructure monitoring
S04.1.9 critical importance of appropriate
filtering; risks
Designing for event management S04.1.10 Targets and mechanisms for DS13.3 IT infrastructure monitoring
monitoring designed at the availability
and capacity management stages
of service design; instrumentation;
error messaging; event detection and
alert mechanisms; identification of
thresholds
Request Fulfilment S0 4.3 Request fulfillment manages customer Manage changes
or user requests that are part of normal
operation
Purpose, scope, value, policies, S0 4.3.1 Purpose, goal and objective PC1 Process goals and objectives
principles and concepts
Policies, principles and request S04.3.4 Standard services for users to initiate Manage changes
models standard changes; request models
Activities, methods and techniques | SO 4.3.5 Menu-driven self-help, approvals, Al6.2 Impact assessment, prioritisation and
fulfilment and closure authorisation
AlIB.5 Change closure and documentation
Al7.8 Promotion to production
Al7.9 Post-implementation review
DS8.2 Registration of customer queries
Information management S04.3.7 Information dependencies in request AlB.2 Impact assessment, prioritisation and
fulfilment authorisation
Request fulfilment metrics S04.3.8 What to measure and report on the AlB.2 Impact assessment, prioritisation and
effectiveness of request fulfilment authorisation
Incident Management ST, S0 4.2 Concentrates on restoring a disrupted Manage service desk and incidents

82 © 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.



Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

ITIL

SERVICE OPERATION (cont.)
Incident Management (cont.)

Core Book
Reference

Key Areas

CosiT IT Processes

and Control Objectives

application management lifecycle,
activities, organisation, metrics and
documentation

Identify automated solutions

Purpose, scope, value, policies, S0 4.2.1 Purpose, goal and objective PC1 Process goals and objectives
principles and concepts S04.24 Incident models including urgent Manage service desk and incidents
procedures for major incidents
Incident management process S04.25 Incident identification, logging, DS8.1 Service desk
activities categorisation, prioritisation, diagnosis, .. .
escalation, investigation, diagnosis, DS8.2 Registration of customer queries
resolution, recovery and closure DS8.3 Incident escalation
DS8.4 Incident closure
Information management S04.2.7 Tools and records including known DS8 Manage service desk and incidents
error database
Incident management metrics S04.2.8 What to measure and report on the DS8 Manage service desk and incidents
effectiveness of incident management
Problem Management ST, S0 4.4 Determines root causes of incidents DS10.2 Problem tracking and resolution
and events, and works proactively to
reduce future problems and incidents D510 Manage prablems
Purpose, scope and value S0 4.4.1 Purpose, goal and objective PC1 Process goals and objectives
Policies, principles and concepts S04.44 Problem models DS10.2 Problem tracking and resolution
Activities, methods and techniques | SO 4.4.5 Reactive and proactive problem A2.4 Application security and availability
management; problem detection, -
logging, categorisation, prioritisation, Ald.4 gﬂovg;ds?tgftrransfer o operations and
investigation, diagnosis, resolution; PP
workarounds and known errors; DS10.1 Identification and classification of
reviews problems
DS10.2 Problem tracking and resolution
DS10.3 Problem closure
Information management S04.4.7 Configuration management system and | Al4.4 Knowledge transfer to operations and
known error database support staff
Problem management metrics S04.4.8 What to measure and report on the PC6 Process performance improvement
effectiveness of problem management
Service Operation Functions S0 6 This is the structure that manages PO4.1 IT process framework
the “steady state” operational IT P
- PC4 Roles and responsibilities
Service desk S0 6.2 Role, objectives and organisational P04.5 IT organisational structure
structures; staffing; outsourcing PO4.12 IT staffing
DS8.1 Service desk
Technical management S0 6.3 Role, objectives and organisation; P04.5 IT organisational structure
generic activities; technical design, -
maintenance and support; metrics; P04.9 Data and system ownership
documentation P04.12 IT staffing
Application management S0 6.5 Roles, objectives, principles; P04.5 IT organisational structure
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SERVICE OPERATION (cont.)

Service Operation functions (cont.)

Core Book
Reference

Key Areas

CoiT IT Processes

and Control Objectives

Service operation roles and S0 6.6 Roles in service desk, technical P04.6 Establishment of roles and
responsibilities management, operational responsibilities
management, application management,
event management, incident
management, request fulfilment,
problem management, access
management
Organisational structure S0 6.7 Organisation by technical specialisation, | P04.5 IT organisational structure
by activity, to manage processes and
by geography; hybrids
Access Management S0 4.5 Access management allows access to | DS5.3 Identity management
services only to authorised users
Purpose, scope and value S0 4.5.1 Purpose, goal and objective PC1 Process goals and objectives
Policies, principles and concepts S04.54 Access, rights, identity, service groups | DS5.4 User account management
and directory services
Activities, methods and techniques | SO 4.5.5 Requesting access; verification; DS5.4 User account management
providing, removing and restricting . - -
rights; monitoring identity status; DS5.5 ﬁqe(;:rtji{%gestmg, surveillance and
logging and tracking; g
Information management S04.5.7 Identity, roles, users and groups DS5.4 User account management
Access management metrics S045.8 To measure efficiency and DS5.5 Security testing, surveillance and
effectiveness of access management monitoring
process
Operations Management S0 5 IT operations management is the day- | 0554 Manage operations
S06.4 Loy e e G DS13.1 Operations procedures and instructions
IT operations management S06.4 Ongoing management and DS13 Manage operations
structure maintenance of IT infrastructure;
includes IT operations control
and facilities management; roles,
objectives, organisation, metrics and
documentation
Monitoring and control S0 5.1 Definitions, monitoring control loops, Manage performance and capacity
types of monitoring, metrics, reporting, :
audits, KPIs, interfaces Manage operations
Monitor and evaluate IT performance
IT operations management S05.2 Console management; operations DS4.9 Offsite backup storage
structure bridge; job scheduling; backup and -
restoration; print and output DS11.5 Backup and restoration
DS13.2 Job scheduling
DS13.3 IT infrastructure monitoring
DS13.4 Sensitive documents and output
devices
Mainframe management S05.3 Mainframe management activities DS13.2 Job scheduling
DS13.5 Preventive maintenance for hardware
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SERVICE OPERATION (cont.)
Operations Management (cont.)

Core Book
Reference

Key Areas

CosiT IT Processes
and Control Objectives

communication; education and training

Server management and support S0 5.4 0S support; licence management; AI3.2 Infrastructure resource protection and
third-level support; procurement availability
advice; system security; virtualisation; .
capacity and performance; AI3.3 Infrastructure maintenance
routine activities; maintenance; DS3.2 Current performance and capacity
decommissioning and disposal DS5.7 Protection of security technology
DS9.3 Configuration integrity review
DS13.5 Preventive maintenance for hardware
Network management S05.5 WANSs, LANs and MANS; service AI3.3 Infrastructure maintenance
providers; support and maintenance; )
DNS management; intrusion detection DS5.10 Network security
management; VOIP
Storage and archiving S0 5.6 All online storage and backup DS11.2 Storage and retention arrangements
Database administration S05.7 Relation to application management; AI3.3 Infrastructure maintenance
functions and responsibilities
Directory services management S05.8 Network resources information AI3.3 Infrastructure maintenance
management
Desktop support S05.9 Policies; standardisation; maintenance; | DS8.3 Incident escalation
interface to release management; ) . )
support and configuration control DS13.1 Operations procedures and instructions
Middleware management S0 5.10 Integration of software components; AI3.3 Infrastructure maintenance
functionality and activities AC6 Transaction authentication and integrity
Internet/web management S0 5.11 Architecture; design; testing; Al3.3 Infrastructure maintenance
implementing; maintaining; supporting;
interface to content providers and
suppliers; back-end apps; website
performance issues; information
security management
Facilities and data centre S0 5.12 Building management; equipment DS12.5 Physical facilities management
management hosting; power management;
environmental controls; safety; physical
security; shipping and receiving;
maintenance; interface to contract
management
Information security management S0 5.13 Information security roles in service P04.11 Segregation of duties
and service operation operation, and interfaces to ISM in -
other parts of the lifecycle DS5.1 Management of IT security
DS5.5 Security testing, surveillance and
monitoring
DS7.1 Identification of education and training
needs
Improvement of operational S05.14 Automation; reviewing temporary P08.5 Continuous improvement
activities procedures (fixes); operational audits; DS7 1 Identification of education and training

needs
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SERVICE OPERATION (cont.)
Operations Management (cont.)

Core Book
Reference

Key Areas

CoiT IT Processes

and Control Objectives

Operational activities of processes
covered in other life cycle phases

CONTINUAL SERVICE IMPROVEMENT

Service Improvement
Management Principles and
Execution

(as operational activities)

IT service continuity management

Service improvement management
is a continual activity to increase the
efficiency, maximise the effectiveness
and optimise the cost of IT services and
underlying ITSM processes

S0 4.6 Operational components of processes | P04.1 IT process framework
in other parts of the lifecycle

S0 4.6.1 Change management (as operational Al6.1 Change standards and procedures
activities)

S04.6.2 Configuration management (as DS9 Manage the configuration
operational activities)

S04.6.3 Release and deployment management Install and accredit solutions and
(as operational activities) changes

S04.6.4 Capacity management (as operational Manage performance and capacity
activities)

S04.6.5 Availability management (as operational | DS3.4 IT resources availability
activities)

S0 4.6.6 Knowledge management (as Knowledge transfer to operations and
operational activities) support staff

S04.6.7 Financial management for IT services Manage the IT investment

Identify and allocate costs
Ensure continuous service

Continuous improvement

evaluation and response

CSl principles and approach CSl 2.4 CSl policies; CSI model; concepts of ME1 Monitor and evaluate IT performance
cSl 3.1 service gap, improvements, benefits, . ]
o5l 2.0 ROl and VOI: levels of opportunity: P08.5 Continuous improvement
csl 3' 3 organisational change, ownership and
: roles; internal and external drivers
CSlI 3.4
CSl14.3.12
Service improvement CSI 3.5 Service level management, Deming DS1 Define and manage service levels
CSI 3.6 cycle, baselining, CSI model, 7-step
o517 improvement process, knowledge ME1.4 Performance assessment
csi 3' 8 spiral, benchmarking, knowledge PC6 Process performance improvement
: management
CSI 3.9
Governance CSI 3.10 Enterprise, corporate and IT ME4.1 Establishment of an IT governance
governance framework
CSlin ITSM context CSI 3.11 Frameworks, models, standards and P04.1 IT process framework
quality systems
Technology considerations CSI7.0 Tools to support CSI activities PC5 Policies, plans and procedures
Complementary guidance App A Innovation, correction and P08.2 IT standards and quality practices
improvement, best practices that ME4.1 Establishment of an IT governance
support CS framework
The Seven-step Improvement CSl 4.1 The seven-step process includes PC6 Process performance improvement
Process fundamental concepts of measurement, PO85 Continuous improvement
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Core Book
Reference

CosiT IT Processes
and Control Objectives

Key Areas

CONTINUAL SERVICE IMPROVEMENT

The Seven-step Improvement Process (cont.)

The seven steps CSl 4.1 Defining what should be defined, then | P04.1 IT process framework
what can be measured; gathering, - -
processing and analysing data: P08.5 Continuous improvement
presenting and using information and ME1.1 Monitoring approach
implementing corrective action ME1.2 Definition and collection of monitoring
data
ME1.3 Monitoring method
ME1.4 Performance assessment
ME1.5 Board and executive reporting
ME1.6 Remedial actions
PC6 Process performance improvement
Integration with ITSM life cycle CSI4.11 Integration activities for each step with | P04.1 IT process framework
each lifecycle phase P08.5 Continuous improvement
Metrics and measurement CSl4.1.2 Types of metrics ME1.1 Monitoring approach
Service Reporting CSl 4.2 Service reporting covers the purpose of | DS1.5 Monitoring and reporting of service
reporting, target audiences and uses level achievements
Reporting policy and rules CSl4.2.1 To be agreed with business and service | DS1.5 Monitoring and reporting of service
design to ensure right content for each level achievements
recipient ME1.5 Board and executive reporting
Service Measurement CSI 4.3 Service measurement includes DS1.5 Monitoring and reporting of service
measuring and reporting against and level achievements
end-to-end business service
Objectives, creating a service CSI14.3.1 Considering the desired outputs from DS1.5 Monitoring and reporting of service
measurement framework with cSl4.3.2 service measurements, the design of level achievements
various levels of measurement and appropriate measurement and reporting -
; h i 14.3. i,
reporting, and measuring the right g; 4 2 i structures and deriving necessary DS3.2 Current performance and capacity
things ~ measurements ME1.1 Monitoring approach
ME4.6 Performance measurement
Setting targets; measuring CSI 4.3.5 Baselining; SMART targets; measures | DS8.5 Reporting and trend analysis
service management processes; CSl4.3.6 that support KPIs; levels; measurement
measurement processes, results CSl 4.3.7 framework grids; sanity checks;
and interpretation o interpretation and use of results
CS14.3.8
CS14.3.9
CS14.3.10
CSI4.3.11
Business Issues for CSI CSl 4.4, Business issues include sensible P08.5 Continuous improvement
CSl 4.5 investment in improvement initiatives
Return on investment CSl 4.4 The need for evidence of benefits and | P08.5 Continuous improvement
quantification of costs for CSI; making -
the business case ME1.1 Monitoring approach
Business involvement CSI 4.5 Key questions in business evaluation of | P08.5 Continuous improvement
improvement initiatives ME1 1 Monitoring approach
Service Level Management CSl 4.6 SLM supports the CSI seven-step Define and manage service levels
improvement process
SLM as a driver of CSI CSl 4.6 Interworking of CSI and SLM P08.5 Continuous improvement
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Service Level Management (cont.)

CONTINUAL SERVICE IMPROVEMENT (cont.)

Core Book
Reference

Key Areas

CoiT IT Processes

and Control Objectives

SLM goals CSl 4.6.1 Continual cycle of improvement P08.5 Continuous improvement
through SLM/CSI cooperation
Service improvement plan CSI4.6.2 SLM input P08.5 Continuous improvement
CSI Methods and Techniques CSI 5 CSI methods and techniques include P08.5 Continuous improvement
quantitative and qualitative measures ME1 1 Monitoring approach
Formal assessments CSl 5.2 When, what and how; pros and cons of | P01.3 Assessment of current capability and
formal assessment; process value vs. performance
process maturity; gap analysis P04.1 IT process framework
P08.6 Quality measurement, monitoring and
review
ME1.1 Monitoring approach
Benchmarking CSI 5.3 Procedure, costs, value, benefits; P08.6 Quality measurement, monitoring and
who is involved; what to benchmark; review
comparison with industry norms;
approaches. ME1.4 Performance assessment
Measuring and reporting CSl 5.4 Balanced scorecard; SWOT P08.6 Quality measurement, monitoring and
frameworks review
ME1.3 Monitoring method
Deming Cycle CSI 5.5 Deming cycle applied to improving P04.1 IT process framework
CSI 3.6 services and service management P05 Continuous improvement
CSl in SM life cycle processes CSI 5.6 Availability management techniques; P08.5 Continuous improvement
expanded incident lifecycle; capacity o
management; IT service continuity P09.3 Event ientification
management; problem management; Enable operation and use
change, release and deployment Manage chanaes
management; knowledge management g g
Install and accredit solutions and
changes
DS3.1 Performance and capacity planning
DS3.4 IT resources availability
DS4.1 IT continuity framework
DS10 Manage problems
PC6 Process performance improvement
Organising for CSI CSI 6 This topic covers identification of roles | P04.6 Establishment of roles and
and responsibilities, activities and skills responsibilities
PC6 Process performance improvement
Roles and responsibilities CSl 6.1 Activities and skills; service manager, P04.7 Responsibility for IT quality assurance
CSI manager, service owner, -
process owner, service knowledge PC2 Process ownership
management, reporting analyst PC4 Roles and responsibilities
Authority matrix CSI 6.2 Process flows and RACI P08.5 Continuous improvement
PC6 Process performance improvement
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Core Book CoBiT IT Processes
Topic Reference Key Areas and Control Objectives
Implementing CSI CSI 8 This section offers step by step P08.5 Continuous improvement
guidance to first implementation of CSI
Considerations and starting points | CSI 8.1 Service approach, lifecycle approach or | P04.1 IT process framework
CSI 8.2 functional group approach P08.5 Continuous improvement
ME1.4 Performance assessment
Governance CSl 8.3 Strategic view; ITSM programme; P08.5 Continuous improvement
business drivers; process changes
CSl and organisational change CSl 8.4 Soft issues, urgency, change P08.5 Continuous improvement
leadership, creating and
communicating a vision; empowering
others, short-term wins; consolidating
improvements and institutionalising
change; organisational culture
Communications strategy and plan | CSI 8.5 Importance of effective communication | P08.5 Continuous improvement
to all target audiences
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Appendix III—Mapping CosIT 4.1 Control Objectives and ITIL V3
With ISO/IEC 27002

This mapping shows the reverse relationship between the ISO/IEC 27002 and CosIT’s control objectives, with
related I'TIL references included.

This mapping is not intended to be definitive or prescriptive; it is only a guide. Links are shown only at the high
level, pointing to the relevant section in the other documents.

ISO/IEC 27002
Classifications

CosiT 4.1

CoiT IT Processes

(Supporting Information)

4.1 Assessing security
risks

Key ISO/IEC 27002 Areas

4.0 Risk assessment and
treatment

Control Objectives
* P09.4 Risk assessment

* P09 Manage IT risks

ITIL V3 Reference

4.2 Treating security risks

* P09 Manage IT risks

5.1 Information security
policy

5.0 Security policy

5.1.1 Information security
policy document

e P06.1 IT policy and control
environment

¢ P06.2 Enterprise IT risk and
control framework

¢ P06.3 IT policies
management

® P06.5 Communication of IT
objectives and direction

e DS5.2 IT security plan

¢ DS5.3 Identity management

e ME2.1 Monitoring of internal
control framework

* P06 Communicate
management aims and
direction

e DS5 Ensure systems
security

e ME2 Monitor and evaluate
internal control

¢ SS 6.4 Organisational
culture

e ST 5.1 Managing
communications and
commitment

e SO 3.6 Communications

e S0 4.5 Access management

* SD 4.6.4 Policies, principles,
basic concepts

¢ SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

5.1.2 Review of information
security policy

* P03.1 Technological
direction planning

¢ P05.3 IT budgeting
¢ P05.4 Cost management

¢ P06.3 IT policies
management

© P09.4 Risk assessment

© DS5.2 IT security plan

¢ DS5.3 Identity management

e ME2.2 Supervisory review

e ME2.5 Assurance of internal
control

e ME2.7 Remedial actions

e ME4.7 Independent
assurance

e PO3 Determine
technological direction

¢ P05 Manage the IT
investment

e P06 Communicate
management aims and
direction

¢ P09 Assess and manage
IT risks

e DS5 Ensure systems
security

e ME2 Monitor and evaluate
internal control

¢ ME4 Provide IT governance

¢ SS 5.1 Financial
management

¢ 5SS 5.2.2 Return on
investment

© SS 5.2.3 Return on
investment

¢ SS 8 Technology and
strategy

¢ SS 9.5 Risks

e SD 4.5.5.2 Stage 2—
Requirements and strategy

e SD 4.6.4 Policies, principles,
basic concepts

¢ SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 8.1 Business impact
analysis

e ST 4.6 Evaluation

¢ S0 4.5 Access management

90

© 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.




Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CoaiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

6.1 Internal organisation

6.0 Organisation of
information security

6.1.1 Management
commitment to information
security

¢ P03.3 Monitor future trends
and regulations

e P03.5 IT architecture board

® P04.3 IT steering committee

¢ P04.4 Organisational
placement of the IT function

¢ P04.5 IT Organisational
structure

* P04.8 Responsibility
for risk, security and
compliance

¢ P06.3 IT policies
management

¢ P06.4 Policy, standard and
procedures rollout

¢ P06.5 Communication of IT
objectives and direction

e DS5.1 Management of T
security

¢ P03 Determine
technological direction

¢ P04 Define the IT
processes, organisation and
relationships

¢ P06 Communicate
management aims and
direction

¢ DS5 Ensure systems
security

¢ SS 2.4 Principles of service
management

 SS 2.6 Functions and
processes across the life
cycle

¢ SS 6.1 Organisational
development

¢ SS 6.2 Organisational
departmentalisation

¢ SS 6.3 Organisational
design

¢ SS 6.5 Sourcing strategy

¢ SS App B2 Product
managers

e SD 4.3.5.7 Modelling and
trending

¢ SD 4.6 Information security
management

e SD 6.3 Skills and attributes

¢ SD 6.4 Roles and
responsibilities

¢ S0 3.1 Functions, groups,
teams, departments and
divisions

¢ SO 3.2 Achieving balance in
service operations

¢ S0 3.2.4 Reactive vs.
proactive organisations

¢ SO 3.3 Providing service

¢ SO 3.6 Communications

¢ S0 5.13 Information security
management and service
operation

¢ S0 6.1 Functions

¢ S0 6.2 Service desk

¢ S0 6.3 Technical
management

¢ S0 6.4 IT operations
management

¢ S0 6.5 Applications
management

¢ S0 6.7 Service operations
organisation structures

e ST 4.2.6.8 Change advisory
board

e ST 5.1 Managing
communications and
commitment

¢ ST 6.2 Organisational
context for transitioning a
service

e ST 6.3 Organisational
models to support service
transition
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

6.1.2 Information security
co-ordination

* P04.4 Organisational
placement of the IT function

® P04.5 IT organisational
structure

¢ P04.6 Establishment of
roles and responsibilities

e P04.8 Responsibility
for risk, security and
compliance

* P04.10 Supervision

e P06.5 Communication of IT
objectives and direction

e DS5.1 Management of IT
security

© DS5.2 IT security plan

© DS5.3 Identity management

® P04 Define the IT
processes, organisation and
relationships

e P06 Communicate
management aims and
direction

e DS5 Ensure systems
security

© SD 4.6 Information security
management

e SD 4.6.4 Policies, principles,
basic concepts

* SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 6.2 Activity analysis

e SD 6.3 Skills and attributes

¢ SD 6.4 Roles and
responsibilities

¢ S0 3.1 Functions, groups,
teams, departments and
divisions

e S0 3.2 Achieving balance in
service operations

e S0 3.2.4 Reactive vs.
proactive organisations

* S0 3.3 Providing service

¢ SO 3.6 Communications

¢ S0 5.13 Information security
management and service

e S0 4.5 Access management

¢ S0 6.1 Functions

¢ S0 6.2 Service desk

¢ S0 6.3 Technical
management

e S0 6.4 IT operations
management

¢ S0 6.5 Applications
management

* S0 6.6 Service operations
roles and responsibilities

* S0 6.7 Service operations
organisation structures

® SS 2.6 Functions and
processes across the
life cycle

® SS 6.1 Organisational
development

¢ SS 6.2 Organisational
departmentalisation

¢ SS 6.3 Organisational
design

* SS 6.5 Sourcing strategy

* SS App B2 Product
managers

e ST 4.2.6.8 Change advisory
board

e ST 5.1 Managing
communications and
commitment
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

6.1.2 Information security
co-ordination (cont.)

o ST 6.2 Organisational
context for transitioning
a service

e ST 6.3 Organisational
models to support service
transition

¢ CSI 6 Organising
for continual service
improvement

6.1.3 Allocation of information
security responsibilities

¢ P04.4 Organisational
placement of the IT function

e P04.6 Establishment of
roles and responsibilities

* P04.8 Responsibility
for risk, security and
compliance

e P04.9 Data and system
ownership

* P04.10 Supervision

® P04 Define the IT
processes, organisation and
relationships

© SS 6.1 Organisational
development

e S0 3.2.4 Reactive vs.
proactive organisations

¢ S0 6.3 Technical
management

* SD 6.4 Roles and
responsibilities

6.1.4 Authorisation process
for information processing
facilities

6.0 Organisation of
information security

® P04.3 IT steering committee

¢ P04.4 Organisational
placement of the IT function

* P04.9 Data and system
ownership

* Al1.4 Requirements and
feasibility decision and
approval

e Al2.4 Application security
and availability

e Al7.6 Testing of changes

* DS5.7 Protection of security
technology

® P04 Define the IT
processes, organisation and
relationships

¢ Al1 Identify automated
solutions

e A2 Acquire and maintain
application software

e Al7 Install and accredit
solutions and changes

® DS5 Ensure systems
security

© SS 6.1 Organisational
development

e S0 3.2.4 Reactive vs.
proactive organisations

* S0 4.4.5.11 Errors detected
in the development
environment

¢ S0 5.4 Server management
and support

* S0 6.3 Technical
management

e SD 3.6.1 Designing service
solutions

o ST 3.2.14 Proactively
improve quality during
service

e ST 4.5.5.4 Prepare test
environment

e ST 4.5.5.5 Perform tests

e ST 4.5.5.6 Evaluate exit
criteria and report

6.1.5 Confidentiality
agreements

¢ P04.6 Establishment of
roles and responsibilities

e P04.14 Contracted staff
policies and procedures

¢ P08.3 Development and
acquisition standards

e Al5.1 Procurement control

e Al5.2 Supplier contract
management

® DS5.2 IT security plan
¢ DS5.3 Identity management

® DS5.4 User account
management

® P04 Define the IT
processes, organisation and
relationships

e P08 Manage quality
e Al5 Procure IT resources

® DS5 Ensure systems
security

 SS 2.6 Functions and
processes across the
life cycle

* SS 6.5 Sourcing strategy

e SD 3.6 Design aspects

e SD 3.9 Service-oriented
architecture

© SD 3.11 Service design
models

e SD 5.3 Application
management

e SD 6.2 Activity analysis

* SD 6.4 Roles and
responsibilities

e SD 7 Technology
considerations

© 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.

93




Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

6.1.5 Confidentiality
agreements (cont.)

e SD 3.7 Procurement of the
preferred solution

e SD 4.2.5.9 Develop
contracts and relationships

* SD 4.6.4 Policies, principles,
basic concepts

e SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 4.7.5.3 Establishing new
suppliers and contracts

e ST 3.2.3 Adopt a common
framework and standards

® ST 4.1.4 Policies, principles
and basic concepts

e ST 4.1.5.1 Transition
strategy

o ST 6.3 Organisational
models to support service
transition

e S0 4.5 Access management

e S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

* S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

* S0 6.6 Service operations
roles and responsibilities

¢ CSI 6 Organising
for continual service
improvement

6.1.6 Contact with authorities

© P04.15 Relationships

© DS4.1 IT continuity
framework

® DS4.2 IT continuity plans

e ME3.1 Identification of
external legal, regulatory,
and contractual compliance
requirements

e ME3.3 Evaluation of
compliance with external
requirements

e ME3.4 Positive assurance of
compliance

® P04 Define the IT
processes, organisation and
relationships

e DS4 Ensure continuous
service

e ME3 Ensure compliance
with external requirements

e SD 4.2.5.9 Develop
contracts and relationships

* SD 4.5 IT service continuity
management

e SD 4.5.5.1 Stage 1—
Initiation

e SD 4.5.5.2 Stage 2—
Requirements and strategy

e SD 4.5.5.3 Stage 3—
Implementation

e SD App K The typical
contents of a recovery plan

e CSI 5.6.3 IT service
continuity management
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

6.1.7 Contact with special
interest groups

* P04.15 Relationships

e DS4.1IT continuity
framework

e DS4.2 IT continuity plans

® P04 Define the IT
processes, organisation and
relationships

® DS4 Ensure continuous
service

e SD 4.2.5.9 Develop
contracts and relationships

® SD 4.5 IT service continuity
management

e SD 4.5.5.1 Stage 1—
Initiation

e SD 4.5.5.2 Stage 2—
Requirements and strategy

® SD 4.5.5.3 Stage 3—
Implementation

* SD App K The typical
contents of a recovery plan

e CSI 5.6.3 IT service
continuity management

6.1.8 Independent review of
information security

6.0 Organisation of
information security

* P06.4 Policy, standard and
procedures rollout

* DS5.5 Security testing,
surveillance and monitoring

e ME2.2 Supervisory review

e ME2.5 Assurance of internal
control

e ME4.7 Independent
assurance

* P06 Communicate
management aims and
direction

e DS5 Ensure systems
security

e ME2 Monitor and evaluate
internal control

e ME4 Provide IT governance

e S0 4.5.5.6 Removing or
restricting access

¢ S0 5.13 Information security
management and service
operation

6.2 External parties

6.2.1 Identification of risks
related to external parties

® P04.14 Contracted staff
policies and procedures

* DS2.1 Identification of all
supplier relationships

e DS2.3 Supplier risk
management

® DS5.4 User account
management

* DS5.9 Malicious software
prevention detection and
correction

e DS5.11 Exchange of
sensitive data

* DS12.3 Physical access

® P04 Define the IT
processes, organisation and
relationships

e DS2 Manage third-party
services

® DS5 Ensure systems
security

e DS12 Manage the physical
environment

e SS 7.3 Strategy and
transitions

e SD 4.7.5.1 Evaluation of
new suppliers and contracts

e SD 4.7.5.2 Supplier
categorisation and
maintenance of the supplier
and contracts database (SCD)

e SD 4.7.5.5 Contract renewal
and/or termination

e SD 4.7.5.3 Establishing new
suppliers and contracts

* S0 4.5 Access management

* S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

® S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

e S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

* S0 5.5 Network
management

e SO App E Detailed
description of facilities
management

© SO App F Physical access
control
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

6.2.2 Addressing security
when dealing with customers

e P06.2 Enterprise IT risk and
control framework

® DS5.4 User account
management

e P06 Communicate
management aims and
direction

® DS5 Ensure systems
security

* S0 4.5 Access management

© S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

© S0 4.5.5.4 Monitoring
identity status

e S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

6.2.3 Addressing security in
third-party agreements

e P04.14 Contracted staff
policies and procedures

* P06.4 Policy, standard and
procedures rollout

¢ P08.3 Development and
acquisition standards

o Al5.2 Supplier contract
management

® DS2.2 Supplier relationship
management

® DS2.3 Supplier risk
management

® DS2.4 Supplier performance
monitoring

e DS5.1 Management of IT
security

e ME2.6 Internal control at
third parties

© P04 Define the IT
processes, organisation and
relationships

¢ P06 Communicate
management aims and
direction

e P08 Manage quality

e Al5 Procure IT resources

e DS2 Manage third-party
services

e DS5 Ensure systems
security

e ME2 Monitor and evaluate
internal control

* SD 3.6 Design aspects

e SD 3.9 Service-oriented
architecture

e SD 3.11 Service design
models

e SD 4.2.5.9 Develop
contracts and relationships

* SD 4.6 Information security
management

© SD 4.7.5.2 Supplier
categorisation and
maintenance of the supplier
and contracts database
(SCD)

e SD 4.7.5.3 Establishing new
suppliers and contracts

e SD 4.7.5.4 Supplier and
contract management and
performance

e SD 4.7.5.5 Contract renewal
and/or termination

e SD 5.3 Application
management

o SD 7 Technology
considerations

e ST 3.2.3 Adopt a common
framework and standards

e ST 4.1.4 Policies, principles
and basic concepts

® ST 4.1.5.1 Transition
strategy

¢ SS 6.5 Sourcing strategy

* S0 5.13 Information security
management and service

7.1 Responsibility for assets

7.0 Asset management

7.1.1 Inventory of assets

e P02.2 Enterprise data
dictionary and data syntax
rules

¢ DS9.2 Identification
and maintenance of
configuration items

¢ DS9.3 Configuration
integrity review

e P02 Define the information
architecture

¢ DS9 Manage the
configuration

e SD 5.2 Data and information
management

e SD 7 Technology
considerations

e ST 4.1.5.2 Prepare for
service transition

e ST 4.3.5.3 Configuration
identification

e ST 4.3.5.4 Configuration
control
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

7.1.1 Inventory of assets
(cont)

e ST 4.3.5.5 Status
accounting and reporting

o ST 4.3.5.6 Verification and
audit

¢ S0 5.4 Server management
and support

e S0 7 Technology
considerations (especially
for licensing, mentioned
in SO)

7.1.2 Ownership of assets

® P04.9 Data and system
ownership

e DS9.2 Identification
and maintenance of
configuration items

® P04 Define the IT
processes, organisation and
relationships

o DS9 Manage the
configuration

* S0 6.3 Technical
management

® ST 4.1.5.2 Prepare for
service transition

e ST 4.3.5.3 Configuration
identification

e ST 4.3.5.4 Configuration
control

e ST 4.3.5.5 Status
accounting and reporting

7.1.3 Acceptable use of
assets

© P04.10 Supervision

© P06.2 Enterprise IT risk and
control framework

® P04 Define the IT
processes, organisation and
relationships

e P06 Communicate
management aims and
direction

7.2 Information classification

7.2.1 Classification guidelines

* P02.3 Data classification
scheme

o AI2.4 Application security
and availability

® P02 Define the information
architecture

e A2 Acquire and maintain
application software

e SD 3.6.1 Designing service
solutions

e SD 5.2 Data and information
management

¢ S0 4.4.5.11 Errors detected
in the development
environment

7.2.2 Information labelling and
handling

¢ DS9.1 Configuration
repository and baseline

e DS9 Manage the
configuration

© SS 8.2 Service interfaces

e ST 4.1.5.2 Prepare for
service transition

e ST 4.3.5.2 Management and
planning

e ST 4.3.5.3 Configuration
identification

® ST 4.3.5.4 Configuration
control

e ST 4.3.5.5 Status
accounting and reporting

8.1 Prior to employment

8.0 Human resource security

8.1.1 Roles and
responsibilities

* P04.6 Establishment of
roles and responsibilities

* P04.8 Responsibility
for risk, security and
compliance

¢ P06.3 IT policies
management

* PO7.1 Personnel
recruitment and retention

* P04 Define the IT
processes, organisation and
relationships

* P06 Communicate
management aims and
direction

e PO7 Manage IT human
resources

e SS 2.6 Functions and
processes across the
life cycle

e SD 6.2 Activity analysis

* SD 6.4 Roles and
responsibilities

e ST 6.3 Organisational
models to support service
transition
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ISO/IEC 27002
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(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

8.1.1 Roles and
responsibilities (cont.)

* PQ7.2 Personnel
competencies

¢ PQ7.3 Staffing of roles

® DS5.4 User account
management

® DS5 Ensure systems
security

* S0 6.6 Service operations
roles and responsibilities

® S0 4.5 Access management

© S0 4.5.5.1 Requesting
access

e S0 4.5.5.2 Verification

¢ S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

* S0 4.5.5.5 Logging and
tracking access

® S0 4.5.5.6 Removing or
restricting access

¢ CSI 6 Organising
for continual service
improvement

8.1.2 Screening

8.0 Human resource
security

® P04.6 Establishment of
roles and responsibilities

* PO7.1 Personnel
recruitment and retention

* PO7.6 Personnel clearance
procedures

® DS2.3 Supplier risk
management

* P04 Define the IT
processes, organisation and
relationships

e PO7 Manage IT human
resources

e DS2 Manage third-party
services

e SS 2.6 Functions and
processes across the life
cycle

e SD 4.7.5.3 Establishing new
suppliers and contracts

* SD 6.2 Activity analysis

¢ SD 6.4 Roles and
responsibilities

o ST 6.3 Organisational
models to support service
transition

* S0 6.6 Service operations
roles and responsibilities

® (CSI 6 Organising
for continual service
improvement

8.1.3 Terms and conditions of
employment

® P04.6 Establishment of
roles and responsibilities

* PO7.1 Personnel
recruitment and retention

e PQ7.3 Staffing of roles

® DS2.3 Supplier risk
management

e P04 Define the IT
processes, organisation and
relationships

e PQ7 Manage IT human
resources

e DS2 Manage third-party
services

* SS 2.6 Functions and
processes across the life
cycle

e SD 4.7.5.3 Establishing new
suppliers and contracts

e SD 4.7.5.5 Contract renewal
and/or termination

e SD 6.2 Activity analysis

e SD 6.4 Roles and
responsibilities

e ST 6.3 Organisational
models to support service
transition

¢ S0 6.6 Service operations
roles and responsibilities

¢ CSI 6 Organising
for continual service
improvement
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(Supporting Information)
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CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

8.2 During employment

8.2.1 Management
responsibilities

e P04.8 Responsibility
for risk, security and
compliance

* P04.10 Supervision

e PO 4.11 Segregation of
duties

* P07.3 Staffing of roles

© P04 Define the IT
processes, organisation and
relationships

e PQ7 Manage IT human
resources

e SD 6.4 Roles and
responsibilities

e ST 3.2.13 Assure the quality
of the new or changed
service

¢ S0 5.13 Information security
management and service
operation

8.2.2 Information security
awareness, education, and
training

® P04.6 Establishment of
roles and responsibilities

© P06.2 Enterprise IT risk and
control framework

* P06.4 Policy, standard and
procedures rollout

* PO7.2 Personnel
competencies

© PQ7.4 Personnel training

e PQ7.7 Employee job
performance evaluation

 Al1.1 Definition and
maintenance of business
functional and technical
requirements

e Al7.1 Training

e DS5.1 Management of IT
security

© DS5.2 IT security plan

¢ DS5.3 Identity management

e DS7.1 Identification of
education and training
needs

e DS7.2 Delivery of training
and education

® P04 Define the IT
processes, organisation and
relationships

e P06 Communicate
management aims and
direction

e PQ7 Manage IT human
resources

¢ Al1 Identify automated
solutions

¢ Al7 Install and accredit
solutions and change

® DS5 Ensure systems
security

e DS7 Educate and train users

 SS 2.6 Functions and
processes across the
life cycle

e SS 7.5 Strategy and
improvement

® SS 8.1 Service automation

e SD 3.2 Balanced design

o SD 3.4 Identifying and
documenting business
requirements and drivers

e SD 3.5 Design activities

e SD 3.6.1 Designing service
solutions

* SD 3.6.2 Designing
supporting systems,
especially the service
portfolio

© SD 3.6.3 Designing
technology architecture

e SD 3.6.4 Designing
processes

e SD 3.6.5 Design of
measurement systems and
metrics

e SD 3.8 Design constraints

e SD 3.9 Service-oriented
architecture

© SD 4.6 Information security
management

e SD 4.6.4 Policies, principles,
basic concepts

* SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

* SD 6.2 Activity analysis

e SD 6.3 Skills and attributes

¢ SD 6.4 Roles and
responsibilities

o ST 4.4.5.2 Preparation for
build, test and deployment

e ST 6.3 Organisational
models to support service
transition
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8.2.2 Information security
awareness, education, and
training (cont.)

* S0 4.5 Access management

¢ S0 5.13 Information security
management and service
operation

* SO 5.14 Improvement of
operational activities

* S0 6.6 Service operations
roles and responsibilities

¢ CSI 6 Organising
for continual service
improvement

8.2.3 Disciplinary process

8.0 Human resource
security

¢ P04.8 Responsibility
for risk, security and
compliance

* P07.8 Job change and
termination

e DS5.6 Security incident
definition

® P04 Define the IT
processes, organisation and
relationships

* P07 Manage IT human
resources

e DS5 Ensure systems
security

¢ SD 6.4 Roles and
responsibilities

8.3 Termination or change
of employment

8.3.1 Termination
responsibilities

e PQ7.8 Job change and
termination

® DS5.4 User account
management

e PO7 Manage IT human
resources

® DS5 Ensure systems
security

e S0 4.5 Access management

¢ S0 4.5.5.1 Requesting
access

e S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

e S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

e SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 4.6.5.2 Management
of security breaches and
incidents

8.3.2 Return of assets

® P06.2 Enterprise IT risk and
control framework

¢ P07.8 Job change and
termination

e P06 Communicate
management aims and
direction

e PO7 Manage IT human
resources

8.3.3 Removal of access
rights

e PQ7.8 Job change and
termination

® DS5.4 User account
management

e PQ7 Manage IT human
resources

® DS5 Ensure systems
security

e S0 4.5 Access management

e S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

* S0 4.5.5.5 Logging and
tracking access

* S0 4.5.5.6 Removing or
restricting access
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CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

9.1 Secure areas

9.0 Physical and
environmental security

9.1.1 Physical security
perimeter

* DS12.1 Site selection
and layout

e DS12.2 Physical security
measures

¢ DS12 Manage the physical
environment

* SO App E Detailed
description of facilities
management

9.1.2 Physical entry controls

* DS12.2 Physical security
measures

e DS12.3 Physical access

¢ DS12 Manage the physical
environment

* SO App E Detailed
description of facilities
management

© SO App F Physical access
control

9.1.3 Security offices, rooms
and facilities

e DS12.1 Site selection
and layout

e DS12.2 Physical security
measures

¢ DS12 Manage the physical
environment

* SO App E Detailed
description of facilities
management

9.1.4 Protecting against
external and environmental
threats

¢ DS12.4 Protection against
environmental factors

¢ DS12 Manage the physical
environment

* SO App E Detailed
description of facilities
management

9.1.5 Working in secure areas

® P04.14 Contracted staff
policies and procedures

* P06.2 Enterprise IT risk and
control framework

e Al3.3 Infrastructure
maintenance

e DS12.3 Physical access

® P04 Define the IT
processes, organisation and
relationships

¢ P06 Communicate
management aims and
direction

e AI3 Acquire and maintain
technology infrastructure

¢ DS12 Manage the physical
environment

¢ S0 5.4 Server management
and support

e S0 5.5 Network
management

¢ S0 5.7 Database
administration

* S0 5.8 Directory services
management

* S0 5.9 Desktop support

¢ S0 5.10 Middleware
management

© S0 5.11 Internet/web
management

* SO App E Detailed
description of facilities
management

* SO App F Physical access
control

9.1.6 Public access, delivery
and loading areas

* DS5.7 Protection of security
technology

* DS12.1 Site selection
and layout

e DS12.3 Physical access

® DS5 Ensure systems
security

e DS12 Manage the physical
environment

* SO 5.4 Server management
and support

© SO App E Detailed
description of facilities
management

* SO App F Physical access
control

9.2 Equipment security

9.0 Physical and
environmental security

9.2.1 Equipment sitting and
protection

© DS5.7 Protection of security
technology

e DS12.4 Protection against
environmental factors

e DS5 Ensure systems
security

¢ DS12 Manage the physical
environment

© S0 5.4 Server management
and support

* SO App E Detailed
description of facilities
management
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9.2.2 Supporting utilities

* DS12.4 Protection against
environmental factors

® DS12.5 Physical facilities
management

¢ DS12 Manage the physical
environment

* S0 5.12 Facilities and data
centre management

© SO App E Detailed
description of facilities
management

9.2.3 Cabling security

e DS5.7 Protection of security
technology

e DS12.4 Protection against
environmental factors

® DS5 Ensure systems
security

¢ DS12 Manage the physical
environment

¢ SO 5.4 Server management
and support

* SO App E Detailed
description of facilities

management
9.2.4 Equipment maintenance  AI3.3 Infrastructure © AI3 Acquire and maintain ¢ S0 5.3 Mainframe
maintenance technology infrastructure management

® DS12.5 Physical facilities
management

* DS13.5 Preventive
maintenance for hardware

e DS12 Manage the physical
environment

e DS13 Manage operations

e S0 5.4 Server management
and support

* S0 5.5 Network
management

e S0 5.7 Database
administration

* S0 5.8 Directory services
management

e S0 5.9 Desktop support

* S0 5.10 Middleware
management

¢ S0 5.11 Internet/web
management

e S0 5.12 Facilities and data
centre management

9.2.5 Security of equipment
off premises

© P04.9 Data and system
ownership

® DS12.2 Physical security
measures

e DS12.3 Physical access

* P04 Define the IT
processes, organisation and
relationships

¢ DS12 Manage the physical
environment

* S0 6.3 Technical
management

* SO App E Detailed
description of facilities
management

© SO App F Physical access
control

9.2.6 Secure disposal or reuse
of equipment

* DS11.4 Disposal

¢ DS11 Manage data

9.2.7 Removal of property

© P06.2 Enterprise IT risk and
control framework

¢ P06 Communicate
management aims and

© SO App E Detailed
description of facilities

* DS12.2 Physical security direction management
measures ¢ DS12 Manage the physical
environment
10.1 Operational procedures | 10.0 Communications and
and responsibilities operations management
10.1.1 Documented operating o Al1.1 Definition and e Al1 Identify automated e SS 7.5 Strategy and
procedures maintenance of business solutions improvement

functional and technical
requirements

e Al4.4 Knowledge transfer to
operations and support staff

* DS13.1 Operations,
procedures and instructions

e AC1 Source data
preparation and
authorisation

e Al4 Enable operation
and use

e DS13 Manage operations

e SS 8.1 Service automation

e SD 3.2 Balanced design

e SD 3.4 Identifying and
documenting business
requirements and drivers

e SD 3.5 Design activities

e SD 3.6.1 Designing service
solutions
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10.1.1 Documented operating
procedures (cont.)

e SD 3.6.2 Designing
supporting systems,
especially the service
portfolio

e SD 3.6.3 Designing
technology architecture

® SD 3.6.4 Designing
processes

e SD 3.6.5 Design of
measurement systems
and metrics

e SD 3.8 Design constraints

® SD 3.9 Service-oriented
architecture

e ST 3.2.8 Provide systems
for knowledge transfer and
decisions support

e ST 4.4.5.5 Plan and prepare
for development

e ST 4.7 Knowledge
management

e SO 3.7 Documentation

© S0 4.4.5.11 Errors detected
in the development
environment

¢ S0 4.6.6 Knowledge
management (as operational
activities)

e S0 5 Common service
operation activities

* SO App B Communication in
service operation

10.1.2 Change management

¢ AlI6.1 Change standards and
procedures

® Al6.2 Impact assessment,
prioritisation and
authorisation

¢ Al6.3 Emergency changes

¢ Al6.4 Change status
tracking and reporting

e Al6.5 Change closure and
documentation

¢ Al6 Manage changes

e SD 3.2 Balanced design

e SD 3.7 Procurement of the
preferred solution

e ST 3.2 Policies for service
transition

e ST 3.2.1 Define and
implement a formal policy
for service transition

® ST 3.2.2 Implement all
changes to services through
service transition

e ST 3.2.7 Establish effective
controls and disciplines

e ST 3.2.13 Assure the quality
of the new or changed
service

e ST 3.2.14 Proactively
improve quality during
service transition

e ST 4.1 Transition planning
and support

o ST 4.1.4 Policies, principles
and basic concepts
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10.1.2 Change management
(cont)

e ST 4.1.5.3 Planning and
co-ordinating service
transition

e ST 4.1.6 Provide transition
process support

e ST 4.2.6.2 Create and
record request for change

o ST 4.2.6.3 Review the
request for change

e ST 4.2.6.4 Assess and
evaluate the change

o ST 4.2.6.5 Authorise the
change

® ST 4.2.6.6. Co-ordinating
change implementation

e ST 4.2.6.7 Review and close
change record

e ST 4.2.6.8 Change advisory
board

e ST 4.2.6.9 Emergency
changes

e ST 4.6 Evaluation

¢ S0 4.3.5.1 Menu selection

* S0 4.3.5.3 Other approval

© S0 4.3.5.5 Closure

10.1.3 Segregation of duties

® P04.11 Segregation of
duties

© DS5.4 User account
management

e AC1 Source data
preparation and
authorisation

® AC4 Processing integrity
and validity

® P04 Define the IT
processes, organisation and
relationships

® DS5 Ensure systems
security

e ST 3.2.13 Assure the quality
of the new or changed
service

e ST 4.4.5.10 Review and
close service transition

* S0 4.5 Access management

e S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

* S0 4.5.5.4 Monitoring
identity status

* S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

* S0 5.13 Information security
management and service
operation

10.1.4 Separation of
development, test and
operational facilities

® P04.11 Segregation of
duties

* Al3.4 Feasibility test
environment

o Al7.4 Test environment

© P04 Define the IT
processes, organisation and
relationships

e AI3 Acquire and maintain
technology infrastructure

¢ Al7 Install and accredit
solutions and changes

o ST 3.2.13 Assure the quality
of the new or changed
service

e ST 3.2.14 Proactively
improve quality during
service transition

e ST 4.4.5.1 Planning

© ST 4.4.5.3 Build and test

e ST 4.4.5.4 Service testing
and plans
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10.1.4 Separation of
development, test and
operational facilities (cont.)

e ST 4.5.5.7 Test clean-up
and closure

e ST 4.5.7 Information
management

* S0 5.13 Information security
management and service
operation

10.2 Third-party service
delivery management

10.2.1 Service delivery

10.0 Communications and
operations management

© DS1.1 Service level
management framework

e DS1.2 Definition of services

* DS1.3 Service level
agreements

e DS2.4 Supplier performance
monitoring

¢ DS1 Define and manage
service levels

e DS2 Manage third-party
services

e SS 2.6 Functions and
processes across the
life cycle

o SS 4.2 Develop the offerings

e SS 4.3 Develop strategic
assets

© SS 4.4 Prepare for
execution

e SS 5.5 Demand
management

e SS 7.2 Strategy and design

o SS 7.3 Strategy and
transitions

e SS 7.4 Strategy and
operations

e SS 7.5 Strategy and
improvement

© SS 8.2 Service interfaces

¢ SD 3.1 Goals

e SD 3.2 Balanced design

e SD 3.4 Identifying and
documenting business
requirements and drivers

e SD 4.2.5.1 Designing SLA
frameworks

e SD 4.2.5.2 Determine,
document and agree upon
requirements for new
services and produce SLR

e SD 4.2.5.9 Develop
contracts and relationships

e SD 4.7.5.4 Supplier and
contract management and
performance

© SD App F Sample SLA
and OLA
10.2.2 Monitoring and review ¢ DS1.5 Monitoring and ¢ DS1 Define and manage e SS 5.3 Service portfolio
of third-party services reporting of service level service levels management

achievements

e DS2.4 Supplier performance
monitoring

e ME2.6 Internal control at
third parties

e DS2 Manage third-party
services

e ME2 Monitor and evaluate
internal control

e SD 4.2.5.3 Monitor service
performance against SLA

e SD 4.2.5.6 Produce service
reports

e SD 4.2.5.7 Conduct service
reviews and instigate
improvements within an
overall SIO
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10.2.2 Monitoring and review
of third-party services (cont.)

e SD 4.2.5.10 Complaints and
compliments

© SD 4.3.8 Information
management

® SD 4.7.5.4 Supplier and
contract management and
performance

® CSI 4.2 Service reporting

® CSI 4.3 Service

management
10.2.3 Managing changes to e DS1.5 Monitoring and e DS1 Define and manage e SS 5.3 Service portfolio
third-party services reporting of service level service levels management

achievements
e DS2.2 Supplier relationship
management

* DS2.3 Supplier risk
management

e DS2 Manage third-party
services

e SD 4.2.5.3 Monitor service
performance against the
SLA

e SD 4.2.5.6 Produce service
reports

e SD 4.2.5.7 Conduct service
reviews and instigate
improvements within an
overall SI0

© SD 4.2.5.10 Complaints and
compliments

e SD 4.3.8 Information
management

e SD 4.7.5.2 Supplier
categorisation and
maintenance of the supplier
and contracts database
(SCD)

e SD 4.7.5.4 Supplier and
contract management and
performance

e SD 4.2.5.9 Develop
contracts and relationships

® SD 4.7.5.5 Contract renewal
and/or termination

e SD 4.7.5.3 Establishing new
suppliers and contracts

e CSI 4.2 Service reporting

e CSI 4.3 Service
management

10.3 Systems planning and
acceptance

10.3.1 Capacity management

e DS3.1 Performance and
capacity planning

* DS3.2 Current performance
and capacity

e DS3.3 Future performance
and capacity

e DS3 Manage performance
and capacity

e SD 4.3.5.1 Business
capacity management

* SD 4.3.5.2 Service capacity
management

e SD 4.3.5.3 Component
capacity

e SD 4.3.5.7 Modelling and
trending

e SD 4.3.5.8 Information
management
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10.3.1 Capacity management
(cont)

e SD App J Typical contents
of a capacity plan

¢ S0 4.1.5.2 Event notification

¢ S0 4.1.5.3 Event detection

¢ S0 5.4 Server management
and support

® (Sl 4.3 Service

management
e (CSI 5.6.2 Capacity
management
10.3.2 Systems acceptance ® P03.4 Technology standards | ® PO3 Determine e SS 7.5 Strategy and
o Al1.1 Definition and technological direction improvement
maintenance of business ¢ Al1 Identify automated * SS 8.1 Service automation
functional and technical solutions « SD 3.2 Balanced design

requirements

¢ Al1.4 Requirements and
feasibility decision and
approval

e AI2.4 Application security
and availability

¢ Al2.8 Software quality
assurance

o Al4.4 Knowledge transfer to
operations and support staff

o Al7.7 Final acceptance test

© A2 Acquire and maintain
application software

e Al4 Enable operation
and use

e Al7 Install and accredit
solutions and changes

e SD 3.4 Identifying and
documenting business
requirements and drivers

e SD 3.5 Design activities

e SD 3.6.1 Designing service
solutions

e SD 3.6.2 Designing
supporting systems,
especially for the service
portfolio

e SD 3.6.3 Designing
technology architecture

e SD 3.6.4 Designing
processes

* SD 3.6.5 Design of
measurement systems and
metrics

e SD 3.8 Design constraints

e SD 3.9 Service-oriented
architecture

e ST 3.2.8 Provide systems
for knowledge transfer and
decisions support

e ST 4.4.5.4 Service testing
and plans

e ST 4.4.5.5 Plan and prepare
for development

e ST 4.5.5.5 Perform tests

e ST 4.5.5.6 Evaluate exit
criteria and report

o ST 4.7 Knowledge
management

* SO 3.7 Documentation

* S0 4.4.5.11 Errors detected
in the development
environment

¢ S0 4.6.6 Knowledge
management (as operational
activities)

© 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.

107




Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

10.4 Protection against
malicious and mobile code

10.4.1 Controls against
malicious code

10.0 Communications and
operations management

* DS5.9 Malicious software
prevention detection and
correction

® DS5 Ensure systems
security

10.4.2 Controls against mobile
code

* DS5.9 Malicious software
prevention detection and
correction

® DS5 Ensure systems
security

10.5 Backup

10.5.1 Information backup

e DS4.9 Offsite backup storage

e DS11.2 Storage and
retention arrangements

* DS11.5 Backup and
restoration

* DS11.6 Security
requirements for data
management

® DS4 Ensure continuous
service

¢ DS11 Manage data

e SD 4.5.5.2 Stage 2—
Requirements and strategy

e SD 5.2 Data and information
management

e S0 5.2.3 Backup and
restore

¢ S0 5.6 Storage and archive

10.6 Network security
management

10.6.1 Network controls

* P04.1 Segregation of duties

e DS5.9 Malicious software,
prevention detection and
correction

e DS5.11 Exchange of
sensitive data

e AC6 Transaction
authentication

® P04 Define the IT
processes, organisation and
relationships

® DS5 Ensure systems
security

e ST 3.2.13 Assure the quality
of the new or changed
service

* S0 5.13 Information security
management and service
operation

® S0 5.5 Network
management

10.6.2 Security of network
services

* DS5.7 Protection of security
technology

* DS5.9 Malicious software
prevention, detection and
correction

e DS5.11 Exchange of
sensitive data

® DS5 Ensure systems
security

¢ S0 5.4 Server management
and support

¢ S0 5.5 Network
management

10.7 Media handling

10.0 Communications and
operations management

10.7.1 Management of
removable media

* P02.3 Data classification
scheme

e DS11.2 Storage and
retention arrangements

* DS11.3 Media library
management system

¢ DS11.4 Disposal

* P02 Define the information
architecture

e DS11 Manage data

e SD 5.2 Data and information
management

¢ S0 5.6 Storage and archive

10.7.2 Disposal of media

e DS11.3 Media library
management system

e DS11.4 Disposal

e DS11 Manage data

10.7.3 Information handling
procedures

® P06.2 Enterprise IT risk and
control framework

¢ DS11.6 Security
requirements for data
management

* AC5 Output review,
reconciliation and error
handling

¢ P06 Communicate
management aims and
direction

¢ DS11 Manage data

e SD 5.2 Data and information
management
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10.7.4 Security of system
documentation

o Al4.4 Knowledge of transfer
to operations and support
staff

* DS5.7 Protection of security
technology

¢ DS9.2 Identification
and maintenance of
configuration items

¢ DS9.3 Configuration
integrity review

* DS13.1 Operations,
procedures and instructions

¢ Al4 Enable operation and
use e DS5 Ensure systems
security

e DS9 Manage the
configuration

e DS13 Manage operations

e ST 3.2.8 Provide systems
for knowledge transfer and
decisions support

e ST 4.1.5.2 Prepare for
service transition

e ST 4.3.5.3 Configuration
identification

e ST 4.3.5.4 Configuration
control

e ST 4.3.5.5 Status
accounting and reporting.

o ST 4.3.5.6 Verification and
audit

e ST 4.4.5.5 Plan and prepare
for development

o ST 4.7 Knowledge
management

* SO 3.7 Documentation

® S0 4.4.5.11 Errors detected
in the development
environment

¢ S0 4.6.6 Knowledge
management (as operational
activities)

e S0 5 Common service
operation activities

e S0 5.4 Server management
and support

e SO 7 Technology
considerations (especially
for licensing, mentioned
in SO)

e SO App B Communication in
service operation

10.8 Exchange of
information

10.8.1 Information exchange
policies and procedures

10.0 Communications and
operations management

* P02.3 Data classification
scheme

e P06.2 Enterprise IT risk and
control framework

e DS11.1 Business
requirements for data
management

e AC6 Transaction
authentication

* P02 Define the information
architecture

e P06 Communicate
management aims and
direction

¢ DS11 Manage data

e SD 5.2 Data and information
management

10.8.2 Exchange agreements

* P02.3 Data classification
scheme

* P03.4 Technology standards

e Al5.2 Supplier contract
management

© DS2.3 Supplier risk
management

® P02 Define the information
architecture

* P03 Determine
technological direction

e Al5 Procure IT resources

e DS2 Manage third-party
services

e SD 4.2.5.9 Develop
contracts and relationships
e SD 4.7.5.3 Establishing new
suppliers and contracts

e SD 4.7.5.5 Contract renewal
and/or termination

e SD 5.2 Data and information
management

10.8.3 Physical media in
transit

* DS11.6 Security
requirements for data
management

e DS11 Manage data

e SD 5.2 Data and information
management
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10.8.4 Electronic messaging

* DS5.8 Cryptographic key
management

* DS11.6 Security
requirements for data
management

* AC6 Transaction
authentication

® DS5 Ensure systems
security

¢ DS11 Manage data

e SD 5.2 Data and information
management

10.8.5 Business information
systems

* DS11.6 Security
requirements for data
management

e DS11 Manage data

e SD 5.2 Data and information
management

10.9 Electronic commerce
services

10.9.1 Electronic Commerce

® AC4 Processing integrity
and validity

e AC6 Transaction
authentication and integrity

* DS5.11 Exchange of
sensitive data

e AC Application controls

e DS5 Ensure systems
security

e SD 5.2 Data and information
management

10.9.2 Online transactions

e AC3 Accuracy,
completeness and
authenticity checks

e AC4 Processing integrity
and validity

e AC5 Output review
reconciliation and error
handling

e AC6 Transaction
authentication and integrity

© AC Application controls

e SD 5.2 Data and information
management

10.9.3 Publicly available
information

e P06.2 Enterprise IT risk and
control framework

* P06 Communicate
management aims and
direction

10.10 Monitoring

10.10.1 Audit logging

¢ Al2.3 Application control
and auditability

* DS5.7 Protection of security
technology

e Al2 Acquire and maintain
application software

® DS5 Ensure systems
security

e S0 5.4 Server management
and support

10.10.2 Monitoring systems
use

e DS 5.5 Security testing,
surveillance and monitoring

e ME1.2 Definition and
collection of monitoring data

e ME2.2 Supervisory review

e ME2.5 Assurance of internal
control

© ME4.7 Independent
assurance

e DS5 Ensure systems
security

e ME1 Monitor and evaluate
IT performance

* ME2 Monitor and evaluate
internal control

* ME4 Provide IT governance

® S0 4.5.5.6 Removing or
restricting access

* S0 5.13 Information security
management and service
operation

© SD 4.2.5.10 Complaints and
compliments

e CSl 4.1c Step 3—
Gathering data

® (Sl 4.1d Step 4—
Processing the data

10.10.3 Protection of log
information

e DS5.5 Security testing,
surveillance and monitoring

* DS5.7 Protection of security
technology

® DS5 Ensure systems
security

e S0 4.5.5.6 Removing or
restricting access

e S0 5.4 Server management
and support

¢ S0 5.13 Information security
management and service
operation
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10.10.4 Administrator and
operator logs

10.0 Communications and
operations management

® DS5.5 Security testing,
surveillance and monitoring

© DS5.7 Protection of security
technology

o ME2.2 Supervisory review

e ME2.5 Assurance of internal
control

® DS5 Ensure systems
security

e ME2 Monitor and evaluate
internal control

e S0 4.5.5.6 Removing or
restricting access

© S0 5.4 Server management
and support

* S0 5.13 Information security
management and service
operation

10.10.5 Fault logging

e Al2.3 Application control
and auditability

* DS5.7 Protection of security
technology

e A2 Acquire and maintain
application software

* DS5 Ensure systems
security

¢ S0 5.4 Server management
and support

10.10.6 Clock synchronisation

® DS5.7 Protection of security
technology

e DS5 Ensure systems
security

© S0 5.4 Server management
and support

11.1 Business requirements
for access control

11.0 Access control

11.1.1 Access control policy

* P02.2 Enterprise data
dictionary and data syntax
rules

e P02.3 Data classification
scheme

* P06.2 Enterprise IT risk and
control framework

e DS5.2 IT security plan

¢ DS5.3 Identity management

© DS5.4 User account
management

* P02 Define the information
architecture

* P06 Communicate
management aims and
direction

® DS5 Ensure systems
security

* SD 4.6.4 Policies, principles,
basic concepts

e SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 5.2 Data and information
management

e SD 7 Technology
considerations

e S0 4.5 Access management

® S0 4.5.5.1 Requesting
access

e S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

* S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

11.2 User access
management

11.2.1 User registration

® DS5.4 User account
management

e DS5 Ensure systems
security

* S0 4.5 Access management

e S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

© S0 4.5.5.4 Monitoring
identity status

e S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access
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11.2.2 Privilege management

* DS5.4 User account
management

® DS5 Ensure systems
security

* S0 4.5 Access management

© S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

© S0 4.5.5.4 Monitoring
identity status

¢ S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

11.2.3 User password
management

e DS5.3 Identity management

e DS5 Ensure systems
security

* S0 4.5 Access management

* S0 4.5.5.1 Requesting
access

e S0 4.5.5.2 Verification

* S0 4.5.5.3 Providing rights

* S0 4.5.5.4 Monitoring
identity status

* S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

e S0 5.4 Server management
and support

11.2.4 Review of user access
rights

® DS5.4 User account
management

e DS5 Ensure systems
security

© S0 4.5 Access management

© S0 4.5.5.1 Requesting
access

© SO 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

* S0 4.5.5.5 Logging and
tracking access

* S0 4.5.5.6 Removing or
restricting access

11.3 User responsibilities

11.3.1 Password use

e P06.2 Enterprise IT risk and
control framework

® DS5.4 User account
management

e P06 Communicate
management aims and
direction

® DS5 Ensure systems
security

11.3.2 Unattended user
equipment

© P06.2 Enterprise IT risk and
control framework

* DS5.7 Protection of security
technology

¢ P06 Communicate
management aims and
direction

® DS5 Ensure systems
security

© S0 5.4 Server management
and support

11.3.3 Clear-desk and clear-
screen policy

® P06.2 Enterprise IT risk and
control framework

* DS5.7 Protection of security
technology

e P06 Communicate
management aims and
direction

e DS5 Ensure systems
security

e S0 5.4 Server management
and support

11.4 Network access control

11.0 Access control

* DS5.9 Malicious software
prevention detection and
correction

® DS5 Ensure systems
security
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

11.4.1 Policy on use of e DS5.9 Malicious software e DS5 Ensure systems © S0 5.5 Network
network services prevention, detection and security management
correction
e DS5.11 Exchange of
sensitive data
11.4.2 User authentication for * DS5.9 Malicious software e DS5 Ensure systems ® S0 5.5 Network
external connections prevention, detection and security management

correction

e DS5.11 Exchange of
sensitive data

11.4.3 Equipment
identification in networks

© DS5.7 Protection of security
technology

¢ DS5.9 Malicious software
prevention, detection and
correction

e DS5.11 Exchange of
sensitive data

* DS9.2 Identification
and maintenance of
configuration items

e DS5 Ensure systems
security

e DS9 Manage the
configuration

© S0 5.4 Server management
and support

e S0 5.5 Network
management

e ST 4.1.5.2 Prepare for
service transition

e ST 4.3.5.3 Configuration
identification

e ST 4.3.5.4 Configuration
control

e ST 4.3.5.5 Status
accounting and reporting

11.4.4 Remote diagnostic and
configuration port protection

* DS5.7 Protection of security
technology

® DS5 Ensure systems
security

¢ S0 5.4 Server management
and support

e DS5.9 Malicious software © S0 5.5 Network
prevention, detection and management
correction

¢ DS 5.11 Exchange of
sensitive data

11.4.5 Segregation in e DS5.9 Malicious software e DS5 Ensure systems ¢ S0 5.5 Network
networks prevention, detection and security management
correction

* DS5.11 Exchange of
sensitive data

11.4.6 Network connection e DS5.9 Malicious software e DS5 Ensure systems ® S0 5.5 Network
control prevention, detection and security management
correction

* DS5.11 Exchange of
sensitive data

11.4.7 Network routing control e DS5.9 Malicious software e DS5 Ensure systems * S0 5.5 Network
prevention, detection and security management

correction

* DS5.11 Exchange of
sensitive data
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

11.5 Operating system
access control

11.5.1 Secure logon
procedures

© DS5.4 User account
management

e DS5.7 Protection of security
technology

® DS5 Ensure systems
security

* SO 4.5 Access management

* S0 4.5.5.1 Requesting
access

® S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

¢ S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

¢ S0 5.4 Server management
and support

11.5.2 User identification and
authentication

e DS5.3 Identity management

® DS5 Ensure systems
security

e S0 4.5 Access management

¢ S0 4.5.5.1 Requesting
access

e S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

¢ S0 4.5.5.5 Logging and
tracking access

* S0 4.5.5.6 Removing or
restricting access

¢ SO 5.4 Server management
and support

11.5.3 Password management
system

® DS5.4 User account
management

® DS5 Ensure systems
security

e S0 4.5 Access management

¢ S0 4.5.5.1 Requesting
access

e S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

¢ S0 4.5.5.4 Monitoring
identity status

e S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

11.5.4 Use of system utilities

11.0 Access control

¢ Al6.3 Emergency changes

e DS5.7 Protection of security
technology

¢ Al6 Manage changes

e DS5 Ensure systems
security

e ST 4.2.6.9 Emergency
changes

¢ S0 5.4 Server management
and support

11.5.5 Session time-out

e DS5.7 Protection of security
technology

® DS5 Ensure systems
security

¢ S0 5.4 Server management
and support

11.5.6 Limitation of
connection time

e DS5.7 Protection of security
technology

e DS5 Ensure systems
security

e S0 5.4 Server management
and support
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

11.6 Application and
information access control

11.6.1 Information access
registration

* DS5.4 User account
management

® DS5 Ensure systems
security

* S0 4.5 Access management

* S0 4.5.5.1 Requesting
access

e S0 4.5.5.2 Verification

© S0 4.5.5.3 Providing rights

© S0 4.5.5.4 Monitoring
identity status

¢ S0 4.5.5.5 Logging and
tracking access

e S0 4.5.5.6 Removing or
restricting access

11.6.2 Sensitive system
isolation

¢ Al1.2 Risk analysis report

o AI2.4 Application security
and availability

* DS5.7 Protection of security
technology

* DS5.10 Network security

* DS5.11 Exchange of
sensitive data

¢ Al1 Identify automated
solutions

e A2 Acquire and maintain
application software

o DS5 Ensure systems
security

e SD 2.4.2 Scope

e SD 3.6 Design aspects

e SD 3.6.1 Designing service
solutions

e SD 4.5.5.2 Stage 2—
Requirements and strategy

© S0 4.4.5.11 Errors detected
in the development
environment

* SO 5.4 Server management
and support

© S0 5.5 Network
management

11.7 Mobile computing and
teleworking

11.7.1 Mobile computing and
communication

® P06.2 Enterprise IT risk and
control framework

e DS5.2 IT security plan
¢ DS5.3 Identity management

e DS5.7 Protection of security
technology

e P06 Communicate
management aims and
direction

e DS5 Ensure systems
security

* SD 4.6.4 Policies, principles,
basic concepts

e SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e S0 5.4 Server management
and support

11.7.2 Teleworking

* P03.4 Technology standards

© P06.2 Enterprise IT risk and
control framework

® DS5.2 IT security plan

¢ DS5.3 Identity management

® DS5.7 Protection of security
technology

© PO3 Determine
technological direction

e P06 Communicate
management aims and
direction

e DS5 Ensure systems
security

¢ SD 4.6.4 Policies, principles,
basic concepts

* SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

¢ S0 5.4 Server management
and support
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

12.1 Security requirements
of information systems

12.0 Information systems
acquisition, development
and maintenance

12.1.1 Security requirements
analysis and specification

o Al1.2 Risk analysis report

¢ AI2.4 Application security
and availability

e Al3.2 Infrastructure resource
protection and availability

Al Identify automated
solutions

e A2 Acquire and maintain
application software

e AI3 Acquire and maintain
technology infrastructure

e SD 2.4.2 Scope

e SD 3.6 Design aspects

e SD 3.6.1 Designing service
solutions

e SD 4.5.5.2 Stage 2—
Requirements and strategy

* S0 4.4.5.11 Errors detected
in the development
environment

* SD 4.6.5.1 Security controls

e SD 5.4 Server management
and support

12.2 Correct processing in
applications

12.2.1 Input data validation

e Al2.3 Application control
and auditability

e AC2 Source data collection
and entry

e AC3 Accuracy,
completeness and
authenticity checks

e A2 Acquire and maintain
application software

12.2.2. Control of internal
processing

e Al2.3 Application control
and auditability

e AC2 Source data collection
and entry

© AC4 Processing integrity
and validity

e A2 Acquire and maintain
application software

12.2.3 Message integrity

e Al2.3 Application control
and auditability

e AI2.4 Application security
and availability

e DS5.8 Cryptographic key
management

e AC6 Transaction
authentication

e A2 Acquire and maintain
application software

® DS5 Ensure systems
security

e SD 3.6.1 Designing service
solutions

* S0 4.4.5.11 Errors detected
in the development
environment

12.2.4 Qutput data validation

e Al2.3 Application control
and auditability

o AC5 Output review,
reconciliation and error
handling

© A2 Acquire and maintain
application software

12.3 Cryptographic controls

12.3.1 Policy on use of
cryptographic controls

e P06.2 Enterprise IT risk and
control framework

e Al2.4 Application security
and availability

* DS5.8 Cryptographic key
management

e P06 Communicate
management aims and
direction

e A2 Acquire and maintain
application software

® DS5 Ensure systems
security

e SD 3.6.1 Designing service
solutions

* S0 4.4.5.11 Errors detected
in the development
environment

12.3.2 Key management

* DS5.8 Cryptographic key
management

® DS5 Ensure systems
security
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

12.4 Security of system files

12.4.1 Control of operational
software

e DS5.7 Protection of security
technology

* DS9.1 Configuration
repository and baseline

® DS5 Ensure systems
security

e DS9 Manage the
configuration

¢ S0 5.4 Server management
and support

e SS 8.2 Service interfaces

e ST 4.1.5.2 Prepare for
service transition

o ST 4.3.5.2 Management and
planning

12.4.2 Protection of system
test data

¢ Al3.3 Infrastructure
maintenance

® DS2.4 Supplier performance
monitoring

* DS9.1 Configuration
repository and baseline

¢ DS9.2 Identification
and maintenance of
configuration items

* DS11.6 Security
requirements for data
management

© AI3 Acquire and maintain
technology infrastructure

e DS2 Manage third-party
services

e DS9 Manage the
configuration

¢ DS11 Manage data

e SD 4.7.5.4 Supplier and
contract management and
performance

e SD 5.2 Data and information
management

e S0 5.4 Server management
and support

e S0 5.5 Network
management

e S0 5.7 Database
administration

e S0 5.8 Directory services
management

* S0 5.9 Desktop support

e S0 5.10 Middleware
management

¢ S0 5.11 Internet/web
management

e SS 8.2 Service interfaces

e ST 4.1.5.2 Prepare for
service transition

o ST 4.3.5.2 Management and
planning

e ST 4.1.5.2 Prepare for
service transition

e ST 4.3.5.3 Configuration
identification

e ST 4.3.5.4 Configuration
control

e ST 4.3.5.5 Status
accounting and reporting

12.4.3 Access control to
program data

e Al2.4 Application security
and availability

o Al7.4 Test environment

o Al7.6 Testing of changes

e DS11.3 Media library
management system

* DS11.6 Security
requirements for data
management

e A2 Acquire and maintain
application software

e Al7 Install and accredit
solutions and change

¢ DS11 Manage data

e SD 3.6.1 Designing service
solutions

e SD 5.2 Data and information
management

* S0 4.4.5.11 Errors detected
in the development
environment

e ST 3.2.14 Proactively
improve quality during
service transition

e ST 4.4.5.3 Build and test

o ST 4.4.5.4 Service testing
and plans

e ST 4.5.5.5 Perform tests

e ST 4.5.5.6 Evaluate exit
criteria and report

© 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.

117




Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

12.5 Security development
and support processes

12.0 Information systems
acquisition, development
and maintenance

12.5.1 Change control
procedures

e Al2.6 Major upgrades to
existing systems

® Al6.2 Impact assessment,
prioritisation and
authorisation

¢ Al6.3 Emergency changes

o Al7.2 Test plan

© A2 Acquire and maintain
application software

e Al6 Manage changes

e Al7 Install and accredit
solutions and change

o ST 4.2.6.2 Create and
record request for change

© ST 4.2.6.3 Review the
request for change

e ST 4.2.6.4 Assess and
evaluate the change

o ST 4.2.6.5 Authorise the
change

e ST 4.2.6.6. Co-ordinating
change implementation

e ST 4.2.6.8 Change advisory
board

o ST 4.2.6.9 Emergency
changes

e ST 4.5.5.1 Validation and
test management

e ST 4.5.5.2 Plan and design
test

® ST 4.5.5.3 Verify test plan
and test design

e ST 4.5.5.4 Prepare test
environment

e ST 4.6 Evaluation

¢ S0 4.3.5.1 Menu selection

e S0 4.3.5.3 Other approval

12.5.2 Technical review of
applications after operating
system changes

o AI2.4 Application security
and availability

e Al3.3 Infrastructure
maintenance

o Al7.2 Test plan

e Al7.4 Test environment

e Al7.6 Testing of changes

e Al7.7 Final acceptance test

¢ DS9.3 Configuration
integrity review

® A2 Acquire and maintain
application software

e AI3 Acquire and maintain
technology infrastructure

o Al7 Install and accredit
solutions and changes

e DS9 Manage the
configuration

e SD 3.6.1 Designing service
solutions

* S0 4.4.5.11 Errors detected
in the development
environment

¢ S0 5.4 Server management
and support

* S0 5.5 Network
management

e S0 5.7 Database
administration

e S0 5.8 Directory services
management

* S0 5.9 Desktop support

* S0 5.10 Middleware
management

* S0 5.11 Internet/web
management

¢ S0 5.4 Server management
and support

* SO 7 Technology
considerations (especially
for licensing, mentioned
in SO)

o ST 3.2.14 Proactively
improve quality during
service
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

12.5.2 Technical review of
applications after operating
system changes (cont,)

e ST 4.3.5.6 Verification and
audit

e ST 4.4.5.3 Build and test

o ST 4.4.5.4 Service testing
and plans

e ST 4.5.5.1 Validation and
test management

e ST 4.5.5.2 Plan and design
test

® ST 4.5.5.3 Verify test plan
and test design

o ST 4.5.5.4 Prepare test
environment

e ST 4.5.5.5 Perform tests

e ST 4.5.5.6 Evaluate exit
criteria and report

12.5.3 Restrictions on
changes to software packages

12.0 Information systems
acquisition, development
and maintenance

e AI2.5 Configuration and
implementation of acquired
application software

¢ AlI6.1 Change standards and
procedures

® Al6.2 Impact assessment,
prioritisation and
authorisation

¢ Al6.3 Emergency changes

* DS9.2 Identification
and maintenance of
configuration items

e A2 Acquire and maintain
application software

¢ Al6 Manage changes

¢ DS9 Manage the
configuration

e SD 3.2 Balanced design

e SD 3.7 Procurement of the
preferred solution

e ST 4.1.4 Policies, principles
and basic concepts

o ST 3.2 Policies for service
transition

e ST 3.2.1 Define and
implement a formal policy
for service transition

e ST 3.2.2 Implement all
changes to services through
service transition

e ST 3.2.7 Establish effective
controls and disciplines

e ST 4.1 Transition planning
and support

e ST 4.1.5.2 Prepare for
service transition

e ST 4.2.6.2 Create and
record request for change

® ST 4.2.6.3 Review the
request for change

e ST 4.2.6.4 Assess and
evaluate the change

e ST 4.2.6.5 Authorise the
change

e ST 4.2.6.6. Co-ordinating
change implementation

e ST 4.2.6.8 Change advisory
board

e ST 4.2.6.9 Emergency
changes
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ISO/IEC 27002
Classifications CoaiT 4.1
(Supporting Information) Key ISO/IEC 27002 Areas Control Objectives CoBT IT Processes ITIL V3 Reference
12.5.3 Restrictions on e ST 4.3.5.3 Configuration
changes to software packages identification
(cont) * ST 4.3.5.4 Configuration
control
e ST 4.3.5.5 Status

accounting and reporting
o ST 4.6 Evaluation
® S0 4.3.5.1 Menu selection

e S0 4.3.5.3 Other approval
12.5.4 Information leakage e AI2.4 Application security e A2 Acquire and maintain e SD 3.6.1 Designing service
and availability application software solutions
e Al7.7 Final acceptance test | e Al7 Install and accredit © S0 4.4.5.11 Errors detected
solutions and changes in the development
environment
e ST 4.4.5.4 Service testing
and plans

e ST 4.5.5.5 Perform tests

e ST 4.5.5.6 Evaluate exit
criteria and report

12.5.5 Outsourced software * P08.3 Development and ¢ P08 Manage quality e SD 3.6 Design aspects
development acquisition standards o A2 Acquire and maintain * SD 3.7.3 Develop the
© AI2.7 Development of application software service solution
application software o Al5 Procure IT resources * SD 3.9 Service-oriented
* Al5.2 Supplier contract e DS2 Manage third-party architecture
management services ¢ SD 3.11 Service design
e DS2.4 Supplier performance models
monitoring e SD 4.2.5.9 Develop

contracts and relationships

e SD 4.7.5.3 Establishing new
suppliers and contracts

e SD 4.7.5.4 Supplier and
contract management and
performance

e SD 5.3 Application
management

e SD 7 Technology
considerations

e ST 3.2.3 Adopt a common
framework and standards

o ST 4.1.4 Policies, principles
and basic concepts

o ST 4.1.5.1 Transition
strategy

¢ SS 6.5 Sourcing strategy
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

12.6 Technical vulnerability
management

12.6.1 Control of technical
vulnerabilities

¢ AI3.3 Infrastructure
maintenance

e Al6.2 Impact assessment,
prioritisation and
authorisation

* Al6.3 Emergency changes

* DS5.5 Security testing,
surveillance and monitoring

© DS5.7 Protection of security
technology

¢ DS9.2 Identification
and maintenance of
configuration items

e AI3 Acquire and maintain
technology infrastructure

¢ Al6 Manage changes

e DS5 Ensure systems
security

¢ DS9 Manage the
configuration

¢ S0 4.3.5.1 Menu selection

e S0 4.3.5.3 Other approval

e S0 4.5.5.6 Removing or
restricting access

¢ S0 5.13 Information security
management and service
operation

e S0 5.4 Server management
and support

* S0 5.5 Network
management

e S0 5.7 Database
administration

* S0 5.8 Directory services
management

© S0 5.9 Desktop support

* S0 5.10 Middleware
management

¢ S0 5.11 Internet/web
management

e ST 4.1.5.2 Prepare for
service transition

e ST 4.2.6.2 Create and
record request for change

e ST 4.2.6.3 Review the
request for change

® ST 4.2.6.4 Assess and
evaluate the change

e ST 4.2.6.5 Authorise the
change

e ST 4.2.6.6. Co-ordinating
change implementation

e ST 4.2.6.8 Change advisory
board

e ST 4.2.6.9 Emergency
changes

e ST 4.3.5.3 Configuration
identification

® ST 4.3.5.4 Configuration
control

e ST 4.3.5.5 Status
accounting and reporting

o ST 4.6 Evaluation
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

13.1 Reporting IS events
and weaknesses

13.0 Information security
incident management

13.1.1 Reporting IS events

¢ P09.3 Event identification

* DS5.6 Security incident
definition

¢ DS8.2 Registration of
customer queries

* P09 Assess and manage
IT risks

e DS5 Ensure systems
security

e DS8 Manage service desk
and incidents

® SS 9.5 Risks

o ST 9 Challenges, critical
success factors and risks

e SD 4.5.5.2 Stage 2—
Requirements and strategy

* SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

¢ SD 4.6.5.2 Management
of security breaches and
incidents

* S0 4.1.5.3 Event detection

© S0 4.1.5.4 Event filtering

e S0 4.1.5.5 Significance of
events

¢ S0 4.1.5.6 Event correlation

® S0 4.1.5.7 Trigger

* S0 4.2.5.1 Incident
identification

e S0 4.2.5.2 Incident logging

¢ S0 4.2.5.3 Incident
categorisation

* S0 4.2.5.4 Incident
prioritisation

e S0 4.2.5.5 Initial diagnosis

® S0 4.3.5.1 Menu selection

e (Sl 5.6.3 IT service
continuity management

13.1.2 Reporting IS
weaknesses

13.0 Information security
incident management

* P09.3 Event identification

® DS5.5 Security testing,
surveillance and monitoring

® DS5.6 Security incident
definition

* DS5.7 Protection of security
technology

* DS8.2 Registration of
customer queries

¢ DS8.3 Incident escalation

* P09 Assess and manage
IT risks

e DS5 Ensure systems
security

e DS8 Manage service desk
and incidents

® SS 9.5 Risks

e ST 9 Challenges, critical
success factors and risks

¢ S0 4.1.5.3 Event detection

* S0 4.1.5.4 Event filtering

* S0 4.1.5.5 Significance of
events

¢ S0 4.1.5.6 Event correlation

e S0 4.1.5.7 Trigger

* S0 4.1.5.8 Response
selection

* S0 4.2.5.1 Incident
identification

® S0 4.2.5.2 Incident logging

* S0 4.2.5.3 Incident
categorisation

* S0 4.2.5.4 Incident
prioritisation

© S0 4.2.5.5 Initial diagnosis

* S0 4.2.5.6 Incident
escalation

e S0 4.2.5.7 Investigation and
diagnosis
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

13.1.2 Reporting IS
weaknesses (cont.)

e S0 4.2.5.8 Resolution and
recovery

© S0 4.3.5.1 Menu selection

® S0 4.5.5.6 Removing or
restricting access

¢ S0 5.4 Server management
and support

* S0 5.9 Desktop support

¢ S0 5.13 Information security
management and service
operation

e SD 4.5.5.2 Stage 2—
Requirements and strategy

* SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 4.6.5.2 Management
of security breaches and
incidents

e (Sl 5.6.3 IT service
continuity management

13.2 Management of IS
incidents and improvements

13.2.1 Responsibilities and
procedures

* P06.1 IT policy and control
environment

e DS5.6 Security incident
definition

© DS8.2 Registration of
customer queries

e P06 Communicate
management aims and
direction

® DS5 Ensure systems
security

o DS8 Manage service desk
and incidents

© SS 6.4 Organisational
culture

e SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 4.6.5.2 Management
of security breaches and
incidents

¢ S0 4.1.5.3 Event detection
¢ S0 4.1.5.4 Event filtering

e S0 4.1.5.5 Significance of
events

¢ S0 4.1.5.6 Event correlation

e S0 4.1.5.7 Trigger

* S0 4.2.5.1 Incident
identification

® S0 4.2.5.2 Incident logging

* S0 4.2.5.3 Incident
categorisation

* S0 4.2.5.4 Incident
prioritisation

e S0 4.2.5.5 Initial diagnosis

* S0 4.3.5.1 Menu selection

13.2.2 Learning from IS
incidents

® P05.4 Cost management

© Al4.4 Knowledge transfer to
operations and support staff

¢ DS8.4 Incident closure

¢ DS8.5 Reporting and trend
analysis

¢ DS10.1 Identification and
classification of problems

¢ DS10.2 Problem tracking
and resolution

* P05 Manage the IT
investment

e Al4 Enable operation and
use

o DS8 Manage service desk
and incidents

e DS10 Manage problems

* SS 5.1 Financial
management

o ST 3.2.8 Provide systems
for knowledge transfer and
decision support

e ST 4.4.5.5 Plan and prepare
for development

o ST 4.7 Knowledge
management

e SO 3.7 Documentation
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

13.2.2 Learning from IS
incidents (cont.)

* S0 4.1.5.9 Review and
actions

* S0 4.1.5.10 Close event

* S0 4.2.5.9 Incident closure

® S0 4.4.5.2 Problem logging

* S0 4.4.5.5 Problem
investigation and diagnosis

¢ S0 4.4.5.6 Work-arounds

e S0 4.4.5.7 Raising a known
error record

* S0 4.4.5.8 Problem
resolution

¢ S0 4.4.5.11 Errors detected
in the development
environment

* S0 4.6.6 Knowledge
management (as operational
activities)

e (CSI 4.3 Service
management (vague)

13.2.3 Collection of evidence

e AI2.3 Application control
and auditability

® DS5.6 Security incident
definition

e DS5.7 Protection of security
technology

¢ DS8.2 Registration of
customer queries

* DS8.3 Incident escalation
* DS8.4 Incident closure

® A2 Acquire and maintain
application software

® DS5 Ensure systems
security

o DS8 Manage service desk
and incidents

e SD 4.6.5.1 Security controls
(high-level coverage, not in
detail)

e SD 4.6.5.2 Management
of security breaches and
incidents

e S0 4.1.5.3 Event detection

¢ S0 4.1.5.4 Event filtering

¢ S0 4.1.5.5 Significance of
events

* S0 4.1.5.6 Event correlation

e S0 4.1.5.7 Trigger

* S0 4.1.5.8 Response
selection

* S0 4.1.5.10 Close event

© S0 4.2.5.1 Incident
identification

* S0 4.2.5.2 Incident logging

¢ S0 4.2.5.3 Incident
categorisation

* S0 4.2.5.4 Incident
prioritisation

e S0 4.2.5.5 Initial diagnosis

© S0 4.2.5.6 Incident
escalation

* S0 4.2.5.7 Investigation and
diagnosis

© S0 4.2.5.8 Resolution and
recovery

¢ S0 4.2.5.9 Incident closure

¢ S0 4.3.5.1 Menu selection

¢ S0 5.4 Server management
and support

e S0 5.9 Desktop support
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

14.1 Including IS in the BCP
process

14.0 Business continuity
management

14.1.1 1S in the BCP
management process

* P03.1 Technological direction
planning

© P09.1 IT risk management
framework

© P09.2 Establishment of risk
context

® DS4.1 IT continuity
framework

® DS4.3 Critical IT resources

* DS4.8 IT services recovery
and resumption

* DS8.3 Incident escalation

¢ P03 Determine technological
direction

* P09 Assess and manage
IT risks

e DS4 Ensure continuous
service

o DS8 Manage service desk
and incidents

* SS 8 Technology and strategy

© SS 9.5 Risks

e SD 4.4.5.2 The proactive
activities of availability
management

® SD 4.5 IT service continuity
management

® SD 4.5.5.1 Stage 1—
Initiation

® SD 4.5.5.2 Stage 2—
Requirements and strategy

e SD 4.5.5.4 Stage 4—
Ongoing operation

* S0 4.1.5.8 Response
selection

© S0 4.2.5.6 Incident escalation

® S0 4.2.5.7 Investigation and
diagnosis

¢ S0 4.2.5.8 Resolution and
recovery

¢ S0 5.9 Desktop support

(Sl 5.6.3 IT service continuity
management

14.1.2 Business continuity
and risk assessment

* P09.1 IT risk management
framework

* P09.2 Establishment of risk
context

* P09.4 Risk assessment

© DS4.1 [T continuity
framework

® DS4.3 Critical IT resources

© P09 Assess and manage
IT risks

* DS4 Ensure continuous
service

© SS 9.5 Risks

ST 4.6 Evaluation

® CS15.6.3 IT service continuity
management

e SD 4.4.5.2 The proactive
activities of availability
management

* SD 4.5 IT service continuity
management

® SD 4.5.5.1 Stage 1—
Initiation

e SD 4.5.5.2 Stage 2—
Requirements and strategy

® SD 4.5.5.4 Stage 4—
Ongoing operation

e SD 8.1 Business impact
analysis

14.1.3 Developing and
implementing continuity plans
including IS

® DS4.2 IT continuity plans

* DS4.8 IT services recovery
and resumption

* DS4 Ensure continuous
service

® SD 4.4.5.2 The proactive
activities of availability
management

o SD 4.5.5.2 Stage 2—
Requirements and strategy

e SD 4.5.5.3 Stage 3—
Implementation

® SD 4.5.5.4 Stage 4—
Ongoing operation

© SD App K The typical
contents of a recovery plan
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

14.1.4 BCP framework

e DS4.1IT continuity
framework

* DS8.1 Service desk
e DS8.3 Incident escalation

e DS4 Ensure continuous
service

e DS8 Manage service desk
and incidents

e SD 4.5 IT service continuity
management

e SD 4.5.5.1 Stage 1—
Initiation

¢ S0 4.1 Event management

* S0 4.1.5.8 Response
selection

* S0 4.2 Incident
management

* S0 4.2.5.6 Incident
escalation

e S0 4.2.5.7 Investigation and
diagnosis

* S0 4.2.5.8 Resolution and
recovery

e S0 5.9 Desktop support

* S0 6.2 Service desk

e (Sl 5.6.3 IT service
continuity management

14.1.5 Testing, maintaining
and reassessing BCP

e P03.1 Technological
direction planning

© DS4.4 Maintenance of the
[T continuity plan

e DS4.5 Testing of the
IT continuity plan

e DS4.6 IT continuity plan
training

® DS4.7 Distribution of the
[T continuity plan

© DS4.10 Post-resumption
review

* P03 Determine
technological direction
e DS4 Ensure continuous

service

e SS 8 Technology and
strategy

® SD 4.5.5.3 Stage 3—
Implementation

e SD 4.5.5.4 Stage 4—
Ongoing operation

14.1.5 Testing, maintaining
and re-assessing BCP

14.0 Business continuity
management

15.1 Compliance with legal
requirements

15.0 Compliance

15.1.1 Identification of
applicable legislation

* P04.8 Responsibility
for risk, security and
compliance

e ME3.1 Identification of
external legal, regulatory,
and contractual compliance
requirements

¢ P04 Define the IT
processes, organisation and
relationships

e ME3 Ensure compliance
with external requirements

e SD 6.4 Roles and
responsibilities

15.1.2 Intellectual property
rights (IPR)

* P04.8 Responsibility
for risk, security and
compliance

® P04 Define the IT
processes, organisation and
relationships

¢ SD 6.4 Roles and
responsibilities

15.1.3 Protection of
organisational records

¢ P04.8 Responsibility
for risk, security and
compliance

e DS11.2 Storage and
retention arrangements

® P04 Define the IT
processes, organisation and
relationships

e DS11 Manage data

e SD 5.2 Data and information
management

* SD 6.4 Roles and
responsibilities

* S0 5.6 Storage and archive
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

15.1.4 Data protection
and privacy of personal
information

® P04.6 Establishment of
roles and responsibilities

© P04.8 Responsibility
for risk, security and
compliance

e DS2.2 Supplier relationship
management

e ME3.1 Identification of
external legal, regulatory
and contractual compliance
requirements

e ME3.3 Evaluation of
compliance with external
requirements

o ME3.4 Positive assurance of
compliance

® P04 Define the IT
processes, organisation
and relationships

e DS2 Manage third-party
services

e ME3 Ensure compliance
with external requirements

* SS 2.6 Functions and
processes across the
life cycle

e ST 6.3 Organisational
models to support service
transition

¢ S0 6.6 Service operations
roles and responsibilities

e SD 4.7.5.2 Supplier
categorisation and
maintenance of the supplier
and contracts database
(SCD)

e SD 4.7.5.4 Supplier and
contract management and
performance

e SD 4.2.5.9 Develop
contracts and relationships

e SD 4.7.5.5 Contract renewal
and/or termination

* SD 6.2 Activity analysis

* SD 6.4 Roles and
responsibilities

* (Sl 6 Organising
for continual service

improvement
15.1.5 Prevention of misuse 15.0 Compliance ® P04.14 Contracted staff ® P04 Define the IT ® ST 4.1.5.2 Prepare for
of information processing policies and procedures processes, organisation and service transition
facilities * P06.2 Enterprise IT risk and |  refationships * ST 4.3.5.3 Configuration
control framework e P06 Communicate identification
© DS9.2 Identification management aims and e ST 4.3.5.4 Configuration
and maintenance of direction control
configuration items ¢ DS9 Manage the © ST 4.3.5.5 Status
* DS9.3 Configuration configuration accounting and reporting
integrity review * ST 4.3.5.6 Verification and
audit

¢ S0 5.4 Server management
and support

* SO 7 Technology
considerations (especially
for licensing, mentioned
in SO)

15.1.6 Regulation of
cryptographic controls

¢ P04.8 Responsibility
for risk, security and
compliance

¢ DS5.8 Cryptographic key
management

® P04 Define the IT
processes, organisation and
relationships

® DS5 Ensure systems
security
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ISO/IEC 27002
Classifications

(Supporting Information)

Key ISO/IEC 27002 Areas

CosiT 4.1
Control Objectives

CosiT IT Processes

ITIL V3 Reference

15.2 Compliance with
security policies and
standards and technical
compliance

15.2.1 Compliance with
security policies and
standards

* P04.8 Responsibility
for risk, security and
compliance

© P06.2 Enterprise IT risk and
control framework

e ME2.1 Monitoring of internal
control framework

e ME2.2 Supervisory review
e ME2.3 Control exceptions

e ME2.4 Control self-
assessment

e ME2.5 Assurance of internal
control

e ME2.6 Internal control at
third parties
e VIE2.7 Remedial actions

® P04 Define the IT
processes, organisation
and relationships

¢ P06 Communicate
management aims and
direction

e ME2 Monitor and evaluate
internal control

15.2.2 Technical compliance
checking

® DS5.5 Security testing,
surveillance and monitoring

e DS5.7 Protection of security
technology

e ME2.5 Assurance of internal
control

e DS5 Ensure systems
security

e ME2 Monitor and evaluate
internal control

* S0 4.5.5.6 Removing or
restricting access

¢ S0 5.4 Server management
and support

* S0 5.13 Information security
management and service
operation

15.3 Information systems
audit considerations

15.3.1 IS audit controls

e Al2.3 Application control
and auditability

* DS5.5 Security testing,
surveillance and monitoring

e ME2.5 Assurance of internal
control

e A2 Acquire and maintain
application software

® DS5 Ensure systems
security

e ME2 Monitor and evaluate
internal control

e S0 4.5.5.6 Removing or
restricting access

¢ S0 5.13 Information security
management and service
operation

15.3.2 Protection of IS audit
tools

15.0 Compliance

e Al2.3 Application control
and auditability

e AI2.4 Application security
and availability

* DS5.7 Protection of security
technology

e A2 Acquire and maintain
application software

e DS5 Ensure systems
security

e SD 3.6.1 Designing service
solutions

® S0 4.4.5.11 Errors detected
in the development
environment

e S0 5.4 Server management
and support

128

© 2008 IT GOVERNANCE INSTITUTE.

ALL RIGHTS RESERVED.




Aligning CosiT® 4.1, ITIL® V3 and ISO/IEC 27002 for Business Benefit

Appendix IV—CoBIT and Related Products

The CosIT framework, in versions 4.1 and higher, includes all of the following:

* Framework—Explains how CoBIT organises I'T governance and management and control objectives and good
practices by I'T domains and processes, and links them to business requirements

* Process descriptions—Include 34 IT processes covering the I'T responsibility areas from beginning to end

* Control objectives—Provide generic good practice management objectives for I'T processes

* Management guidelines—Offer tools to help assign responsibility, measure performance, and benchmark and
address gaps in capability

* Maturity models—Provide profiles of IT processes describing possible current and future states

In the years since its inception, CoBIT’s core content has continued to evolve, and the number of CoBIT-based

derivative works has increased. Following are the publications currently derived from CosIT:

* Board Briefing on IT Governance, 2" Edition—Designed to help executives understand why IT governance is
important, what its issues are and what the board’s responsibility is for managing it

* CoBIT Online®—Allows users to customise a version of CosIT for their own enterprise, then store and manipulate
that version as desired. It offers online, real-time surveys, frequently asked questions, benchmarking and a discussion
facility for sharing experiences and questions.

* CoBIT® Control Practices: Guidance to Achieve Control Objectives for Successful IT Governance, 2 Edition—DProvides
guidance on the risks to be avoided and value to be gained from implementing a control objective, and instruction
on how to implement the objective. Control practices are strongly recommended for use with /7" Governance
Implementation Guide: Using CoIT® and Val IT™, 2 Edition.

o [T Assurance Guide: Using CoBiT®—Provides guidance on how CoBIT can be used to support a variety of assurance
activities and offers suggested testing steps for all the CosIT IT processes and control objectives. It replaces the
information in Audit Guidelines for auditing and self-assessment against the control objectives in CoBIT® 4.1.

o [T Control Objectives for Sarbanes-Oxley: The Role of IT in the Design and Implementation of Internal Control Over
Financial Reporting, 2 Edition—Provides guidance on how to assure compliance for the IT environment based on
the CoBIT control objectives

* [T Governance Implementation Guide: Using CoBIT ® and Val IT™, 2* Edjtion—Provides a generic road map for
implementing I'T governance using CosI'T and Val IT resources and a supporting tool kit

* CoBIT® Quickstart, 2" Edition—DProvides a baseline of control for the smaller organisation and a possible first step
for the larger enterprise

* CoBIT® Security Baseline: An Information Security Survival Kit, 2 Edition—Focuses on essential steps for
implementing information security within the enterprise

* CosI'T mappings—Currently posted at www.isaca.orgldownloads:

— CoBIT® Mapping: Mapping of CMMI® for Development V1.2 With CosiT® 4.0
— CoBIT® Mapping: Mapping of ISO/IEC 17799:2000 With CosrT®, 2" Edition
— CoBIT® Mapping: Mapping of ISO/IEC 17799:2005 With CosiT® 4.0

— CoBIT® Mapping: Mapping of ITIL With CosiT® 4.0

— CoBIT® Mapping: Mapping of ITIL V3 With CosrT® 4.1

— CoBIT® Mapping: Mapping of PMBOK With CoiT® 4.0

— CoBiT® Mapping: Mapping of PRINCE2 With CosiT® 4.0

— CoBIT® Mapping: Mapping of SEI's CMM for Software With CosIT® 4.0

— CoBIT® Mapping: Mapping of TOGAF 8.1 With CosrT® 4.0

— CoBIT® Mapping: Overview of International IT Guidance, 2 Edition

* Information Security Governance: Guidance for Boards of Directors and Executive Management, 2 Edition—DPresents
information security in business terms and contains tools and techniques to help uncover security-related problems
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Val IT is the umbrella term used to describe the publications and future additional products and activities addressing
the Val IT framework.

Current Val IT-related publications are:

* Enterprise Value: Governance of IT Investments, The Val IT Framework 2.0, which explains how an enterprise can
extract optimal value from IT-enabled investments and is based on the CosIT framework. It is organised into
three processes—Value Governance, Portfolio Management and Investment Management—and key management
practices which are essential management practices that positively influence the achievement of the desired result
or purpose of a particular activity. They support the Val I'T processes and play roughly the same role as CosIT’s
control objectives.

o Enterprise Value: Governance of IT Investments, Getting Started With Value Management+—This publication provides
an easy-to-follow guide on getting a value management initiative started for business and I'T executives and
organisational leaders.

* Enterprise Value: Governance of IT Investments, The Business Case, which focuses on one key element of the
investment management process

For the most complete and up-to-date information on CosIT, Val IT and related products, case studies, training
opportunities, newsletters and other framework-specific information, please visit www.isaca.org/cobit and
www.isaca.org/valit.
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