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1. Does your organization have plans to leverage the Internet of Things? (n = 1,633)
a. We already have plans in place…………………………………………………....28%
b. We do not have plans……………………………………………………….……35%
c. We expect to create plans within the next 12 months……………………………..15%
d. Unsure……………………………………………………………………………..22%

2. Regarding benefits to your enterprise related to the Internet of Things: (n = 1,554)
Which of the following has
Which of the following does
your organization already
your organization hope to
achieved?
achieve?
Greater efficiency
22%
41%
Improved services
26%
40%
Improved supply chain
14%
32%
Lower costs
19%
39%
Improved data storage
19%
28%
Greater accessibility to
32%
29%
information
Increased employee
22%
37%
productivity
Increased customer
20%
40%
satisfaction
Other (please specify)
4%
9%
No benefits have been/will be
11%
12%
achieved.
We have no plans to leverage
18%
24%
the Internet of Things.

3. Which of the following do you see as the biggest challenge regarding the Internet of
Things? (n = 1,617)
a. Increased security threats……………………………….…………………...….49%
b. Identity and access management issues……………………………………………..8%
c. Data privacy issues……………………………………………………………...…25%
d. Ownership of technology and/or data by stakeholders outside of IT……………….6%
e. Requests to share data with authorized third parties (e.g., government)……………1%
f. Compliance requirements…………………………………………………………..6%
g. Increased use of wearable technology in the workplace……………………………2%
h. I do not believe there are any challenges……………………………………………1%
i. Other (please specify)………………………………………………………………2%

4. Which of the following do you believe is the most accurate statement about the Internet
of Things as it relates to enterprises? (n = 1,604)
a. The benefit outweighs the risk…………………………….…………………...….31%
b. The risk outweighs the benefit…………………………………………………..35%
c. The benefit and risk are appropriately balanced…………………………………..33%

5. Which of the following do you believe is the most accurate statement about the Internet
of Things as it relates to individuals? (n = 1,603)
d. The benefit outweighs the risk…………………………….………………....….46%
e. The risk outweighs the benefit……………………………………………………..30%
f. The benefit and risk are appropriately balanced…………………………………..24%

6. Regarding the use of these specific devices in the workplace, which of the following do
you believe to be true? (n = 1,601)
The benefit
The risk outweighs The benefit and risk
outweighs the risk.
the benefit.
are appropriately
balanced.
Smart watches (e.g.,
31%
40%
29%
Apple iWatch)
Smart glasses (e.g.,
20%
20%
60%
Google Glass)
Connected cars
31%
27%
42%
(e.g., car with
Internet connection,
GPS system or
electronic toll
collection device)

7. Below are some potential concerns individuals may have about the Internet of Things.
Which one do you think they should be most concerned about? (n = 1,603)
a. I don’t know how the information that is collected by these device(s)
will be used………………………………………………………………………...26%
b. Companies will sell my information to other companies/organizations……………6%
c. Companies will be able to track my life (e.g., actions, whereabouts, etc.)………..19%
d. I don’t know who has access to the information collected by these devices….28%
e. Someone will hack into the device and do something malicious………………….18%
f. The general public should not be concerned………………………………………..1%
g. Other…………….……………………..……………………………………………2%

8. For the following devices, please indicate if you think the data collected on each of these
connected devices are private (i.e., the user has control over who sees and uses the data
collected): (n = 1,597)
Yes, Private
No, Not Private
Unsure
Wireless fitness tracker (e.g.,
39%
20%
41%
Fitbit, FuelBand)
Smart watch

40%

40%

20%

Smart appliances (e.g.,
refrigerator)

33%

45%

22%

Employee access card with sensor

42%

48%

10%

Smart meter (e.g., an Internetconnected thermostat or utility
meter)

26%

57%

17%

Smart TV (e.g., Apple TV,
Samsung Smart TV)

31%

53%

16%

Smart glasses (e.g., headpiece that
delivers digital information handsfree, such as Google Glass)

34%

47%

19%

Connected car (e.g., car with
Internet connection, GPS system
or electronic toll collection device)

29%

55%

16%

9. For the following devices, please indicate if you think the data collected on each of these
connected devices are secure (i.e., the user’s data are protected and are not at risk of
being stolen or misused by a hacker): (n = 1,609)
Yes, Secure
No, Not secure
Unsure
Wireless fitness tracker (e.g.,
15%
25%
60%
Fitbit, FuelBand)
Smart watch

15%

57%

27%

Smart appliances (e.g.,
refrigerator)

15%

58%

28%

Employee access card with sensor

42%

39%

19%

Smart meter (e.g., an Internetconnected thermostat or utility
meter)

14%

61%

25%

Smart TV (e.g., Apple TV,
Samsung Smart TV)

13%

64%

23%

Smart glasses (e.g., headpiece that
delivers digital information handsfree, such as Google Glass)

11%

62%

28%

Connected car (e.g., car with
Internet connection, GPS system or
electronic toll collection device)

11%

63%

25%

10. Recent headlines have declared “Privacy Is Dead.” Which of the following most
accurately reflects your opinion? (n = 1,614)
a. I am not concerned about the decreasing level of personal privacy……………..….4%
b. I am somewhat concerned about the decreasing level of personal privacy………..25%
c. I am very concerned about the decreasing level of personal privacy…...……69%
d. I do not believe the level of personal privacy is decreasing………………………..2%

11. Which of the following do you believe is the most accurate statement about BYOD (bring
your own device, which means employees are allowed to use personal devices for work)?
(n = 1,615)
a. The benefit outweighs the risk……………………………………………….……21%
b. The risk outweighs the benefit………………….………...……………..………50%
c. The risk and benefit are appropriately balanced…………………………………..29%

12. Which of the following best reflects your organization’s BYOD policy? (n = 1,619)
a. My organization allows BYOD for all staff………………………………….……22%
b. My organization allows BYOD for some staff……………………….…………32%
c. My organization does not allow BYOD, and most employees follow the rules…..22%
d. My organization does not allow BYOD, but most employees do it anyway……….5%
e. My organization does not have any policy regarding BYOD……………..………14%
f. Unsure……………………………………………………………………………….2%
g. Other (please specify)……………………………………………………………….3%
13. Does your organization’s BYOD policy address wearable tech (e.g., Google Glass, smart
watches, etc.)? (n = 1,618)
a. Yes…………………………………………………………………………………11%
b. No………………………………………………………………………………….56%
c. We don’t have a BYOD policy………………………………………………….…23%
d. Unsure……………………………………………………………………………….9%
14. Which of the following do you believe to be true about BYOD (devices such as
smartphones and tablets) and BYOW (bring your own wearable device, such as smart
watches or smart glasses)? ( n = 1,587)
a. BYOD is riskier than BYOW……………………………………………………...15%
b. BYOW is riskier than BYOD……………………………………………………...21%
c. Both are equally risky……………………………………………………………60%
d. Neither are risky…………………………………………………………………….1%
e. Unsure………………………………………………………………………………3%
15. Do you believe employees’ use of wearable technology will have an impact on your
organization? (n = 1,588)
a. Yes, it will have a positive impact…………..…………………………………..…17%
b. Yes, it will have a negative impact…………………………………..…………….32%
c. No……………………………………………………………………….........……16%
d. Unsure…………………………………………...………………………..………35%
16. Which of the following do you believe is the biggest challenge posed by Big Data? (n =
1,589)
a. Large-volume data management and storage………………………………..…….18%
b. Shared ownership with other departments………………………….………...……..8%
c. Security threats from outsiders………………………………………….……..…..19%
d. Security threats from insiders………………………………………………..…….16%
e. Lack of analytics capabilities or skills……………………………………..……20%
f. Compliance requirements……………………………………………….………....13%
g. We are not facing any challenges………………………………………………..….2%
h. Other (please specify)…………………………………………………….……..…..3%

17. Is your organization effectively managing and governing Big Data? (n = 1,586)
a. Yes………………………………………………………………………………....15%
b. Somewhat……………………………………...………………………………….46%
c. No………………………………………………………………………………….23%
d. Unsure……………………………………………………………………………..16%

18. Which of the following is most accurate for your enterprise? (n = 1,581)
a. Big Data has already added significant value………………………………..……15%
b. Big Data has the potential to add significant value…………………………….33%
c. Big Data has caused significant challenges……………………………………….10%
d. Big Data has the potential to cause significant challenges………………………..11%
e. It is too early to determine the value of Big Data………………………………….22%
f. Unsure……………………………………………………………………….………9%

19. In what country do you live? (n = 1,526; responses are rounded to the nearest tenth)
a. Argentina……………………………………………………………………...…..0.6%
b. Armenia…………………………………………………………………...………0.1%
c. Australia…………………………………………………………………………..2.6%
d. Austria…………………………………………………………………………….0.9%
e. Azerbaijan………………………………………………………………………...0.1%
f. Bahrain……………………………………………………………………………0.3%
g. Bangladesh…………………………………………………………….………….0.1%
h. Barbados……………………………………………………………………….….0.1%
i. Belgium……………………………………………………………………….…..0.9%
j. Bhutan……………………………………………………………………………..0.1%
k. Bolivia…………………………………………………………………………….0.1%
l. Bosnia and Herzegovina…………………………………………………………..0.1%
m. Brazil…………………………………………………………………………...…1.4%
n. Bulgaria…………………………………………………………………………...0.3%
o. Cambodia………………………………………………………………………….0.1%
p. Cameroon………………………………………………………………………….0.1%
q. Canada…………………………………………………………………………….5.5%
r. Chile……………………………………………………………………………….0.1%
s. China………………………………………………………………………………0.9%
t. Colombia………………………………………………………………………….0.9%
u. Costa Rica…………………………………………………………………………1.0%
v. Cote d’Ivoire………………………………………………………………………0.1%
w. Croatia…………………………………………………………………………….0.5%
x. Curacao……………………………………………………………………………0.1%
y. Cyprus…………………………………………………………………………….0.1%
z. Czech Republic……………………………………………………………………0.3%
aa. Denmark…………………………………………...……………………………..0.5%
bb. Ecuador…………………………………………………..………………………0.2%

cc. Egypt………………………………………………………………...…………...0.4%
dd. El Salvador…………………………………………………………...…………..0.1%
ee. Estonia……………………………………………………………………...…….0.1%
ff. Finland………………………………………………………………...…………0.3%
gg. France…………………………………………………………………………….0.4%
hh. Georgia…………………………………………………………………...………0.1%
ii. Germany……………………………………………………………………….....1.8%
jj. Ghana……………………………………………………………………...……..0.4%
kk. Greece……………………………………………………………………...…….1.3%
ll. Honduras……………………………………………………………………...….0.2%
mm. Hong Kong…………………………………………………………………….…1.3%
nn. Hungary…………………………………………………………………...….…..0.5%
oo. India………………………………………………………………………..….…6.4%
pp. Indonesia…………………………………………………………………..…..…0.9%
qq. Ireland…………………………………………………………………..…..……0.4%
rr. Israel…………………………………………………………………..…………0.3%
ss. Italy………………………………………………………………………...…….1.4%
tt. Jamaica…………………………………………………………………..………0.1%
uu. Japan………………………………………………………………………..……0.8%
vv. Jordan………………………………………………………………………..…..0.3%
ww. Kazakhstan………………………………………………………………..….….0.1%
xx. Kenya………………………………………………………………………..…...1.9%
yy. Korea, South………………………………………………………………..……0.3%
zz. Kuwait……………………………………………………….………………..….0.1%
aaa. Lebanon……………………………………………………………………….0.1%
bbb. Lithuania………………………………………………………………………0.2%
ccc. Luxembourg……………………………………………………….…………..0.3%
ddd. Macedonia…………………………………………………………………….0.1%
eee. Malawi…………………………………………………………………….…..0.3%
fff.
Malaysia……………………………………………………………………….1.0%
ggg. Malta…………………………………………………………………………..0.3%
hhh. Mauritius………………………………………………………………………0.1%
iii.
Mexico…………………………………………………………………..…….1.3%
jjj.
Mongolia………………………………………………….……………..…….0.1%
kkk. Morocco……………………………………………………………….………0.1%
lll.
Namibla…………………………………………………………………..…...0.1%
mmm. Nepal…………………………………………………………………….…….0.1%
nnn. Netherlands……………………………………………………………………1.9%
ooo. New Zealand……………………………………………………………….….1.1%
ppp. Nicaragua………………………………………………………………….…..0.1%
qqq. Nigeria…………………………………………………………….…………..2.0%
rrr.
Norway……………………………………………………………………..…0.2%
sss.
Oman…………………………………………………………………..….…..0.2%
ttt.
Pakistan…………………………………………………………………..…....1.0%
uuu. Panama………………………………………………………………………...0.1%
vvv. Peru……………………………………………………………………………0.3%

www. Philippines…………………………………………………………………….1.0%
xxx. Poland…………………………………………………………………………0.9%
yyy. Portugal………………………………………………………………………..0.3%
zzz. Qatar…………………………………………………………………………..0.1%
aaaa. Romania………………………………………………….…………………….0.6%
bbbb. Russia……………………………………………………………………….….0.4%
cccc. Saudi Arabia………………………………………………………..…………..0.6%
dddd. Senegal…………………………………………………………………..……..0.1%
eeee. Serbia…………………………………………………………………..………0.3%
ffff. Singapore…………………………………………………………………..…..2.3%
gggg. Slovakia…………………………………………………………………..…….0.1%
hhhh. Slovenia…………………………………………………………………..…….0.3%
iiii. South Africa……………………………………………………………………1.7%
jjjj. Spain……………………………………………………………………………1.7%
kkkk. Sri Lanka………………………………………………………………….……0.3%
llll. Suriname……………………………………………………………………….0.1%
mmmm.
Swaziland……………………………………………………………..0.1%
nnnn. Sweden……………………………………………………………………..…..0.9%
oooo. Switzerland………………………………………………………….……..…...2.2%
pppp. Taiwan……………………………………………………………………...…..0.1%
qqqq. Tanzania…………………………………………………………….……….…0.4%
rrrr. Thailand…………………………………………………………………....…..0.3%
ssss. Togo……………………………………………………………………….…...0.1%
tttt. Trinidad and Tobago…………………………………………………………...0.2%
uuuu. Tunisia……………………………………………………………………..…...0.1%
vvvv. Turkey…………………………………………………………………….……0.5%
wwww.
Uganda………………………………………………………………...0.6%
xxxx. Ukraine……………………………………………………………………..…..0.4%
yyyy. United Arab Emirates………………………………………………………..…1.3%
zzzz. United Kingdom……………………………………………………………..…4.2%
aaaaa. United States………………………..…………………………………….…29.6%
bbbbb. Venezuela……………………………………………………………………..0.1%
ccccc. Vietnam…………………………………………………………………..…….0.1%
ddddd. Zambia………………………………………………………………………...0.2%
eeeee. Zimbabwe…………………………………………………………….…..…….0.5%
fffff. Other……………………………………………………………………..……..0.1%
20. In what region do you live? (n = 1,580)
a. Asia-Pacific……………………………………………………………………18%
b. EMEA (Europe, Middle East, Africa)………………………………………38%
c. Latin America (Mexico, Central America, South America)……………………6%
d. North America…………………………………………………………………35%
e. Oceania (Australia, New Zealand, Papua New Guinea)…………………….….3%
21. In what industry do you work? (n = 1,587)
a. Financial/Banking………………………………………………………….23%

b.
c.
d.
e.
f.
g.
h.
i.
j.
k.
l.
m.
n.
o.
p.
q.
r.

Insurance……………………………………………………………………5%
Public accounting…………………………………………………………...3%
Transportation……………………………………………………………….2%
Aerospace…………………………………………………………………...1%
Retail/Wholesale/Distribution………………………………………………3%
Government/Military………………………………………………………10%
Technology Services/Consulting…….…………………………………..24%
Manufacturing/Engineering…………………………………………………4%
Telecommunications/Communications……………………………………..4%
Mining/Construction/Petroleum/Agriculture……………………………….3%
Utilities……………………………………………………………………...2%
Legal/Law/Real Estate………………………………………………………0%
Healthcare/Medical…………………………………………………………5%
Pharmaceutical………………………………………………………………1%
Advertising/Marketing/Media………………………………………………1%
Education/Student…………………………………………………………...3%
Other (please specify)……………………………………………………….7%

22. How many people are employed in your enterprise, including all branches, divisions and
subsidiaries? (n = 1,580)
a. Fewer than 50…………………………………………………………………...9%
b. 50-149…………………………………………………………………………...7%
c. 150-499………………………………………………………………………...10%
d. 500-1,499………………………………………………………………………14%
e. 1,500-4,999…………………………………………………………………….17%
f. 5,000-9,999…………………………………………………………………….11%
g. 10,000-14,999…………………………………………………………………...7%
h. 15,000 or more……………...……………………..………………………...26%

23. Which of the following is closest to your job title? (n = 1,583)
a. Student……………………………………………………………………...…...0%
b. External consultant…………………………………………………………….10%
c. Professor/teacher…………………………………………….………………….2%
d. Practitioner……………………………………………………………………..13%
e. Supervisor……………………………………………………………………….8%
f. Manager…………………………………………..…………………………..33%
g. Director…………………………………………………………………….……9%
h. Vice president……………………………………………………………….…..2%
i. CIO/CISO/CAE…………………………………………………………………8%
j. President/CEO…………………………………………………………………..2%
k. Other (please specify)………………………………………………………….12%

About ISACA’s 2014 IT Risk/Reward Barometer
The annual IT Risk/Reward Barometer is a global indicator of trust in information. Conducted by
ISACA, a global association of more than 115,000 IT security, assurance, risk and governance
professionals, the Barometer polls thousands of business and IT professionals and consumers
worldwide to uncover attitudes and behaviors about essential technologies and information, and
the trade-offs people make to balance risk and reward. The study is based on September 2014
online polling of 1,646 ISACA members from 110 countries. Additional online surveys were
fielded by M/A/R/C Research among 1,209 consumers in the US, 1,001 consumers in the UK,
1,007 consumers in India and 1,007 consumers in Australia. The US survey ran 8-11 September
2014, and the UK, India and Australia surveys ran 8-17 September 2014. At a 95 percent
confidence level, the margin of error for each individual country sample is:
US: +/- 2.8 percent and UK/India/Australia: +/- 3.1%. To see the full results, visit
www.isaca.org/risk-reward-barometer.

Note: Due to rounding to the nearest whole number, responses may not add up to 100%.

