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Social Networking Defined 

ñA social network is a social structure  
made up of individuals (or organizations) 
called "nodes", which are tied (connected) 
by one or more specific types of 
interdependency, such as friendship, 
kinship, common interest, financial 
exchange, dislike, sexual relationships, or 
relationships of beliefs, knowledge or 
prestige.ò    Source: Wikipedia 
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Social Media Defined 

Includes full suite of Web 2.0 tools that 

enable interaction and engage the user: 
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Examples 
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http://www.facebook.com/bradhanks
http://www.linkedin.com/in/bradhanks
http://www.twitter.com/bradhanks
http://www.therealestatenetwork.ning.com/
http://www.ecademy.com/bradhanks
http://www.fickr.com/photos/bradhanks
http://www.plaxo.com/bradhanks
http://activerain.com/bradhanks
http://www.youtube.com/bradhanksseminars
http://www.myspace.com/
http://www.realestatedementia.com/
http://www.blip.fm/
http://www.match.com/
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Categories 
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Uses of Social Networks 

ÅConnect with 
ïCustomers / alumni / retirees / shareholders 
ïEmployees 
ïPartners, detractors, anyone out there 

ÅMarketing / Customer Satisfaction 
ÅRecruiting / background checks 
ÅBusiness development 
ÅCollaboration / data sharing 
ÅPromote diversity 
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Uses of Social Networks 

ÅBoost Staff Interest / Satisfaction 

ÅReduce Costs 

ÅImprove Problem Resolution 

ÅImprove Brand Image 

ÅOutbound campaigns, service 

notifications, or broadcast messages 

intended for large groups of customers 
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Is it Widespread? 

 

Is Your Company Here? 
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Does Everyone Like It? 

ÅCIO Magazine: 1/28/2011 - Through its broad attempt 

to shut down Internet communications, Egypt's 

government has not only successfully blocked 

Twitter but also significantly limited access to 

Facebook, Yahoo and Google, as it scrambles to 

squelch political unrest. UPDATE: Change in power. 
 

ÅCIO Magazine: 1/25/2011 Social networks such as 

Twitter and Facebook received a boost from Pope 

Benedict XVI. In a message celebrating the 45th 

World Day of Social Communications, he invited 

Christians "to join the network of relationships 

which the digital era has made possible."  

 

 
11 



2011 All Star Conference 
October 17 – 19, 2011   /   Las Vegas, NV, USA 

Does Everyone Like It? 

By the end of 2010, WikiLeaks, a whistle-blowing 

website, caused a global furor. The site publishes private, 

secret and classified media submissions from anonymous 

news sources and news leaks, and led to sustained and 

sophisticated tit-for-tat cyber-attacks.  
 

This underlines the importance of data security and cyber-

caution for large-scale business, for government and at the 

personal level as well. 

Thereôs also the abuse of legitimate search engine 

optimization (SEO) techniques. Poisoned to drive user 

traffic to the rogue site, Google reported that up to 1.3% of 

their search results are infected. 
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Does Everyone Like It? 
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Survey Results 
SOURCE Stats What 
CIO Magazine ï Fall 
2010 

90% 
 

Plan to incorporate social networking, IM, wikis 
and other technologies into their operations 

15%  Had resolved security issues  

25% Would proceed anyway 

Vnunet.com 25% Employees were victims of spam, phishing 
because of visits to social networking sites 

American Free Press  
ï 8/26/09 
 
250 people surveyed 

86% Use social networks at home but less than 30% 
were taking precautions 

64% Change passwords infrequently or never 

57% Adjust their privacy setting infrequently 

21% Accept contact offerings from members they 
do not recognize 

50% Let acquaintances or roommates access social 
networks from their computers 

20% Experienced identity theft 

47% Victims of malware infections 
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Survey Results 
SOURCE What  Responses 

Has your organization 
disciplined an employee for 
social networking? 

24% Yes 
39% No 
37% Donôt know 
 

How is employee activity 
monitored on social network 
sites? 

32% Passive system 
21% Donôt monitor 
23% Monitored by security 
14% Donôt know 

Society of Corporate 
Compliance and Ethics 
and Health Care 
Compliance Association  
 
August 2009 jointly by SCCE 
and HCCA 
Approximately 800 
respondents 
 
Goal: determine what 
companies are doing to 
manage employee 
usage of Web 2.0. 

 

Does your company have 
policies and procedures for 
use of social networking 
sites? 

34% General policy  
50% Nothing for external 

use 
10% Specific policy  
06% Donôt know 

 Early 2010 Cisco survey conducted by Rochester Institute of 
Technology.  

1 in 7 had formal processes in place  
1 in 5 had policies in place  
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Website Magazine 
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More Statistics 

8/2/10 

Social networking now eats up twice as much of our online 

time as any other activity. According to Nielsen, sites like 

Facebook and Twitter account for 22.7% versus online 

games, which make up 10.2% of time spent on the web. 

The stats also show the degree to which social networking 

is displacing other forms of communication: 

Å e-mail as a percentage of online time plunging from 11.5% 

to 8.3% from June 2009 to June 2010.  

Å Instant messaging also saw a significant drop in share, 

with a 15% decline from last year. 
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The headline figure from Clearswift's  resulting report, "Web 2.0 
in the Workplace," is that over 79% of respondents said that the 
most important feature of a workplace for them, above job title 
and even pay, is to be trusted to organize their own work 
schedule and have free access to the Net.  
Some 62% of workers thought it should be allowable to use 
social networking services from their desk for their own private 
purposes.  
Just 51% of management - level respondees  had the same 
viewpoint.  

Clearswift Survey 
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Clearswift Survey 

Clearswift labeled these folk "Generation Standbyò 

Å57% of 25 to 34 year-olds already are social 

networking, shopping, and reading personal email 

at work.  

Å21% said they'd turn down the offer of a job that 

was otherwise good, but forbade access to the Net 

and Facebook, Twitter and so on.  

ÅThe implication of Clearswift's jokey name: we're so 

increasingly connected to the world digitally that 

we're constantly awaiting the next digital hit, and 

even expect it to be a norm while working. 
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Other Statistics 

86% of Fortune 100 use Social 
Media 

84% of companies on Facebook 
updated them last week 

25% searches = consumer generated 
content 

66% brand touch points = consumer 
driven 

90% increase # brands talked about 
on Twitter 
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Various Issues 

 Intellectual 
Property 

Brand Image 

Security 

Privacy 

Legal 

Other 
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Intellectual Property Issues 

ÅExposure of Confidential / Proprietary 
Files  
ïScribd and Slideshare ï uploading company 

files 

ïYouTube ï uploading videos 

ïSome sites claim they own data posted on the 
site 

ïCopyright infringement - sites like Scribd have 
recently been sued for copyright infringement 
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Brand Image 

ÅMisuse of your logo ï fake sites 
ïOver 250 GE groups on LinkedIn (up from 130 

a year ago) ï many use the GE logo 

ÅImproper blogging and stupid comments 
ïCEO of Whole Foods blogging anonymously 

ÅImproper UGC [User Generated Content] 
ïDominos Pizza employeesô video on YouTube 

ïSN site using a corporate logo, giving users 
the perception of an officially corporate 
sponsored group 

ïLogos  
Ågreat value  

Åcompanies go to great lengths to protect their brands  
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Brand Image 
MARCH 29, 2010 Nestlé Takes a Beating on Social-Media Sites  

Greenpeace Coordinates Protests Over Food Giant's Palm-Oil Purchases  

For nearly 2 weeks, environmental activists have been using social 

media to wage war against Nestle over its purchase of palm oil for 

use in Kit Kat candy bars and other products, catching the Swiss 

food giant off guard.  

 

Protestors posted a negative video on YouTube, deluged Nestlesô 

FaceBook page and peppered Twitter with claims that Nestle is 

contributing to destruction of Indonesiaôs rain forest, potentially 

exacerbating global worming and endangering oraganutans. 

United Airlines: guitar broken. No satisfaction ï wrote a song 

heard by over 8 million people ï bad publicity.  

Airline finally made good. 
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Brand Image 

Last week Gap used Facebook to announce their plans for a new 

logo and was hit with mass amounts of negative feedback. Despite 

mainly getting discouraging comments and even a few websites 

designed to specifically make fun of the new logo, Gap may have 

actually made out in their decision to inform their social network 

first. 

1. Trust Within Their Network  

2. Saving Money on Rebranding 

Deployment 

3. Generated Buzz 

4. Understanding Where to Get 

Future Feedback 
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Security Issues 

Do you think your employees behavior 

on SN sites could endanger security at your 

company? 

27 



2011 All Star Conference 
October 17 – 19, 2011   /   Las Vegas, NV, USA 

Security Issues 

ÅSpoofing of accounts 

ÅSame Passwords - not changed regularly or ever 

ÅViruses and malware 

ÅOrganized crime and targeted attacks 

ÅPhishing 

ÅPhysical security 

ÅCyberstalking 

ïBurglars using Facebook and Twitter to target 

homes whose owners are away 
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Security Issues 

67% 
12% 
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Security Issues 

ïSPIM (SPAM over Instant Messaging) 

ïAccount Hijacking 

ïUnauthorized monitoring 

ïData Leakage / Loss Prevention (DLP) 

ïHigh cost of governance 

ÅTools 

ÅMonitoring of communications 

ÅPerformance impact to network 

ÅComplexity of solutions 
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Security Issues 

8/2/10 

40 % 

11% 
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Security Issues 

ïSecurity policies do not encompass 
these technologies and interactions 

ïTrust but verify 

ï57% of social networking users report 
being hit by spam via the services of 
social networking 

ïNothing to stop someone from using 
your screen name on other services 

 
Cisco Survey: 1 in 10 have IT directly involved.  

Too many groups ï whoôs in charge? 
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Security Issues 

By Paul McNamara  1/26/11 CIO Magazine 

 

Facebook Unveils Security Tools After 

Zuckerbergôs Page Hacked 

 

Coincidence or not, Facebook today announced 

two new security measures -- wider use of HTTPS 

and the introduction of "social authentication" -- 

less than 24 hours after the Facebook page of 

company founder Mark Zuckerberg was defaced 

by a hacker. 
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Security Issues 

CIO Magazine 1/26/2011 

Facebook is rolling out a more secure way to 

connect to its website, which will protect users 

from a widely publicized wireless networking attack 

called Firesheep. 

Users will connect to Facebook using an HTTPS 

secure Web connection, which offers extra 

assurance that they're connecting to the website 

that they intend to reach, while also encrypting the 

data sent between the PC and Facebook. 

Continuedéé.. 
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Security Issues 

This encryption makes it safer for people who log 

onto Facebook in places that have insecure 

wireless networks. It's easy to sniff unencrypted 

Web traffic on unsecured Wi-Fi networks, so a 

hacker could walk into a Starbucks (SBUX), for 

example, and start stealing information from 

people who are logged onto the network.  

 

CIO Magazine 1/26/2011 
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Security Issues 

Criminals even hijacked legitimate anti-virus 

companiesô press releases as a tactic to get 

users to click on poisoned search results. 

 

ñClickjackingò uses the standard arsenal of 

social engineering techniques to lure new 

victims and trick them into clicking on the 

disguised links, many of which developed a 

rather dark tone in 2010. 
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Security Issues 

Mobile Security Threats Predicted for 2011 

 

2010 was the year of the mobile device. 2011 has been 

forecasted to be about mobile security, with a focus on 

security threats. A recent survey by McAfee has predicted 

that mobile phones are likely to be the target of malicious 

attacks in 2011. 

More targeted abuses of personal identity and data via social 

media and networking sites.  
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Privacy Issues  

ÅVery easy to provide too much information 
about you and your company 

ÅPersonal information available to a wide 
audience 

ÅNo confirmation that people are who they 
say they are (trust & verify) 

ÅCentral sources of information 

ÅProtection may not be a high priority for 
the service provider 
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Privacy Issues 
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Privacy Issues 

Chicago Tribune 8:15 p.m. CST, January 27, 2011 

Social media sites such as Facebook and 

MySpace have become the go-to places where 

employers, college admissions officers and 

divorce lawyers can perform background checks. 

Armed with the information, police have caught 

fugitives, lawyers have discredited witnesses and 

companies have discovered perfect-on-paper 

applicants engaged in illegal or simply 

embarrassing behavior. 

Continuedé.. 
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Privacy Issues 

Insurance companies will bring up anything ð photos of you 

drinking to prove that you have bad character. Even if it's 

unrelated, just the impression that you are doing something 

wrong can sink a case. 

Lawyers and industry experts said that one of the dangers for 

consumers is people's desire to present themselves in the 

best light, even if it hurts an insurance claim. 

The whole thing is just symptomatic of technology running 

ahead of the people who are using it. It's kind of like the early 

years of flight when planes are crashing all over the place. 

Society has not come to terms with how to manage social 

networking. 

Continuedé.. 
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Privacy Issues 

Insurers are scouring social media for evidence of fraud. 

If someone receiving disability benefits for a bad back brags 

on Facebook or Twitter about finishing a marathon, chances 

are their insurance company will find out and stop the checks. 

The 30-year-old from Quebec, Canada, struggling with 

depression, took a medical leave in early 2008 from her job as 

an IBM technician. Soon after, she began receiving monthly 

disability benefits from her insurer, Manulife Financial Corp. 

A year later, without warning, the payments stopped. Manulife 

used photos of her on Facebook ð they showed her frolicking 

at a beach and hanging out at a pub ð to determine she was 

depression-free and able to work, said Tom Lavin, Blanchard's 

attorney. 

Chicago Tribune 8:15 p.m. CST, January 27, 2011 
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Privacy Issues 

ÅData leaks continue to embarrass firms who do 

not put data loss protection and encryption in 

place 

ÅMore attacks against cloud-based systems as 

more end-users trust their personal information 

to the internet 

ÅMore accusations of cyberwarfare and industrial 

espionage ïperpetrated by cybercriminals 
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Privacy Issues 
February 09, 2011 

USA Today reports:  
Å Almost 70 percent of Facebook users and 52 percent 

of Google users in the U.S. said they are "somewhat" 

or "very" concerned about privacy when using 

Facebook.com and Google's search engine 

Å Getting infected with malware worries 65 percent of 

Facebook users and 54 percent of Google users 

2010 Consumer Watchdog found: 
Å 90% of Americans want legislation to protect their 

online privacy 

Å 80% support a Do Not Track mechanism  

Å 86% want a single-click button on their browsers that 

makes them anonymous when they search online 
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WASHINGTON (AP) 1/9/2011     

Employers should think twice before trying to restrict 

workers from talking about their jobs on Facebook or other 

social media. 

 

That's the message the government sent on Monday as it 

settled a closely watched lawsuit against a Connecticut 

ambulance company that fired an employee after she went 

on Facebook to criticize her boss. 

 

The National Labor Relations Board sued the company last 

year, arguing the worker's negative comments were 

protected speech under federal labor laws.  

Privacy Issues 
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WASHINGTON (AP) 1/9/2011     

 

The company claimed it fired the emergency medical 

technician because of complaints about her work. 
 

Under the settlement with the labor board, American 

Medical Response of Connecticut Inc. agreed to 

change its blogging and Internet policy that barred 

workers from disparaging the company or its 

supervisors.  
 

The company also will revise another policy that 

prohibited employees from depicting the company in 

any way over the Internet without permission. 

Privacy Issues 
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FTC officials said it was the first time the government had required a company to put in place a sweeping privacy 

policy to protect consumer data.   

 

"When companies make privacy pledges, they need to honor them," FTC Chairman Jon Leibowitz said in announcing 

the terms Wednesday. "This is a tough settlement that ensures that Google will honor its commitments to consumers 

and build strong privacy protections into all of its operations." 
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Legal Issues 

ÅDiscrimination - Discriminatory comments 
about fellow employees, customers, or clients of 
the company expose both the employee and the 
employer to the risk of expensive discrimination 
claims. 

ÅHarassment - Employee may violate a fellow 
employeeôs dignity by creating an intimidating, 
humiliating, offensive, or degrading work 
environment through forum comments or blog 
postings. 

48 



2011 All Star Conference 
October 17 – 19, 2011   /   Las Vegas, NV, USA 

Legal Issues 

ÅDisclosure of non-public information - 
trade secrets, patentable information, and 
financial data undermines a companyôs 
competitive position and may endanger its ability 
to obtain a patent or maintain its stock price in 
the market.  

ÅPersonal privacy - Employees who reveal 
sensitive personal information about their 
colleagues, such as e-mail addresses, may cause 
significant problems in the workplace. 
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Legal Issues 

ÅBreach 

1. Forty-six states, the District of Columbia, Puerto 

Rico, and the Virgin Islands have legislation 

requiring notification of security breaches 

involving personal information.  

2. In addition, Federal regulations, such as the 

Health Information Technology for Economic 

and Clinical Health, have breach notification 

clauses. 
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Legal Issues 

ÅAccountability ï Specific compliance 

requirements, such as Financial Services 

Regulatory Authority (FINRA) 10-6, require 

logging of trader communications. This also may 

be an internal compliance requirement to monitor 

and log communications that have a high 

likelihood of becoming part of litigation and e-

discovery. 
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Businesses May be Liable for Employee Statements on Social 

Networking Sites, says new FTC Guidelines. 

by Michael Overly, Overly on Security    Mon, 2010-01-04  

 
New FTC guidelines that went into effect on December 1, 2009, may 

impose liability on businesses for statements their employees make 

on social networking sites like Facebook, Twitter, LinkedIn, MySpace 

personal, blogs, and other sites ï even if the company had no actual 

knowledge those statements were being made.   

 

Specifically, if an employee makes comments about the businessô 

products and services and that employee fails to disclose their 

employment relationship with the business, the business may be 

subject to an enforcement action for deceptive endorsements. 

Company Liability 

http://blogs.csoonline.com 
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Famous Scams 

ÅSecret details about Michael Jackson's death!  

ïPeople love gossip and celebrity news is 
always a hit, include links that lead to 
malicious sites or that install malware onto a 
computer 

Å I'm trapped in Paris! Please send money.  

ïKnown as a 419 scam, fraudsters break into 
Facebook accounts and message the victims 
"friends" asking for money.  

ÅOMG! Did you see this picture of you?  

ïBoth Facebook and Twitter have been plagued 
by several phishing scams that involve a 
question that piques the user's interest and 
then directs them to a fake login screen.  
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Famous Scams 

Å Test your IQ  
ïFacebook members often add quirky applications that 

allow them to take quizzes and fill out polls. One 
recently caused members to unwittingly subscribe to a 
text messaging service that cost approximately $30 a 
month.  

Å Tweet for cash!  
ïThis scam takes many forms. "Make money on Twitter!" 

and "Tweet for profit" are two common come-ons 
security analysts say they've seen lately. 

Å Join State University's Class of 2013 Facebook group  
ïA college guide book publisher called College Prowler 

was recently criticized for creating Facebook 
communities for students in the class of 2013 that 
appeared to be organized by their college or university, 
but were not.  
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Other Issues 

ÅViolation of marketing rules 

ÅCopyright violations 

ÅPublisher torts (e.g. defamation) 

ÅWorkplace claims (harassment, discrimination, 

retaliation, wrongful termination) 

ÅHandling e-Discovery issues 

ÅWorkforce productivity 

ÅReduced corporate bandwidth capacity 

Disgruntled employee posts false or insider information about  

the company which is then sued by shareholders 
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Audit Directors Roundtable 

2010 Audit Plan Hot Spots - #4 
ÅCompanies are increasingly using social media 

channels to collaborate, communicate, and share 
information, both internally as well as with clients 

ÅHowever, most companies are doing so without 
proper governance and controls which gives rise 
to significant business, legal and regulatory risks 
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Audit Directors Roundtable 
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Audit Directors Roundtable 
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Audit and Control Implications 
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Client 

Needs 

 
Control 

Environs 

Corporate  

Policies 

Tone at 

The Top 

Regulatory 
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Technology 

Enterprise 
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Capabilities  

Needed /  

Wanted 

 

Social  
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Controls Foundation 

Tone at the 
Top 

Senior 
Managementôs 

view of SN 

Companyôs 
objectives 

Enterprise 
Strategies 

Use / purpose 

Restricted sites  

Internal access  

Deployment  

Technology 

Trusted 
network 

Firewalls 

Monitoring 

61 



2011 All Star Conference 
October 17 – 19, 2011   /   Las Vegas, NV, USA 

Controls Foundation 

Corporate 
Policies 

Existence 

Comprehensiveness 

Frequency of review / 
updating 
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Audit and Control Implications 
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Survey on Policies 

Deloitte: 
22% have 

them 

Manpower: 
29% have 

them 

IIA:        
39% have 

them 
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SN Policy Should Answeré.??? 

ÅWhich sites employees can access 

ÅIf an employee can: 

ïjoin Social Networking sites using their 

corporate e-mail 

ïsolicit others in the company to connect 

ïrecommend others on LinkedIn (and other SN 

sites) 

ÅThat you will monitor activity / posts 
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SN Policy Should Answeré.??? 

ÅYou can log into a personal account of an 

employee 

ÅYou will monitor what employees say / 

post 

ïFrom work 

ïFrom home 
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SN Policy Should Answeré.??? 

ÅUse SN sites to perform background checks 

ïBeware of exposure to protected data, illegal 

access to the data, false positives or wrong 

identity 

ïNeed to avoid claims of invasion of privacy or 

improper reliance on off-duty activity 

ÅUse SN sites to look for talent 

ïMany of the same concerns arise 
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Policy 

ÅSee how other leading companies 

are developing their guidelines and 

policies 
http://socialmediagovernance.com/policies.php 

Å179 policies as of 9/28/11 
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HCSC Guidance 

Members engage in public discourse in a responsible 
and respectful manner 

Comply with corporate policies and procedures to 
ensure the security and privacy of our customersô data 

Be aware of this responsibility when using public 
social media 

Only those officially authorized can speak publicly on 
behalf of HCSC, including press releases, interviews, 
and other public statements 
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HCSC Guidance 

Only those officially approved by the Social Media 
Governance team may provide service or promotional 
statements via our social networking sites 

Access to HCSCôs social networking sites must be properly 
reviewed, authorized, and granted 

Access will only be authorized for a legitimate business 
need and will be granted at the ñminimum level necessaryò 

Identify yourself as an employee of HCSC and note the 
opinions are yours and not necessarily those of the 
company 
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HCSC Guidance 

Continue to act responsibly and respectfully while 

online 

 

Non-Disclosure Required: If the content of your social 

media posting(s) are inconsistent with an HCSC 

public message, or would negatively impact the 

reputation or brand name of HCSC or Blue Cross and 

Blue Shield, you must not refer to HCSC or Blue 

Cross and Blue Shield, or identify your connection 

with HCSC or Blue Cross and Blue Shield (even in a 

disclaimer).  
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Audit and Control Implications 
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Basic Audit Steps 

XKnow the strategy: understand how it is 
being communicated 

XIdentify the targeted social media tools 

XKnow the rules of engagement 
XEmployee guidelines 

XExisting policies and controls  

XDo they need to be modified? 

XWhatôs required for their use? 

XDo they apply to subsidiaries? 
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Basic Audit Steps 

X Identify related 
technology in place 

X Identify the risks; 
perform a risk 
assessment 

X Map out what needs 
to be monitored 

 

X Determine cost 

benefit and 

feasibility 

X Implement / update 

formal incident 

response plan 

X Educate employees 

on policy, security 

and privacy issues 
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Basic Tests 

Process Policy Monitoring 

Risk Opportunity Brand 

Objective Assess existence and completeness  
of policy. 

Review SM data collections for 
reputational management 

Test Steps Ascertain existence and compare to 
other organizations. Refer gaps to 
Legal. 

1. Review listening software.   2. 
Assess standards, incident handling 
and brand "buzz". 

  
Process Usage Architecture Strategy 

Risk Productivity Technology 

Objective Inventory SN usage  Review architecture requirements 

Test Steps Review volume, traffic, work 
relationship and content tone. 

1. Determine if Information Security 
has been involved. 2. SM sign-on and 
approvals. 
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Agenda 

What it is & How it is used 

Survey Results 

Various Issues 

Audit & Control Implications 

Risks and Mitigation 

Small Case Study 

78 



2011 All Star Conference 
October 17 – 19, 2011   /   Las Vegas, NV, USA 

Risks 

ÅStrategic 

ÅGovernance 

ÅExecution 
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Strategic 

RISKS 

ÅLack of strategy: no 

plan concept or 

leadership 

ÅPseudo-strategy: 

social media is not 

important, no proper 

approach 

Å Inadequate strategy: 

rushed but ineffective 

MITIGATION 

ÅDevelop a strategy, not 

just the tactics 

ÅAlign with business 

goals and objectives 

ÅBoth long and short 

term 

Å Include in all other 

strategies 

Å Identify target audience 

Å Identify social media 

channels 
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Governance 

RISKS 

ÅVarious areas start 

individual initiatives 

ÅLack of overall 

ñchampionò 

ÅPoor and misaligned 

communication 

messages 

ÅNo understanding of 

rewards 

ÅWrong group in 

charge 

MITIGATION 

Å Identify proper group in 

charge 

ÅEnsure corporate wide 

ñchampionò at the 

executive level 

ÅCreate a committee to 

review all SM initiatives 

ÅEnsure aligned 

communication 

messages 

 

81 



2011 All Star Conference 
October 17 – 19, 2011   /   Las Vegas, NV, USA 

Execution / Process 

RISKS 

ÅMetrics 

ïNone or poor 

ÅWebsite hits, blog 

comments, # of 

ñfriendsò and 

ñfollowersò 

ïMisaligned with 

organization goals 

MITIGATION 

ÅBrand recognition 

ÅCustomer service: 

issue resolution rate 

ÅSales generated 

ÅPotential candidate 

engagement 
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Risk Mitigation 

ÅUser appropriateness reviews 

ÅDetective & Monitoring Controls 

ÅDetecting logical access exposures 
ïViruses 

ïData leakage 

ïTrojan horses 

ÅAudit logging 
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Risk Mitigation 

Develop awareness 

Implement Policies and Procedures 

Educate yourself, staff and members 

Engage associates 

Strong password management 
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Risk Mitigation 

Communicate expectations 

Monitor what is said 

Manage the process 

Prepare a contingency plan 

Involve Privacy & Security early 
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Expectations 
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Boost your Social Networking IQ 

There are many great reasons to use social networks 

like Facebook or LinkedIn: connecting with like-

minded professionals and friends, researching 

products and prices, following politics, or even 

contacting customer service.  
 

HCSC has been providing just-in-time crisis alerts, 

weekly wellness tips, customer service and more 

using social media since the end of 2008. We have 

many examples of members and potential members 

who weôve been able to help only because weôve 

reached out to them where they were, online.  
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Boost your Social Networking IQ 

Most large corporations and more than 20 Blues plans 

are using social networks in a variety of ways. There 

are, however, important universal guidelines that 

nearly all companies follow and that you as individuals 

should consider.  

For instance, some information (like that crazy picture 

from a college frat party) does not belong online and 

can have long-term and serious consequences: 

embarrassment, lost job opportunities, damaged 

reputation. In this time of intense scrutiny, the wrong 

message can also hurt our company and colleagues.  
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Boost your Social Networking IQ 
Frequently asked questions about social media at HCSC.  
 

Does HCSC have rules for using social media?  

Our HCSC Code of Business Ethics and Conduct and the Integrity 

Standards apply to all aspects of your professional behavior ï even online. 

Internet policy updates for social media usage can be found on the Smart 

Surfing page on fyiblue.  
 

Who responds to customers questions on Facebook and Twitter?  

Only specially-trained customer advocates working with Public Affairs and 

Marketing Communications, sometimes with the help and expertise of 

medical directors or other subject matter experts throughout the 

organization, are authorized to respond.  
 

How do we protect SPI, PHI and HCSC Confidential information on 

Facebook?  

The response team only answers non-personal questions on our Facebook 

wall or Twitter feed. Customer Service resolves all other issues with an 

outbound call to the member.  
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Guidelines 

  
ÅKeep it simple and in language that 

employees will understand 

  
ÅRemind employees that regular 

standards and values still apply 

  
ÅReference code of conduct, ethics or 

confidentiality policies, and any other 
existing company policies 
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Guidelines 

  
ÅExplicitly explain what you can and 

cannot talk about 

  
ÅNo anonymous posting!  

  
ÅMake it clear: ñyou write it, you own 
it.ò  
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Guidelines 

  
ÅAdjust guidelines due to your 

industry, culture, etc. 

  
ÅReserve the right to remove any 

comments or posts.  

  
ÅViolations may result in disciplinary 

action, up to and including 
termination.  
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Agenda 

What it is & How it is used 

Survey Results 

Various Issues 

Audit & Control Implications 

Risk Mitigation 

Small Case Study 
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Audit Directors Roundtable 

Question: Has your audit department audited social 

media usage at your company?  

 

Response 1: Areas of focus were the company's social 

media policy, the institution of a mandatory training 

program, incident response planning (took the approach 

of not if an incident would occur, but when), IT security 

planning, monitoring practices, regulatory concerns and 

readiness. 
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Audit Directors Roundtable 

 

Response 2: Bucketed audit into three segments: i) B2B (How our agents 

use social media); ii) B2C (Corporate use of social media); iii) B2E (Employee 

use of social media).  

Risks considered:   

ÅAn approved Social Media Use Policy has not been established and 

communicated that outlines the established policies around social media 

use  

ÅSocial Media use across the Enterprise is not appropriately aligned with 

our strategy resulting in financial losses and decreased customer 

confidence  

ÅCustomer and employee personal data, confidential business information 

that may be on internally and externally hosted social media websites are 

not appropriately safeguarded leading to inappropriate and unauthorized 

disclosure.  
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Audit Directors Roundtable 

 

Response 2:  

Risks considered:   

ÅLegislation and regulation that govern the use of Social Media are 

not known resulting in us being liable for legislative and regulatory 

violations 

ÅRegulatory and legislative violations that occur through the use of 

social media (by employees, agents and customers) are not 

detected and addressed in a timely manner resulting in fines and 

fees for non-compliance 
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Case Study 

 

Review Of Social Networking 
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Scope of Review 

Å Evaluated how HCSC uses specific Web 2.0 
technologies 

Å Determined if employees are informed of: 

ïthe appropriate uses of information technology 
corporate assets and  

ïhow to conduct themselves on social networking 
sites 

Å Reviewed all relevant policies and procedures  

Å Sampled 30 users to verify management approval 

Å Interviewed business process owner to understand: 

ïthe effectiveness of controls related to user 
training and awareness, monitoring of site usage 

ïcompliance with established policies and 
procedures  
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Use of SN 

ÅThere is a clear distinction between restricted 
HCSC social network accounts and restricted 
social networking sites 

ÅHCSC has a presence on several social media 
sites through accounts dedicated to each of the 
four Plans  

ÅEmployee access to MySpace, Facebook, and 
YouTube is restricted on the HCSC network 
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HCSC Social Network Strategy 

ÅSupports the following objectives: 

ïEnhance awareness of and/or foster member 

and group loyalty via virtual marketing and 

public relations programs that enhance offline 

programs 

ïLeveraging and enhancing community and 

public health initiatives and engagements 

ïProviding information to key stakeholders in 

crisis situations 
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HCSC Social Network Tactics 

Å Tool Engagement: ñusing the right tools, at the 
right time, for the right reasonsò  

Å Process and Protocol 

Å Web Monitoring  

Å Goal Setting and Measurement  

Å Design and Branding  

Å Staffing Model 

Å Build vs. ñBuyò 
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Risks and Controls 
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User Access 

 

8 HCSC Account 

185 Restricted 
Access 

16,282 No Access 
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HCSC Restrictions 
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Process Improvements 

Observation  Risk / Implication  Recommendations  

1. Completeness of policies and procedures  

The current policies and guidance 

related to social media usage do not 

state that the sharing of proprietary 

data on social networks is prohibited.  

Incomplete guidance for the appropriate 

uses of social media networks increases 

the risk of improper disclosure of 

information related to internal projects, 

strategies, members and employees.  

Management should review and update all 

related policies to include restrictive 

language regarding the sharing of 

proprietary data.  This language should 

include a statement informing employees 

that appropriate corrective action will be 

taken by the company should such 

disclosure of proprietary data be made.   

2. Review of unrestricted social networking sites  

There are several networking sites in 

existence but HCSC has only restricted 

a select few.  Many of the sites that are 

unrestricted offer very similar 

networking capabilities as those that 

HCSC has restricted.  

Employee use of social networking sites 

during business hours may have an 

adverse affect on employee productivity. 

This  decreases the ability to adequately 

monitor networking sites for posts that 

are related to HCSC and could cause 

financial, legal, or reputational damage.  

This also puts the HCSC network at risk 

for malware and other business 

disruptions.  

Information Security should periodically 

perform an analysis of unrestricted social 

networking sites and determine whether 

those sites should have access restricted on 

the HCSC network.  
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Process Improvements 

Observation  Risk / Implication  Recommendations  

3. Communication of policies, procedures, and guideline  

There is not a formal employee 

awareness plan in place which 

defines how often communication 

will be sent to employees informing 

them of social media policies, 

procedures, and guidelines.  

Failure to properly educate employees 

on the appropriate usage of social 

networks can increase the risk of 

improper disclosure of company, 

member, or employee data and the 

inappropriate use of information 

obtained via social networks.  

An employee awareness plan should be 

created to identify a strategy for 

periodic distribution of communication 

regarding appropriate social networking 

guidelines and informing employees 

about the policies and procedures that 

are in place at HCSC.  
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Other Possible Findings 

SM results not reported to the correct level 

Strategy not aligned with business 
objectives 

Roles and responsibilities not defined for 
SM projects 

Escalation procedures not in place for issue 

Review of laws and regulations not 
periodically performed 
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In Conclusion 

Risks are real and as yet not fully defined 

ÅMay be greater or less than anticipated 

ÅWill continue to change 

Companies can and should prepare 

ÅUnderstand the risks for your business and educate 
workforce to risks 

ÅDevelop policies, if needed 

Think about the new generation 

ÅHas different notion of private and public 

ÅMay be better to embrace and channel the drive 

ÅExpect things to be different a few months from now 

1
0
8 
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Next Steps 

Users share 
information 

inappropriately, 
putting their 

identities ï and your 
firm ï at risk 

Educate workforce 
regarding online 

risks 

Need to offer greater 
security and control 
to social networkers 

Regularly review the 
information you and 

your staff are sharing 
online, and act as 

appropriate 

Review your web 2.0 
security settings ï
you should only be 
sharing info with 
trusted parties 

Consider filtering 
access to social 

networks ïgroups 
and time 

Scan websites 
accessed for 

malware/cybercrime 

1
0
9 
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