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Before jumping in ς what is Cybercrime exactly?  

ω¢ƘŜ ǎƛƳǇƭŜ ŀƴǎǿŜǊ ƛǎΧ 

Its complicated! 
 

Council of Europe - Cybercrime Treaty defines it as: data used 
for criminal purposes, all the way to copyright infringement 

 

While United Nations include Fraud, Forgery and 
unauthorized access as Cybercrimes. 

 

Symantec ς Any crime using a computer, hardware 
device or network ςwhere the computer is an agent, 
facilitator or target of the crime.  
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1 in 532 
websites were infected 

1.6 million 
new malware variants discovered daily 

250,000 web attacks 
blocked daily by Symantec in 2012 

Cyber Threat Landscape ς some statistics 
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Symantec Global Intelligence Network 
 Identifies more threats, takes action faster & prevents impact 

Information Protection Preemptive Security Alerts Threat Triggered Actions 

Global Scope and Scale Worldwide Coverage 24x7 Event Logging 

Rapid Detection 

Attack Activity 
Å 240,000 sensors 

Å 200+ countries 

Malware Intelligence 
Å 133M client, server, 

gateways monitored 

Å Global coverage 

Vulnerabilities 
Å 40,000+ vulnerabilities 

Å 14,000 vendors 

Å 105,000 technologies 

Spam/Phishing 
Å 5M decoy accounts 

Å 8B+ email messages/day 

Å 1B+ web requests/day 

Austin, TX Mountain View, CA 

Culver City, CA 

San Francisco, CA 

Taipei, Taiwan 

Tokyo, Japan 

Dublin, Ireland Calgary, Alberta 

Chengdu, China 

Chennai, India 

Pune, India 

5 East Africa Security Conference ς August 2013 



Agenda 

East Africa Security Conference ς August 2013 6 

What is Cyber Crime? 1 

Cyber Crime Trends 2 

Impact to Business 3 

Managing the Risk 4 

Path to Cyber Resilience 5 



Targeted Attacks 

up 42%  

in 2012 

7 

Social Media 
Tailored & Specific 

 

Mobile Malware 
58% increase 
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Symantec Internet Security Threat  
Report Findings 2012 

State Sponsored 
Attacks 

Increased 
Dramatically 



ωManufacturing moved to top position in 2012 

ωBut all industries are targeted 
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Electric, Gas 

 

Targeted Attacks by Industry, 2012 
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Targeted Attacks by Company Size 

ωGreatest growth in 2012 is at companies with <250 employees 
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50% 

9% 

2% 

1,501 to 2,500 

3% 

5% 

31% 

1,001 to 1,500 
501 to 1,000 

251 to 500 

1 to 250 

18% 
in 2011 

Employees 
2,501+ 

50%    2,501+ 50%    1 to 2,500 
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Africa specific data 
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Taken from Symantec Internet Security Threat Report 18 

	


