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Before jumping in¢ what is Cybercrime exactly?
WEKS aAYLIES |yasgSN Aax

data used
for criminal purposes, all the way to copyright infringement

While include Fraud, Forgery and
unauthorized access as Cybercrimes

| Any crime using a computer, hardware
device or networkwhere the computer is an agent,
facilitator or target of the crime.
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Cyber Threat Landscapesome statistics

250 OOO Web attacks

new malware variants discoveredally
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Symantec Global Intelligence Network

|dentifies more threats, takes action faster & prevents impact
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® Taipei, Taiwan

Chennai, India

Worldwide Coverage

Global Scope and Scale

24x7 Event Logging

Rapid Detection

Attack Activity
A 240,000 sensors
A 200+ countries

Malware Intelligence
A 133M client, server,
gateways monitored
A Global coverage

Vulnerabilities

A 40,000+ vulnerabilities
A 14,000 vendors

A 105,000 technologies

Spam/Phishing
A 5M decoy accounts
A 8B+ email messages/day
A 1B+ web requests/day

Preemptive Security Alerts
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Information Protection

Threat Triggered Actions
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Symantec Internet Security Threat " TargetedAttacks )
Report Findings 2012
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Mobile Malware
58% increase

(CUMULATIVE)

State Sponsored
Attacks
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VARIANTS

JAN, 2010 JAN, 2012

VARIANTS I FAMILIES
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Targeted Attackdy Industry, 2012

Manufacturing

Finance, Insurance & Real Estate
Services i Non-Traditional
Government

Energy/Utilities

Services i Professional

Wholesale
Retall

Aerospace

0% 10%

w Manufacturing moved to top position in 2012
w But all industries are targeted
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Targeted Attackdy Company Size

50% 2,501+ 50% 1to 2,500

1,501

Employees
1,000 —POY

501
251

1 to 250

18% _
in 2011

w Greatest growth in 2012 is at companies with <250 employees
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Africa specific data
Taken from Symantec Internet Security Threat Report 18
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