HSACA cll

stin and value fram infor systams CYBERSECURITY NEXUS

2015 Global Cybersecurity Status Report

January 2015

www.isaca.org/cybersecurityreport
Number of respondents (n) = 3,439

Respondents are global business and IT professionals who are members of ISACA.

Media Inquiries:
Kristen Kessinger, ISACA, +1.847.660.5512, news@isaca.org

1.

Do you expect a cyberattack to strike your organization in 2015? (n = 3,435)
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Does your organization plan to hire more cybersecurity professionals in 2015?
(n=3,424)

a. Yes, and we expect it will be difficult to find skilled candidates...................34%
b. Yes, and we expect it to be easy to find skilled candidates.................ccceeeenn.n. 3%
Co N O e 32%



5. Does your organization plan to increase cybersecurity awareness training for staff this
year in light of recent breaches? (n =3 432)

a. Yes.. PN o 3o 2 £0)
b. No, butwe should ............................................................................ 26%
c. No, we do enough security awareness training...........co.euueeiiiinenieiereeeeenenns 9%
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6. In general, when hiring new graduates for entry-level cybersecurity positions: (n = 3,424)

a. Itis easy to identify who has an adequate level of skills and knowledge............. 20%
b. Itis difficult to identify who has an adequate level of skills and knowledge...54%
C. UNSUE . e e e e e e e e 26%

7. Do you think cyberattacks are among the three biggest threats facing organizations

today? (n = 3,424)
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8. What do you think of the US President's proposal to require companies to notify
customers within 30 days of the discovery of a data breach? (n = 3,439)

I strongly agree with the proposal...............coccoiiiiiiiicc e e2..39%

I agree with the proposal........ ..o 37%

I neither agree nor disagree with the proposal.............ccccoviiiiii i, 16%

I disagree with the proposal............ccooii i . D%

I strongly disagree with the proposal.............c.ooe i, 3%
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9. Of the following, what do you think is the greatest challenge companies would face if
they needed to notify consumers of a data breach within 30 days of its discovery? (n =

3,430)

TR 10100 1= TS N o1 13%
b. Not enough human reSOUICES. .......c.viriie it it e e e e 10%
c. Systems not designed for this............coeieiiiiin i 15%
d. Concern over corporate reputation..............ccovevveiieiie e e 55%
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10. On a national level, what are you more concerned about? (n = 3,438)

a. A physical attack (e.g., terrorist attack or actof war)................coovviiiinn i, 11%
D, A CYDEIattaCK. ... 36%
c. lamequally concerned about both.................ooooi 48%

d. | am not concerned about €Ither ONE........coe e e e 5%



DEMOGRAPHICS

11. In what country do you live? (n = 3,328; responses are rounded to the nearest tenth)
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12. In what industry do you work? (n = 3,395)

a. FInancial/BankKing..........cc.uouieiieie i e e s e e e e 24%
D, INSUFANCE. .. e e e e e e e e e e e 6%
C. PUDBIIC CCOUNTING. ...t e e e e e e e e e e e eaeeaeas 3%
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I. Manufacturing/ENGINEEIING. ... ..ie et e e et e e e e e eae e aenaenaas 5%
J. Telecommunications/CommuniCations. .. ........c.ovvievieieiniinieiieieieeneene .. 4%
k. Mining/Construction/PetroIeum/AgricuIture ............................................... 3%
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13. Please indicate to which age group you belong. (n = 3,364)
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Ao B0-40 .. 32%
. D0-D0 26%
o B0t e 8%
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About the 2015 Global Cybersecurity Status Report

Companies and government organizations worldwide are focusing on cybersecurity as a critical
priority in 2015. ISACA conducted a global survey of 3,439 business and IT professionals in 129
countries to capture their real-time insights on cybersecurity attacks, skills shortages and
proposals from US President Barack Obama, who addressed cybersecurity issues such as data
breach notification laws this week. The survey was conducted online from 13-15 January 2015.
At a 95 percent confidence level, the margin of error is +/- 1.7 percent.

Note: Due to rounding to the nearest whole number, responses may not add up to 100%.



